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BeegeHne

BBeneHve

[aHHbIN cnpaBOYHWK COAEPXUT KOMaHAb! AN ynpasneHus yctponctsom Keenetic
nocpencTBOM MHTepderica KOMaHAHOW CTPOKN. 34eChb NPUBELAEH MOJHbINA CMINCOK BCEX
OOCTYMHbIX KOMaHg. Takke yKasaHbl NpMMepbl TOro, Kak UCNonb30oBaTh Hanboree
pacnpoCTpaHeHHbIE U3 3TUX KOMaHA, 06LLasa MHopMaLMs O B3aUMOCBSA3M MEXY KOMaHAaMu
M MPUHLMNUAnbHbIE OCHOBLI TOTO, KaK UX UCMOMb30BaTb.

1 Insa Kkoro npegHasHa4vYeH JOKYMEHT

[laHHOe pyKOBOACTBO NpefHasHa4eHo a5 CeTeBbIX aAMUHUCTPATOPOB UMW CNeLnannucToB
Mo BbIYUCIUTENBHON TEXHMKE, OTBEYAIOLLMX 3a HACTPOIKY 1 noaaepxky Keenetic Ha mecTe.
OHo Takke NpefHasHa4eHo A5 onepaTopoB, KoTopble ynpasnsioT Keenetic. [lokyMeHT
oxBaTblBaeT TEXHUYECKME NpoLieaypbl NoaaepKki BbICOKOTO YPOBHS OJS
root-agMVHUCTPATOPOB U COTPYAHUKOB TEXHUYECKOMN noaaepkkn Keenetic.

2 CTpyKTypa AOKYMeHTa

Cl'lpaBO‘-IHI/IK onucblBaeT crenywLwine pasaenbl:

3HaKOMCTBO C KOMaHOHOW B pasgene onvcaHo kak ncnonb3oBatb UHTEPenc

CTpOKOM KomMaHOHoW cTpoku Keenetic, ee nepapxuyeckyto
CTPYKTYPY, YPOBHM aBTOpM3aLmn 1 BO3MOXXHOCTU
CrpaBKu.

OnucaHune komaHg, AndaBUTHbLIN CIMCOK KOMaHA, KOTOpPble MOXXHO BBOAMUTb
B KOMaHAHOW CTPOKe ANSA HAaCTPOMKM YCTPONCTBA
Keenetic.

3 YcnoBHblIe 0003HaYeHusA

B onncaHum KoMaHa UCnonb3yTca crieaylolmne 0603Ha4YeHNs:

XUPHbIN LWPUdT KomaHabl 1 KrtoveBble CrioBa BblAENSTCS
XUPHbIM WPpNTOM. OHU JOMKHBI BbITh
BBEAEHbI B TOYHOCTU KaK yKa3aHo B
onvcaHuun. B npumepax XnpHbIn WpnUdT
NCnonb3yeTcs ANs BblAENEHUS OaHHbIX,
BBEAEHHbIX NMOfb30BaTenem.

Kypcus AprymeHTbl, ANSA KOTOPbIX HEOBXOAUMO
3a[aTb 3HA4YEHMWS Bbl4ENEHbI KypPCUBOM.

OnemeHTLI B KBagpaTHbIX ckobkax siBnsitoTcs

I [ Heoba3aTesIbHbIM 3/IEMEHT |
Heobsi3aTenbHbIMN.

OneMeHThl B yrnoBblX CkOOKax sIBNSA0TCS

I <0bsi3aTesIbHbIN 3/TIEMEHT)
obsizaTenbHbIMU.
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Beegenwue

(x]yl2z) Obs3aTenbHble anbTepHaTUBHbLIE KINOYEBbIe
CroBa rpynnupyoTcst B KPYrnbix ckobkax u
pas3aensTcsa BepTUKanbHON YepTon.

x|ylZz] Heobsi3aTenbHble ansTtepHaTUBHbIE
KMoYeBble CroBa rpynnupyoTcs B
KBagpaTHbIX cCKobKax 1 pasgenstorcs
BEPTUKaNbHOWN YEPTOMN.

an/IMe‘-IaHVIFl, npeaynpexneHuna n npegoctepeXeHnd NCnonb3yrT creayuine 0603Ha4eHus.

MNpumedaHwue: OsHavaert "untartenn, Nnpumm K cBegeHuto”. NMprumedaHusa cogepxat
nornesHble COBEThI UMW CCINIKM HA MaTepuarbl, He cogepxalimecs B
AaHHOM CrpaBOYHMKE.

MpegynpexaeHue: Os3HavaeT "yntartens, BHUMaHue!". Bawwmn genctens MOryT NpuMBecTyr K
noBpexaeHno 0bopyaoBaHMs UNKU NoTepe AaHHbIX.
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3HAaKOMCTBO C KOMaHOHOU

CTPOKOM

B aToM rmaee onmcaHo Kak Mcnonb3oBaTh MHTepdenc komaHgHon cTpokn Keenetic, ee
Nepapxu4eckyto CTPYKTYpY, YPOBHMN aBTOPU3aLIMN N BO3SMOXXHOCTY CMIPaBKW.

OcHoBHOE cpeacTBO ynpasneHus mapLpytusatopom Keenetic ato uHmepagbelic komaHOHOU
CMPOKU. HaCTpOI7IKI/I CUCTEeMbIl MONMHOCTbIO OMNCbLIBAKOTCA B BUAOE NocnenoBaTernibHOCTU
KOMaHpA, KOTOpbl€ HY>XHO BbINOJTHAUTD, YTOOBbI npmBecTn yCTpOVICTBO B 3agaHHOE COCTOAHMe.

B Keenetic cywectByeTt Tpu Buga HacTpoek:

TekyLne HacTPOMKM

CrtapToBble HaCTPOWKM

HacTpoikn no ymonyaHuto

running config, Habop komaHz, KoTopble TpebyeTcs
BbINOMHUTE, YTOOLI NPUBECTU CUCTEMY B TEKyLLEe
cocTosiHMe. TekyLme HaCTPONKM XpaHATCS B onepaTvBHON
namsatn (RAM) n oTpaxatoT Bce N3MEHEHNs1 HAaCTPOeK
cuctembl. OgHaKo, cogepXnmMoe onepaTMBHOM NaMSATH
TepsieTCsl Npy BbIKIKOYEHWW YCTponcTBa. [nst Toro 4tobbl
HaCTPOWKM BOCCTAHOBMITUCH NpW Nepesarpy3ke yCTPONCTBa,
TpebyeTcs COXpaHUTb UX B SHEPrOHE3aBUCUMON NaMATH.

startup config, nocnegoBaTensHOCTb KOMaHZ, KoTopast
XpPaHUTCS B CreLmnanbHOM CEKTOPe SHEeproHe3aBncMMon
namsT! U UCMONb3YyeTcs ANA UHULIMANM3aLUmum CUCTEMBI
HenocpeacTBEHHO Mocre 3arpy3ku.

default config, 3aBoackne HaCTPOWMKK, KOTopble
3anucblBatotcs Ha Keenetic npy npomssoacTtee. KHomka
RESET Ha kopnyce no3sonser copocuTb CTapToBble
HACTPOMNKM Ha 3aBOACKUE.

®annbl startup-configu running-config moryT 6bITb OTPEQAKTMPOBAHbLI BPY4HYHO, 6e3
yyacTusi KomaHgHow cTpoku. [py aTom criegyeT NOMHUTb, YTO CTPOKU HavMHatowumecs ¢ !
UrHOPUPYHOTCA pa3bopLLMKOM KOMaHA U apryMeHTbl, CoaepXaLlne cumBon npoben, AOMmMKHbI
ObITb 3aKNOYEHbI B ABOVIHbIE KaBbIvkK (Hanpumep, ssid "Free Wi-Fi"). Camu kaBbl4ku

pa3BopLLUMKOM UTHOPUPYIOTCS.

OTBETCTBEHHOCTL 3a KOPPEKTHOCTb BHECEHHbIX N3MEHEHUI NEXUT Ha UX aBTope.

1.1 BBoA KOMaHA4 B KOMAaHAHOMN CTPOKe

KomaHaHbIii uHTepnpeTaTop Keenetic paspabotaH Takum o6pa3om, YToBbl UM Mor
Nonb30BaTbCs Kak HaYMHAIOLLWIA, TaK U OMbITHBIV NMONb3oBaTenNb. Bce komaHabl 1 napamMeTpbl
MMEIOT SICHbIE U NTErKO 3anoMMUHaIOLLMECS Ha3BaHWs.

KomaHabl pa3buTbl Ha rpynnbl U BbICTPOEHbI B uepapxuto. Takmum 06pasom, A5 BbINOMHEHWS
Kakon-nmbo HacTponKK nonb3oBaTento NoTpebyeTcs nocneaoBaTenbHO BBECTU HAa3BaHUSA
BMOXEHHbIX rpynn KOMaHg (y3rnoBbiX KOMaHA) 1 3aTeM BBECTU KOHEYHYI0 KOMaHAy C

napameTpamu.
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maea 1 3HAaKOMCTBO C KOMaHAHOW CTPOKOWN

Hanpumep, IP-agpec ceteBoro nHtepdernca Switch0/VLAN2 3agaetcsa komangon address,
KoTopasi Haxogutcs B rpynne interface — ip:

(config)>interface Switch0/VLAN2 ip address 192.168.15.43/24
Network address saved.

1.1.1 Bxopa B rpynny

HekoTopble y3noBble KOMaHAbl, COAepXKallue rpynny 4oYepHMX KOMaHz, NMo3BonsAoT
Nosib30BaTESO BbIMOMHUTE «BXOA» B rPyrnmny, YToObl BBOAUTL AOYEPHUE KOMaHOb
HenocpeACcTBEHHO, He TpaTs BpeMsi Ha BBOA UMEHW Y3roBoii komaHabl. B aTom crnyyae
MEHSIETCS TEKCT NpUrnalleHnst KOMaHgHON CTPOKM, YTOObI NONb3oBaTeslb BUAES, B Kako
rpynne oH Haxo4uTCs.

Bbixoa 13 rpynnbl BbIMOMHAETCH NO KOMaHAe exit nu no HaxaTuio KoMBUHaUUM KnasuL
[Ctri]+[D].

Hanpumep, npu Bxoae B rpynny interface npurnaweHne KOMaHOHOM CTPOKN MEHSIETCS Ha
(config-if):

(config)>interface Switch0/VLAN2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

1.2 Acnonb3oBaHue cripaBKku M aBTOA0MNONTHEHUS

14

[nsa Toro 4ToObI caenaTh NPOLECC HACTPOMKN MakcumarbHO yA06HbIM, MHTepdeic
KOMaHOHOM CTPOKM UMEET PYHKLMIO aBTOAONOMHEHNS KOMaHA 1 napaMeTpoB, NOACKa3biBas
nonb30BaTernto, Kakne kKoMmaHabl JOCTYMHbI HA TEKYLLEM YPOBHE BIIOXEHHOCTW.
AsTogononHeHue pabortaet no knasuwwe [Tab]. Hanpumep

(config)>in[Tab]
interface - network interface configuration
(config)> interface Sw[Tab]

Usage template:
interface {name}

Variants:
Switch0
Switch®/VLAN1
Switch®/VLAN2

(config)> interface Switch@[Tab]

Usage template:
interface {name}

Variants:
Switch0/VLAN1
Switch@/VLAN2

(config)> interface Switch0/VLAN2[Enter]

Keenetic CnpaBoYHMK KOMaHA
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(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tab]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Mopckasky No TekyLen KoMaHae Bcerga MoXHO 0TobpasnTb, Haxkas knaeuwuy [?]. Hanpumep:

(config)> interface Switch0/VLAN2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface Switch@/VLAN2

1.3 NMpedmkc no

Mpedukc no ncnonb3yeTca Ans OTMEHbl 4ENCTBUSA KOMaHAbI, Nepes KOTOPOM OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeyaeT 3a co3gaHne CETEBOro MHTepdenca ¢ 3agaHHbIM
nmeHeM. NpeduKc no, NCnonb3yemblii C 3TOM KOMaHAOW, Bbi3biBaeT 0bpaTHOe AencTBrE —
yaaneHue uHtepderica:

(config)> no interface PPPoEO

Ecnu komaHga cocTtaBHas, N0 MOXET CTaBUTLCA Nepes nobbiM ee uneHom. Hanpumep,
komaHga service dhcp skntoyaet cnyx6y DHCP 1 coctout 13 gsyx yacten: service —
UMeHM rpynnbl B nepapxun komarg, u dhep — koHevHown komaHabl. [Mpedurkc no MoXHO
CTaBWTb KaK B Hayane, Tak u B cepeauHe. [lenctane B 06ounx cnydyasx 6ygeT oagMHaKOBbIM:
OCTaHOBKa Cny>o6bl.
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(config)> no service dhcp
(config)> service no dhcp

1.4 MHOrokpaTtHbI¥ BBOA

MHorve komaHgbl 06nagatroT CBOVNCTBOM UOEMTOMEHMHOCMU, KOTOPOE MPOSIBISETCS B
TOM, YTO MHOTOKPATHbIN BBOA 3TUX KOMaH, NPUBOAUT K TEM K€ U3MEHEHUSM, YTO U
OfHoKpaTHbIW. Hanpumep, komaHaa service http nobasnsiet cTpoky «service http» B
TeKyLLMe HaCTPOMKKM, 1 MPU MOBTOPHOM BBOAE HUYETO HE MEHSIET.

OpHako, 4acTb koMaHA No3BonseT AobaBNsaTb He OOHY, a HECKOMNBbKO 3anvcen, eCrnv BBOAUTL
nX C pasHbiMK aprymeHTamu. Hanpumep, ctatudeckune 3anmucu B Tabnuue mapLupytusaumm
ip route unu puneTpel access-list 1o6aBnsAOTCS nocnegoBaTensHo, 1 3aTeM NPUCYTCTBYIOT
B HaCTpOVIKaX B B1OE Crncka:

Mpumep 1.1. Ucnonb3oBaHMe KOMaHAbI C MHOFOKpaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO
Route added.

(config)> ip route 1.1.2.0/24 PPTPO
Route added.

(config)> ip route 1.1.3.0/24 PPTP1
Route added.

(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTPO

3anucy 13 Takmx Tabnuy, MOXXHO yaansTe Mo OA4HOW, UCMonb3ysi pedrKC No, U yKasbiBast
B apryMeHTe KOMaHZbl, KaKylo MMEHHO 3anuncb TpebyeTcs yaanuTb:

(config)> no ip route 1.1.2.0/24
Route deleted.
(config)> show running-config

55.255.255.0 PPTPO
55.255.255.0 PPTPO

ip route 1.1.1.0 2
ip route 1.1.3.0 2

1.5 CoxpaHeHue B CTapTOBbLI€ HACTPOUKMU

TekyLume 1 cTapToBble HACTPOWKN XpaHATCA B dparnax running-config u startup-config. Ans
TOro 4Tob6bl COXPaHWUTL TEKYLLME HACTPOMKN B SHEPTOHE3aBUCUMYIO NaMSATb, HY)XHO BBECTU
KOMaHAy KOnMpOBaHMS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

1.6 OTnoxxeHHana nepe3arpys3ka

16

Ecnu Keenetic HaxoanTcst Ha 3HAYUTENBHOM yaaneHuu oT onepatopa v ynpaensieTcs no
CeTW, BO3HUKAET OMACHOCTb NOTEPATb CBA3b C HAM MO NPUYMHE OLINBOYHBIX AENCTBUI

Keenetic CnpaBoYHMK KOMaHA



maea 1 3HAaKOMCTBO C KOMaHAHOW CTPOKOWN

onepartopa. B atom Chny4ae nepes3arpys3ka 1 Bo3BpaT K COXpaHEHHbIM HaCTpOVIKaM 6yp,eT
3aTtpyaHeHa.

KomaHnga system reboot no3sonset yctaHOBUTL TanMep OTNIOXKEHHOW Nepesarpysku,
BbIMOTHUTb «OMacHbIE» HACTPOWMKM, 3aTEM BbIKIMIOYUTL TANMEpP U COXPaHUTb M3MEHEHUS.
Ecnu B npouecce HacTpowkK CBA3b C YCTPOMCTBOM ByAeT noTepsiHa, onepaTtopy A0CTaTOYHO
OyOeT 0oXaaTbCs aBTOMAaTMYECKON Nepesarpysku 1 NOAKMYMTBCS K YCTPONCTBY CHOBA.

Keenetic CnpaBoYHUK kKOMaHA 1 7
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OnucaHue KomaHAa

OTa rmaBa cogepXXuT Bce KoMaHAbl 41151 KOMaHOHOW CTPOKM JOCTynHble B Keenetic.

OnucaHune Kaxagon KoMaHabl pasgeneHo Ha criegyrowme nogpasaenst:

Onucanue OnucaHue TOro, YTo KOMaHaa Aenaert.
CunHoncuc O6wmr dhopmat koMaHAbl
Mpedukc no B03MOXHOCTb UCMOMb30BaHNSA B KOMaH4e

npedukca no.

M3meHeHne HacTpoek

CnocoBHOCTb KOMaHAbl MEHATb HACTPONKM.

MHorokpaTHbI BBOA

BoamMoXXHOCTb MHOIoKpaTHOro BBoaa
KOMaHObl.

BxoxpaeHwve B rpynny

HaseaHue rpynnbl, 4OCTYN B KOTOPYtO AaeT
komaHga. Ecnv rpynnbl HeT, 3TOT pasgen He
oTobpaaeTcs.

Twun nHtepdpenca

Tun nHTepdenca, Ha KOTOpbIN BUSET
komaHga. Pasgen He oTobparkaeTcs, ecnu
OaHHbIA KOHTEKCT HEe MMEEeT CMbICcNa Ans
KOMaHgbl.

UHTepdencol, nCnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAy HMUMU NoKasaHbl Ha
anarpamMmme Huxe.

AprymeHTbl

ApryMeHTbI, €CIMn €CTb, N NOACHEHUA K HUM.

Mpumep

WnnocTpauus Toro, Kak koMaHaa BbIrmaguTt
npu BbI3oBe. [ockonbky MHTEpdenc NpocT,
HEeKOTOpble NPUMEPbI O4EBUAHbI, HO OHU
BKITHOYEHbI A5 ACHOCTM.

Keenetic CnpaBoYHUK kKOMaHA

19




asa 2 OnucaHne KomaHg,

PucyHok 2.1. Uepapxusa uHtepdencon

Pluggable Secure
Usb PPP

[_— |

MAC

Ethernet

ﬂ_\

PPTP
UsbModem PPPOE PVvC VLAN Bridge
L2TP
Tunnel SSID Radio
ﬁf\ I .
TunnelSixInFour TunnelGre WiFi WiFiMaster

2.1 KomaHgbl

2.1.1 access

[

AccessPoint

WiFiStation

HacTpouTb nonb3oBaTenbCkuin 4OCTYN K nanke Ha USB-ycTpolicTae.

KomaHga ¢ npedukcom no 3anpeLiaeT AoCTyn K nanke.

OnucaHue
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTtHbii BBog [a

CuHoncuc

AprymeHTbI

20

(config)>

]

access «directory» cuser»
(forbidden | read |write | read/write | inherited)[ recursive

I (config)> no access «directory» <user» [ recursive ]

AprymeHT Tun OnucaHue
directory Ctpoka HassaHwve nankun Ha USB-ycTpolicTse.
user Crpoka Nmsa nonb3osaTtens.
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Mpumep

AprymeHT Tun OnucaHue

forbidden KntoueBoe HocTyn 3anpeLLeH.
CrnoBo

read KnoueBoe [locTyn TONbKO Ha YTeHMe.
CnoBo

write KnioyeBoe |[ocTyn TOMbKO Ha 3anuce.
CnoBo

read/write KnioyeBoe |[ocTyn Ha YTeHWe 1 Ha 3anuchb.
CnoBo

inherited KnoueBoe lMpaBa gocTtyna HacnegyrTcs OT
CrnoBo pPOANTENBCKOW Narnku.

recursive KritoveBoe [MpaBa gocTtyna NpUMEHSTCS KO BCEM
CnoBo BMOXEHHbIM nankam.

(config)> access FLASH:Downloads test read/write
show access FLASH:Downloads

(config)>

2.1.2 access-list

OnucaHue

Mpedoumkec no

user:

name:
assigned:
effective:
exists:

test
read/write
read/write
yes

JocTyn Kk rpynne KoMaHa Ans HAaCTPOWMKKM BbIGpaHHOIo cnucka npasun
dunsTpaumm naketos (ACL). Ecnv cnucok He HanaeH, koMaHnaa neitaeTcs
ero co3faTtb. Takoln CMMCOK MOXeET ObITb Ha3Ha4YeH ceTeBOMY UHTepdercy
komaHgown interface ip access-group.

KomaHaa ¢ npedunkcom no yaansietT Crvcok npaswus.

Oa

MeHsieT HacTpoOMnKu [a
MHorokpaTHbii BBog [a

BxoxaeHune B rpynny  (config-acl)

CuHoncuc I (config)> access-list (name»
I (config)> no access-1list <name»
AprymeHTbI AprymeHT Tvn Onucanue
name Ctpoka HassaHwue cnucka npasun unsTpaumm
(Crnucok Konmpons Jocmyna, ACL).

2.1.3 access-list deny

OnucaHue

[o6aBnTb 3anpeLuaroLiee npaBuno punsTpauumn NakeToB B ykadaHHbin ACL.

Keenetic CnpaBoYHUK kKOMaHA
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThl

KomaHga ¢ npedukcom no yaansiet npasuro.

[a
Oa
Ja

(config-acl)>

(config-acl)>

deny (tcp | udp) <source> <source-mask>
[ port [Lt | eq | gt] <source-port>]«destination»
«destination-mask [ port [Lt | eq|gt] «destination-port;]

deny icmp (source <source-mask» «<destination»
«destination-mask»

(config-acl)> no deny (tcp | udp) <source» <source-mask»
[ port [Lt | eq | gt] <source-port>]«destination»
«destination-mask [ port [Lt | eq | gt] «destination-port;]

(config-acl)> no deny icmp «source» <source-mask» «destination,
«destination-mask»

AprymeHT Tvn OnucaHune
tcp KnitoueBoe TCP npotokon.
CINoBO
udp KnitoueBoe UDP npotokon.
CnoBo
icmp KnoueBoe ICMP npoTokon.
CNnoBo
source IP-agpec Afgpec nctodHuka B 3aronoke |IP-naketa.
source-mask IP-macka Macka, HaknagbiBaemasi Ha agpec

UCTOYHMKa B 3arornoske |IP-naketa nepen
cpaBHeHueM c source. EcTb gBa cnocoba
BBOAA MacCKu: B KAHOHNYECKOM BuAe
(Hanpumep, 255.255.255.0) u B BMae
BuToBOW ANVHbLI Npedukca (Hanpumep,
/24).

source-port

Llenoe uncno

MopT uctovnuka B TCP nnn UDP
3arorioBkKe.

destination

IP-agpec

Agpec HasHayeHus B 3aronoske IP-nakeTa.

destination-mask

IP-macka

Macka, HaknagbiBaemasl Ha agpec
Ha3HayeHus1 B 3aronoeke |IP-nakeTta nepeq
cpaBHeHuneM ¢ destination. EcTb gBa
cnocoba BBoga Macku: B KAHOHUYECKOM
Buae (Hanpumep, 255.255.255.0)uB
Buae 6uToBor AnNUHLI Npedukca
(Hanpuwmep, /24).

destination-port

Llenoe uncno

MopT Ha3HaveHus B TCP nnn UDP
3arosioBke.

port

KnioyeBoe
CIoBO

KnioueBoe cnoso, KOTOpoe yKasblBaeTcs
nepepn destination-port wnu
source-port.

22
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Mpumep

AprymeHT Tun OnucaHue
1t KntoueBoe OnepaTtop «MeHbLLE» NPU CPaBHEHUN
CrnoBo nopTa € ykasaHHbIM 3Ha4eHUEM
source-port unn destination-port.
eq Kniouesoe |Onepartop paBeHCTBa NpW CpaBHEHUN
CnoBso nopTa € ykasaHHbIM 3Ha4YeHneMm
source-port unn destination-port.
gt KnoueBoe Onepatop «6onblue» Npy CpaBHEHUN
CrnoBo nopTa C yka3aHHbIM 3Ha4YeHneM

source-port unn destination-port.

(config-acl)> deny icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0
ACL rule added.

2.1.4 access-list permit

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

HobaBuTb paspeluatoLlee npaBuno unsTpaumMm NakeTos B ykasaHHbIi ACL.
KomaHnga ¢ npecukcom no ygandeT npaBuso.

Oa

Ja

[a

(config-acl)>  permit (tcp | udp) <source> <source-mask»
[ port [Lt | eq|gt] <source-port>]«destination»
«destination-mask [ port [Lt | eq | gt] «destination-port;]

(config-acl)>  permit icmp sources <source-mask» «<destination,
«destination-mask»

(config-acl)> no permit (tcp | udp) <source> <source-mask»
[ port [Lt | eq | gt] <source-port>]«destination»
«destination-mask [ port [Lt | eq|gt] «destination-port;]

(config-acl)> no permit icmp «sources <source-mask» «<destination»
«destination-mask»

AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokon.
CnoBo
udp KntoueBoe UDP npotokon.
CrnoBo
icmp KrnitoueBoe Mpotokon ICMP
CnoBo
source IP-agpec Afpec uctovHuka B 3aronoske IP-naketa.
source-mask IP-macka Macka, HaknagblBaemasi Ha agpec
WCTOYHMKa B 3aronoske IP-naketa nepeq
cpaBHeHueMm c source. Ectb oBa cnocoba
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Mpumep

2.1.5 cifs

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHT

Tun

OnucaHue

BBOZA MacKu: B KAHOHUYECKOM BUuae
(Hanpumep, 255.255.255.0) n B Buge
OvToBOM ANUHBLI Npedumkca (Hanpumep,
/24).

source-port

Llenoe uncno

MopT uctouHuka 8 TCP nnn UDP
3arornoske.

destination

IP-agpec

Appec HasHaveHus B 3aronoBke |IP-nakeTa.

destination-mask

IP-macka

Macka, HaknagbiBaemasi Ha agpec
HasHa4eHusa B 3aronoske |P-naketa nepepq
cpaBHeHuneM ¢ destination. EcTb aBa
cnocoba BBoa Macku: B KAHOHUYECKOM
Buae (Hanpumep, 255.255.255.0)n B
Buae 6GutoBon AnvHbI Npednkca
(Hanpuwmep, /24).

destination-port

Llenoe uncno

MopT Ha3HayeHus B TCP nnn UDP
3aroroBke.

or noyeBoe NOYEBOE CINOBO, KOTOPOE yKa3biBaeTCs
t K K
CInoBo nepepn destination-port wunu
source-port.
1t KnoueBoe OnepaTtop «MeHbLLE» NPU CPaBHEHUN
CrnoBo nopTa € yka3aHHbIM 3Ha4eHUEM
source-port unn destination-port.
eq KnioueBoe OnepaTtop paBeHCTBa Npu CpaBHEHUN
CnoBo nopTa C YKkasaHHbIM 3HaYeHneM
source-port unn destination-port.
gt KnoueBoe Onepatop «6onbLue» Npy CpaBHEHUN
CnoBo nopTa C yka3aHHbIM 3Ha4YeHnem

source-port unn destination-port.

(config-acl)> permit icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0
ACL rule added.

HocTtyn k rpynne komang ans ynpaenenus cnyxbon CIFS.

Het
Het

Het

(config-cifs)

I (config)>

cifs

24
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2.1.6 cifs automount

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

BkntounTtb aBTOMaTMyeckoe nogkntodeHme USB-ycTponcTe anga gocrtyna kK
Hum vepes CIFS.

KomaHaa ¢ npedukcom no oTKMo4aeT yHKLMI0 aBTOMaTU4YeCKoro
NOAKINIOYEHNS.

Ja
Da

Het

I(config-cifs)> automount

I (config-cifs)> no automount

(config-cifs)> automount
Core::Configurator: done.

2.1.7 cifs master

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

BkntounTtb Mmactep-6pay3ep Ha CIFS-cepBepe.

KomaHga ¢ npedurkcom no oTknovaeT Mactep-6paysep.
Oa

Oa

Het

I (config-cifs)>  master

I (config-cifs)> no master

(config-cifs)> master
CIFS server master browser enabled

2.1.8 cifs permissive

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

BknounTb paspeluarowmii pexnm, Korga Bce norb3oBareny MoryT nonyynTb
aocTyn K painam Ha USB-ycTponcTee. o yMOnYaHuio pexxmm OTKITHOYEH.

KomaHga ¢ npedurKcom no OTKMAYaEeT paspeLlatoLmni pexnm, 1 4ocTyn K
¢hannam MMeIoT TONbKO Nornb3oBaTtenu ¢ meTkon "cifs".

[a
Ja

Het

I (config-cifs)>  permissive

Keenetic CnpaBoYHUK kKOMaHA
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Mpumep

I (config-cifs)> no permissive

(config-cifs)> permissive
Core::Configurator: done.

2.1.9 cifs share

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

OTkpbITb 06LWMI gocTyn K nanke Ha USB-ycTpoicTee.

KomaHga ¢ npedmkcom no 3akpbiBaeT obLmii 4oCTyn K nanke. Ecnu
BbINOMHUTb KOMaHAy 6e3 aprymeHTa, To Ko BceM nankam Ha USB-ycTponcTtee
Oyner 3akpbIT 00 M JOCTyn.

Oa

Oa

Oa

I (config-cifs)>  share <labels mount [ description]

I (config-cifs)> no share [ label ]

AprymeHT Tun OnucaHune

label Crtpoka Mmsa nankn, kotopoe 6yaet BMAHO
nonb30BaTeNsiM.

mount Ctpoka MMs nanku, K KOTOpo OTKpbIBaeTcs obLuii
JOCTyn.

description Ctpoka Mpon3BonbHOE onucaHne narnku.

(config-cifs)> share TEST_FAT B4EF-16EA:transmission/torrents
Core::Configurator: done.

2.1.10 components

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
BxoxageHue B rpynny

CuHoncuc

[ocTyn Kk rpynne komaHa Ang ynpasneHns KOMNOHEHTaMU MUKPONPOrpaMmebl.
Het
Het
Het

(config-comp)

I (config)>  components

2.1.11 components commit

OnucaHue

MNpuMeHNTb N3MEHEHNS, BHECEHHbIE KOMaHA4amu components install n
components remove.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Het

[a

Het

I (config-comp)>  commit

2.1.12 components install

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

Mpumep

OTMeTUTb KOMMOHEHT ANs nocneayoLen yctaHosku. OKoHYaTenbHasi
yCTaHOBKa BbINOSIHSAETCA KOMaHAoM components commit.

Het
Ja
Oa

I (config-comp)>  install «component)

AprymeHT Tun OnucaHue

component Ctpoka HassaHune komnoHeHTa. CNCOK AOCTYMHbIX
AN YCTaHOBKU KOMMOHEHTOB MOXET BbITb
BblBE[IEH Ha 3KpaH KoMaHAol components
list.

(config-comp)> install ntfs
Component is queued for installation: ntfs

2.1.13 components list

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

BbiBeCTU Ha 9KpaH CNMNCOK BCEX KOMIMOHEHTOB - YCTAaHOBJIEHHbIX N OOCTYMHbIX
Aand YCTaHOBKMW. Ecnn OTCYTCTBYET NOAKIIHO4YEHNE K MHTepHeT, TO 6yﬂ,6T
BblBE€4EH TOJIbKO CMNUCOK yXe YCTaHOBJTIEHHbIX KOMIMOHEHTOB.

Het
Het

Het
I (config-comp)>  list

(config-comp)> list

webadmin:
queued: yes
name: Silver-Blue
description: Silver-Blue
size: 244112
installed:
webadmin:
queued: no
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name: ZyXEL-Intl
description: ZyXEL-Intl
size: 390648

component:
queued: yes
name: accesspoint
description: 802.11 Access Point
details: Allows this appliance to be a Wi-Fi »
access point.
group: Wireless networking
priority: important
depend: base,corewireless
version: 2.6.3
script: interface WifiMaster0
country-code RU

compatibility
BGN
up
2.1.14 components remove
OnucaHue OTMeTUTb KOMMOHEHT ANs nocneayoulero yganeHus. OKoH4YaTernbHoe

yOoaneHve BbINOMHAETCS KOMaHaon components commit.
Mpecduke no Het
MeHsieT HacTpOMnKu Oa

MHorokpaTtHbii BBog [a

Cunoncuc I(conﬁg-conmn> remove <component)
AprymeHTbI AprymeHT Tun Onucanue
component Crtpoka HassaHwue komnoHeHTa. Cnncok AOCTYMHbIX
ANS yoaneHns KOMMNOHEHTOB MOXET ObITb
BblBE€EH Ha 9KpaH KOMaHgou components
list.
Mpumep (config-comp)> remove ntfs

Component is queued for removal: ntfs

2.1.15 components sync

OnucaHue Mony4nTb MHOpPMaLIMIO O NOCMNEeAHUX BEPCUAX AOCTYMNHbIX KOMMIOHEHTOB AN
komaHabl components list. HeobxogmMmo nogknioveHue kK MHTepHeET.

Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  HeTt
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CuHoncuc

Mpumep

2.1.16 copy

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIl BBOA,

CuHoncuc

AprymeHTbl

Mpumep

I(config-comp)> sync
(config-comp)> sync
Command: :Base error[268369923]: this system is up to date.

CkonuvpoBaTb cogepxumoe ogHoro dawnna B Apyron. Vicnonesyerca ans
OBHOBIEHNST MUKPOMNPOrpamMmbl, COXpaHEHUS TEKYLLIMX HACTPOeEK, Bo3BpaTa K
3aBOACKUM HacTpoWnkam U T. .

Het

Het

Het

I (config)>  copy (source) «<destination»

AprymeHT Tvn OnucaHune

source Uwma cdanna |MyTb k dpariny, KoTopbii HEOBXoAUMO
CKOMMpPOBAaTb.

destination Wwmsa danna |MNyTb k nanke, kyaa 6yaet ckonvposaH
dawin.

Hanpumep, coxpaHeHne HacTpoek AenaeTcs Tak:
(config)>copy running-config startup-config

HasBaHus darinos B npyumepe — nceBaoHUMbI. [MonHble umeHa darnnos
HaCTpOeK, COOTBETCTBEHHO, system: running-config u
flash:startup-config.

2.1.17 dyndns profile

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIN BBOA,
BxoxaeHue B rpynny

CuHoncuc

JocTyn Kk rpynne komaHa A4ns HacTPonkn ykazaHHoro npoduns DynDns. Ecnn
npocunb He HanaeH, KoMaHaa NblTaeTcs ero co3gatb. MoXHO co3gaTb He
bonee 32 npodunen.

Ja
Oa
Ja
(config-dyndns)

I (config)>  dyndns profile name>

I (config)> no dyndns profile name;
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AprymeHTbI

AprymeHT Tun OnucaHue

name CTtpoka HasaHue npodumnda. MakcumanbHas
AnvHa umeHu - 64 cumeona.

2.1.18 dyndns profile domain

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

HasHauunTb MK noctosHHOE gomeHHoe uMm4. Nepea BbINONTHEHNEM KOMaH,EI,I:%
Bam HeobxogMMo 3apernctpmpoBaTb JOMEHHOE NMs Ha caviTe dyndns.com
unu no-ip.com”.

KomaHga ¢ npedukcom no yaansietr HacTPOKKY.
Da
Oa

Het

I (config-dyndns)>  domain (name»

I (config-dyndns)> no domain

AprymeHT Tvn OnucaHue

name Ctpoka [JomeHHoe uma. MakcumanbHasa annHa
JOMEHHOro umeHu - 254 cumpona.

(config-dyndns)> domain systems
DynDns::Profile: "test": domain saved.

2.1.19 dyndns profile password

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

! http:\\www.dyndns.com
http:\\www.no-ip.com

YcTaHoBUTb Naporb Ansa goctyna Yyepes DynDns.
Oa

Oa

Het

I (config-dyndns)>  password (password»

I (config-dyndns)> no password

AprymeHT Tvn OnucaHue

password CTtpoka Maponb gns asTopusaumn. MakcumanbHas
AnvHa napons - 64 cumsona.

(config-dyndns)> password 1234
DynDns: :Profile: "test": password saved.
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2.1.20 dyndns profile send-address

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

2.1.21 dyndns profile type

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

BkniounTtb He0OX0oMMOCThb YKasaHus |IP-agpeca MHTEPHET-COeANHEHUS B

3anpoce DynDns.
Oa
[a

Het

I (config-dyndns)>

send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: a send address enabled.

MpuceounTb DynDns-npodunto Tun, B 3aBUCUMOCTM OT gaﬁTa, Ha KOTop?M
ObINo 3aperncTpuposaHo gomeHHoe umsa (dyndns.com® unm no-ip.com).

Ja
Ja

Het

I (config-dyndns)>

type (dyndns | noip)

I (config-dyndns)> no type

AprymeHT Tvn OnucaHune

dyndns KntoueBoe YKka3bIBaeTCcs, eCnvu JOMEHHOE UMSI 5
Cnoso 3aperncTpupoBaHo Ha cante dyndns.com™.

noip KnioueBoe  |YkasbiBaeTcsl, eCnv AOMEHHOE UMSI 6
CrioBoO 3aperncTpupoBaHo Ha caiTte no-ip.com .

(config-dyndns)> type dyndns

DynDns: :Profile:

"test": type saved.

2.1.22 dyndns profile update-interval

OnucaHue

Mpedoumkc no

3 http:\\www.dyndns.com

4 http:\\www.no-ip.com

5 http:\\www.dyndns.com
http:\\www.no-ip.com

YcTaHOBUTL MHTepBan o6HoeneHus agpeca ansa DynDns. MNpedwukc no

OTMEHSIET BO3MOXXHOCTb OOHOBIEHUS.

Oa
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MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

(config-dyndns)>  update-interval «days> days [ c<hours> hours ]

CuHoncuc
[ eminutes> minutes ] [ <seconds; seconds ]

I (config-dyndns)> no update-interval

AprymeHTbI AprymeHT Tun Onucanue
days Llenoe uucno|BpemMeHHon nHTepBan B AHSX.
days KnoueBoe YKasblBaeTcs Nocrie BpeMeHHOro
CNnoBo WHTepBana B AHsIX.
hours Llenoe uncno |BpemeHHOM nHTEpBan B Yacax.
hours KntoueBoe YKkasblBaeTCcsl Nocne BpeMEHHOro
CNnoBo WHTepBarna B Yacax.
minutes Lienoe uncno |BpemeHHOM nHTEpBan B MUHYTaXx.
minutes KnitoueBoe YkasblBaeTcs nocne BpeMeHHOro
CnoBo WHTEpBarna B MMHyTax.
seconds Llenoe uncno|BpemeHHOM nHTEpPBaAn B CEKyHOAX.
seconds KntoueBoe YkasblBaeTcsl Nocne BpeMeHHOro
CnoBo WHTepBarna B CeKyHaax.
Mpumep (config-dyndns)> update-interval 7 days

DynDns::Profile: a timeout set to 604800.

2.1.23 dyndns profile username

OnucaHue Cosgatb y4eTHyto 3anuch ans goctyna vepes DynDns.
Mpedoumkc no Oa
MeHsieT HacTpOMnKu Oa

MHorokpaTtHbii BBog [a

Cuuoncuc I (config-dyndns)>  username <login»
I (config-dyndns)> no username
AprymeHThbI AprymeHT Tun OnucaHue
login Crtpoka Mmsa nonb3oBaTens onsi asTopusaumu.
MakcumanbHasi AnMHa umenu - 64
cvMBoOna.
Mpumep (config-dyndns)> username test_user

DynDns::Profile: "test": username saved.
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2.1.24 erase

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.25 exit

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

2.1.26 ftp

OnucaHue

Mpedukc no

MeHsieT HaCTPOMKHM
MHorokpaTHbIW BBOA
BxoxnaeHue B rpynny

CuHoncuc

Mpumep

Yaanutb dpann ¢ yctponctea Keenetic.

Het
Ja
[a

I (config)>  erase («filename»

AprymeHT

Tvn

OnucaHue

filename

Nmsa danna

MyTb K danny, KoTopbln HeobXxoanMo
yoanuTb.

(config)> erase FLASH:swap

Erased FLASH:swap.

BbIATK U3 rpynnbl KOMaHA.

Het
Het

Het

| (config)>  exit

(config-dyndns)> exit

(config)>

lpynna komaHg ansa HacTpowku goctyna K ftp.

Het
Het
Het

(config-ftp)
I (config)>  ftp

(config)> ftp
(config-ftp)>
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2.1.27 ftp permissive

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Paspewntb goctyn Kk ftp-cepBepy Ans Bcex nonb3oBarenen 6e3 asTopmsaunm.
KomaHga ¢ npeumkcom no 3anpeLlaeTt Takom 4ocTynm.

Oa

Oa

Hert

I (config-ftp)>  permissive

I (config-ftp)> no permissive

(config-ftp)> permissive
Core::Configurator: done.

2.1.28 ftp user root

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

YkasaTb AOMaLLHUI KaTanor nons3oBartens Ha ftp-cepeepe. Komanga ¢
npecurkcom no copacbiBaeT JOMALLHUIA KaTanor ykasaHHOro nonb3oBaTternsi.

Ja

Ha

Het

I (config-ftp)>  user (name» root «directory:

I (config-ftp)> no user (name> root

AprymeHT Tvn OnucaHue

name Crtpoka Mmsa nonb3oBaTtens, Yen JoMallHuUn
KaTanor Heo6xoguMo HacTPOUTb.

directory MyTtb MMyTb K gOMaLLHeMYy KaTanory.

(config-ftp)> user admin root E:\
Ftp::Server: a "admin" user root directory set to "E:\".

2.1.29 interface

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

Bxopg B rpynny koMaHg, Ans HAaCTPOKKn BbibpaHHOro uHtepdenca. Ecnm
WUHTepdenc He HangeH, KoMaHaa nblTaeTcs ero co3gatb. Komanga ¢
npedunKcoM no yganset nHrepdenc.

Oa
[a
Ja
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BxoxaeHue B rpynny  (config-if)

CuHoncue I (config)>  interface <name>
I (config)> no interface (name»
AprymeHThI AprymeHT Tun OnucaHue

name Nms MonHoe nva nHtTepdenca nnm NCEBAOHNUM.
nHTepdenca |Cnncok AOCTYMHbIX ANs Beibopa
WHTEP(ENCOB MOXHO YBUAETH BBEAS
komaHgy interface ?.

2.1.30 interface authentication chap

OnucaHue BkniounTb nogaepxky ayteHTugukaumm CHAP. KomaHga ¢ npedukcom no
oTkntovaet CHAP.

Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Secure

CuHoncue I (config-if)>  authentication chap

I (config-if)> no authentication chap

MNpumep (config-if)> authentication chap
CHAP authentication enabled.

2.1.31 interface authentication eap-md>5

OnucaHue BkntounTb nogaepxky ayteHTudukaumm EAP-MDS. KomaHga ¢ npedmkcom
no oTknoyaet EAP-MDS5.

Mpedomkec no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert
Tun nHTepdeinca Secure

CuHoncue I (config-if)>  authentication eap-md5

I (config-if)> no authentication eap-md5

Mpumep (config-if)> authentication eap-md5
EAP-MD5 authentication enabled.
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2.1.32 interface authentication eap-ttls

OnucaHue BkntounTb nopgaepxky ayteHTudpmkaumm EAP-TTLS. Komanga ¢ npedmkcom
no oTknoyaetr EAP-TTLS.

Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca Secure

CuHoncuce I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

Mpumep (config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

2.1.33 interface authentication identity

OnucaHue YcTaHOBUTbL MMS NoNb3oBaTens Ansa ayTeHTudukaumm ycTponcTea Ha
yaaneHHou cucteme. OQnHAKOBO MCMNonb3yeTcs Ang nogknioveHun PPTP,
PPPoE n L2TP.

KomaHga ¢ npeduKkcom no cTMpaeT 3aaHHOe paHee Ums nonb3oBarens.
Mpedoumkec no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Secure

Cunoncue I (config-if)>  authentication identity user;

I (config-if)> no authentication identity

AprymeHThI AprymeHT Tvn OnucaHue
user Ctpoka Mms nonb3oBaTtens anst ayteHTudukauum
Mpumep (config-if)> authentication identity test

Identity saved.

2.1.34 interface authentication mschap

OnucaHue BkntounTtb nogaepxky ayteHtudpmkaumm MS-CHAP. KomaHga ¢ npedukcom
no oTkntoyaet MS-CHAP.

Mpedukc no Oa

MeHsieT HacTpoOMnKu Oa
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MHorokpaTHbii BBog  Hert
Tun nHtepdpenca Secure

Cunoncue I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

Mpumep (config-if)> authentication mschap
MSCHAP authentication enabled.

2.1.35 interface authentication mschap-v2

OnucaHue BkntounTe nogaepxky ayteHtndukauumn MS-CHAPv2. KomaHga ¢ npedukcom

no otkntoyaet MS-CHAPv2.
Mpedukc no Oa
MeHsieT HacTpouKu Oa
MHorokpaTHbii BBog  Hert
Tun nntepcpenca Secure

Cunoncuce I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2

Mpumep (config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.

2.1.36 interface authentication pap

OnucaHue BkniounTb nogaepxky ayteHTudukaumm PAP. KomaHaa ¢ npedukcoMm no

oTknovaet PAP.
Mpedukc no Oa
MeHsieT HacTpoOMnKu Ja
MHorokpaTHbii BBog  Hert
Tun nHtepdenca Secure

CuHoncuc I (config-if)>  authentication pap

I (config-if)> no authentication pap

MNpumep (config-if)> authentication pap
PAP authentication enabled.
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2.1.37 interface authentication password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHThI

Mpumep

YcTaHoBUTb Napornb A5 ayTeHTUMKauum yCTponcTea Ha yaaneHHon cucteme.
OpuHakoBo mcnonb3yeTcs ans nogkntodennn PPTP, PPPoE n L2TP.

KomaHnga ¢ npenkcom no cTMpaeT 3HadeHne napons.
Oa

[a

Het

Secure

I (config-if)> authentication password «password»

I (config-if)> no authentication password

AprymeHT Tun OnucaHue

password Ctpoka Maponb ansa ayteHTUdukauum

(config-if)> authentication password 1234
Password saved.

2.1.38 interface authentication shared

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA
Tun nHTepdenca

CuHoncuc

Mpumep

BknounTb pexxum ayteHTudukaumm ¢ pasgensieMbiM Kno4oM. OTOT PEXUM
NCNOonb3yeTcsl TONbKO B codeTaHum ¢ wndposaHem WEP. Pasgensemble
Kntoum 3agarotca komaHaon interface encryption key.

KomaHaa ¢ npedrkcoM no nepeBoamnT ayTEHTUMDUKALMIO B OTKPbITbIA PEXUM.
Oa

Oa

Het

WiFi

I (config-if)>  authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Shared authentication enabled.

2.1.39 interface authentication wpa-psk

OnucaHue

YcTaHOBUTb NpeaBapuTESibHO COrMacoBaHHbIN KNOY A41s ayTeHTudukaumm
no npotokony WPA-PSK. Bo3aMoXHO 3agaHue kntoya B Buae 256-6utHoro
LecTHaauarepuyHoro ymcna, nnbo B suge ctpokn ASCII-cumeonos. Bo
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

BTOPOM Cry4ae CTpOoKa UCMorb3yeTcs kak kofoBas dpasa Ans reHepnpoBaHus
Kntoya (napons).

KomaHga ¢ nperkcoM no OTMEHSET HACTPOMKKY.
Oa

Oa

Het

WiFi

I (config-if)>  authentication wpa-psk <key»

I (config-if)> no authentication wpa-psk

AprymeHT Tvn OnucaHune

key Crtpoka lMpeaBapuTENbHO COrMacoBaHHbIN KNOY B
Buae 256-6MTHOro LecTHaguaTepuyHoro
yncna, CoCToALLEro 13

64 wecTHaguaTepuyHbIX undp, nnbo B
Buae ctpokm ASCII gnvHow ot 8 go 63
CVYMBOJOB.

(config-if)> authentication wpa-psk 12345678
Pre-shared key saved.

2.1.40 interface ccp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbI BBOA
Tun nHTepdenca

CuHoncuc

Mpumep

BkntounTb nopgaepxky npotokona CCP Ha aTane yCTaHOBNEHMS COEANHEHNS.
Komanga ¢ npedukcom no otkntovaet CCP.

[a
Oa
Het

PPP

|(conﬁg4n> ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

2.1.41 interface channel

OnucaHue

YCTaHOBUTb pagmokaHan (4actoTy BewaHus) anst 6ecnpoBOAHbIX
nHTepdencon. Nutepdencol Wi-Fi npyuHumaloT B KayecTBe HoMepa kaHana
uenble yncrna ot 1 go 14 (gnanasoH 4actoT o1 2.412 Ty o 2.484 ITwu).
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

Het

[a
Het

Radio

I (config-if)>  channel <number)

AprymeHT Tun OnucaHune

number Llenoe uncno|Homep pagnokaHana.

(config-if)> channel 8
Channel saved.

2.1.42 interface compatibility

OnucaHue

Mpedukc no

MeHsieT HacTpoukm
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHThl

Mpumep

YcTaHoBUTbL cTaHAapTbl 6ecnpoBOAHOM CBA3KN, C KOTOPbLIMU OOIMKEH ObITh
COBMECTUM JaHHbI BecnpoBogHon agantep (MHTepdenc). 4ns nHrepdericos
Wi-Fi coBMecTuMOCTb 3aaeTcsa CTPOKOW U3 natuHckmx oyks B, G, N,
obo3HavaroLwmx gononHeHus k ctaHgapty |IEEE 802.11. K npumepy, Hannuune
B CTPOKe coBMecTUMOCTHM BykBbl N OyaeT o3Ha4aTb, YTO AaHHbIN aganTep
CMOXeT B3aumogencTeoBaTh ¢ 802.11n-cOBMECTUMbIMU YCTPOMUCTBaAMU Yepes
paavokaHan. Habop JonyCcTMMbIX CTPOK COBMECTUMOCTMW ONpeaensieTcs
annapaTHbIMX BO3MOXXHOCTSIMM KOHKPETHOro agantepa 1 TpeboBaHnsAMM
COOTBETCTBYIOLLNX AononHeHun K ctaHaapTy IEEE 802.11.

Het
Oa
Het

Radio

| (config-if)>  compatibility (list

AprymeHT Tvn OnucaHune

list Crtpoka MepeyeHb BykBeHHbIX kKOAoB B, G, N.

(config-if)> compatibility GN
Compatibility set.

2.1.43 interface connect

OnucaHue

Mpedoumkec no

MeHsieT HacTpourku

3anycTuTb NpoLecc NoAKIYeHUs K yaaneHHoMy yany. Komanga ¢ npedoukcom
No npepbIBaeT coeanHeHue.

Oa
Ja
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Het

PPP, IP

I (config-if)>  connect [ via <interface;]

I (config-if)> no connect

AprymeHT Tun OnucaHue

interface CTtpoka WHTepdbeic, Yepes KOTOpPbIN
OCYLLECTBIISIETCS MNOAKIIOYEHME K
yoaneHHomy yany. [ins PPPoE atot
napametp sBrsieTcs oba3aTenbHbIM.

(config-if)> connect via UsbModem3
PPP connection enabled.

2.1.44 interface country-code

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

HasHaunTb nHTepdency 6ykBeHHbIM KOA CTpaHbl, KOTOPLIN BANSET Ha Habop
pajuno-KaHanos.

Het
Da
Het

Radio

I (config-if)>  country-code (code)

AprymeHT Tun OnucaHue

code CTtpoka Kopg cTpaHbl.

(config-if)> country-code RU
Country code set.

2.1.45 interface debug

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

Tun nHTepdenca

BKnounTb 0TNagoYHbIN pexmnm nogkrntodeHna PPP. B oTnagovHOM pexume
B CUCTEMHBIN XXypHan BbIBOAUTCA nogpobHas nHdopmaums o xoae
noakntodeHns. KomaHaa ¢ npeduKcoM No OTKMoYaeT OTNaA04YHbIA PEXUM.

[a
Oa
Het

PPP
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CuHoncuc

Mpumep

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Debug enabled.

2.1.46 interface description

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

HasHauuTb NponsBonbHOE onuncaHne ceteBoMy MHTepdeiicy. KomaHga ¢
npeduKCoM NO CTMPAET ONMcaHue.

Oa
Oa
Het
I (config-if)>  description «description»

I (config-if)> no description

AprymeHT Tun OnucaHue

description Ctpoka [MpoussonbHOE onucaHne nHTepdeinca.

(config-if)> description 111 2222 33333
Interface description saved.

2.1.47 interface down

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

BbIknounThL ceTeBor MHTEpdENC 1 3anncaTtb B HACTPOWKN COCTOsIHME «downy.
KomaHga ¢ npedrKCOM no BKOYAET CETEBOM MHTepdelic n yganset «downy
N3 HaCTPOEK.

Oa

Ja

Het

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Interface disabled.
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2.1.48 interface dyndns profile

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

MpuBsasaTb kK ceTeBoMy MHTEpdency npodusnb DynDns. Nepea BbINOsTHEHMEM
KOoMaHzabl Npodmnb fomKkeH O6bITb CO34aH M HAaCTPOeH rpynnon komaHg dyndns
profile.

KomaHga ¢ npedmkcom no paspbiBaeT CBA3b MexXAy npodunem m
NUHTEepdencom.

[a
[a

Het

I (config-if)>  dyndns profile (name»

I (config-if)> no dyndns profile

AprymeHT Tvn OnucaHune

name Crtpoka HassaHwne npodunsa DynDns.

(config-if)> dyndns profile test
Core::Configurator: done.

2.1.49 interface dyndns update

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

Mpumep

O6HoBuTb Bpy4Hyto IP-agpec ans DynDns. o ymonyaHuio komaHga pabortaet
B COOTBETCTBMM C NONUTUKOW noctasLmka ycnyr DynDns, koTopbin He
nossonser ooHoBnAThL IP crnivwkom vacTo. Knovesoe cnoso force no3sonsier
06HOoBUTL IP B 06X04 NONUTUKM NOCTaBLLMKa YCNYT.

Het

Ja

Het

I (config-if)>  dyndns update [ force]

AprymeHT Tun OnucaHue
force KnitoueBoe He yunTbIBaTh pEKOMEHAOBAHHYIO YacTOTy
CNnoBo 0GHOBNEHNS.

(config-if)> dyndns update
DynDns::Profile: "test" update started.

2.1.50 interface encryption enable

OnucaHue

BkntounTb WwWindpoBaHue Ha 6ecnpoBogHoM nHtepdence. Mo ymonyanuto
ncnonbayetcs wudposaHne WEP.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

KomaHga ¢ npedukcom no oTknovaeT wndpoBaHue Ha 6ecnpoBogHOM
UHTepdence.

[a

Oa

Het

WiFi

I (config-if)>  encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable
Wireless encryption enabled.

2.1.51 interface encryption key

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

HasHaunTb kntoun wndposaHus WEP. B 3aBMCMMOCTY OT paspsaHOCTH, KoY
MoXeT 6bITb 3agaH 10 wecTtHaguaTepuyHbiMm uudpamm (5 cumsonamm ASCII)
— 40-6UTHBIN KNOY, NNK 26 WecTHaguaTepuyHsiMu uidpamu (13 cumsonamm
ASCII) - 104-6uTHbIN KNtoY. Becero moxeT ObITb 3aaaHo oT 1 Ao 4 knoden

LWIMPOBaHUS, M OOMH U3 HUX OOMKEH ObITb Ha3HAYEH KINOYOM M0 YMOIMYaHMIO.

Oa

Ja

Oa

WiFi

I (config-if)>  encryption key «id> ( «value [default] | default)

I (config-if)> no encryption key (id»

AprymeHT Tvn OnucaHune

id Llenoe uucno|Homep kntova. Bcero MoxHoO 3agathb Ao
YeTbIpeX KIoyen.

value Ctpoka 3HadeHue kniova B BUAe
LecTHaaLaTepnYHOro YMcna, CocTosLLero
13 10 nnun ns 26 umdp.

default KntoueBoe YKasblBaeT, YTO AaHHbIN KItoYv Oyget

CInoBo ncnonb3oBaH Nno ymosJi4aHuio.

(config-if)> encryption key 1 1231231234
Encryption key saved.
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2.1.52 interface encryption mppe

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

Mpumep

BkntounTb nogaepxky wudpposaHua MPPE. KomaHaa ¢ npedrkcoMm no
oTKnoyaeT wudpposaHe MPPE.

Oa
Ja
Het

PPTP

I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

2.1.53 interface encryption wpa

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdenca

CuHoncuc

Mpumep

BkntounTb anroputmMel obecneyeHmns 6esonacHoctn WPA Ha 6ecnpoBogHOM
nHTepence. becnposogHom nHTepdENnC MOXET NogaepKMBaTb COBMECTHOE
ncnonb3osaHue WPA n WPA2, ogHako nogaepxka WEP aBTomatudecku
OTKNIOYaeTcH npu BkNtodeHun noboro s WPA.

Komanga ¢ npedumkcom no otkntovaet WPA.
Oa

Ha

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

2.1.54 interface encryption wpa2

OnucaHue

Mpedukc no

BkntounTb anroputmbl ob6ecneveHnst 6esonacHoctn WPA2 (IEEE 802.11i,
RSN) Ha 6ecnpoBogHoM nHTEpdence. becnpoBogHON NHTEPGENC MOXET
paspelwlatb coBMecTHoe ncnonb3oBaHme WPA n WPA2, ogHako nogaepka
WEP aBTOMaTM4eCKM OTKITHOYaeTCs Npu BKNoYeHun nodoro ns WPA.

Komanga ¢ npecdumkcom no otkntodaetr WPA2.

Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

Ja

Het

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.

2.1.55 interface hide-ssid

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepcpenca

CunHoncuc

Mpumep

BkntounTb pexum ckpbitua SSID . MNpu ncnonb3oBaHUKM 3TOM PYHKLIMMK, TOYKA
[oCTyna He oToGpaxaeTcs B Cnuncke A0CTyNHbIX 6ecnpoBoaHbix ceTer. Ho
€CInu1 Nonb30BaTento U3BECTHO O CYLLECTBOBaAHUM 3TOW CETU N OH 3HAET ee
SSID, To CMOXET NOAKMYUTLCSA K 3TON ceTu. 1o yMonyaHuio pexum
OTKIIOYEH.

Ja
[a
Het

Access Point

I(config—if)> hide-ssid

I (config-if)> no hide-ssid

(config-if)> hide-ssid
SSID broadcasting disabled.

2.1.56 interface igmp downstream

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

BkntounTb pexxum padotel IGMP Ha nHTepderice No HanpaBreHUIO K
noTpeduTensm rpynnoBon pacchinkvi. Ha ycTponcTee gomkHa ObiTb 3anyLLeHa
cnyxba service igmp-proxy. [lonyckaeTcsi Hann4ne HeCKOINbKNX MHTepdENCcoB
downstream.

KomaHga ¢ npenkcoM no OTMEHSIET ENCTBME KOMaHAbI.
Oa

Oa

Het

P

I (config-if)>  igmp downstream
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Mpumep

I (config-if)> no igmp downstream

(config-if)> igmp downstream
added downstream interface ISP.

2.1.57 interface igmp fork

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

BkntounTb aybnuposaHune ncxogdawmx naketos IGMP upstream B 3agaHHbIN
nHTepdgenc. [lonyckaeTca Hanuume TornbKo 0gHOro HTepgenca fork.

KomaHga ¢ npednkCoM Nno OTMEHSIET AeNCTBNE KOMaHAbI.
Da

Oa

Het

IP

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork
fork role assigned to ISP.

2.1.58 interface igmp upstream

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

Bkntountb pexxum pabotel IGMP Ha nHTepdence no HanpaeneHuIo K UICTOYHUKY
rpynnoBow paccbinku. Ha yctporictee gomkHa ObiTh 3anyLueHa cnyxba service
igmp-proxy. [lonyckaeTcs Hanmdmne TonbKO O4HOro nHTepdgenca upstream.

KomaHga ¢ npednkComM no OTMEHSIET AeNCTBNE KOMaHAbI.
Oa

Oa

Het

P

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream
upstream role assigned to ISP.
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2.1.59 interface include

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

Ykasatb Ethernet-untepdernc, kotopbin 6yaet gobasneH B NporpaMmHbIi
MOCT B Ka4yecTBe nopta. Komanga ¢ npedumkcom no ygansaet nHtepgenc ns
MocTa.

Oa
[a
[a
Bridge

I (config-if)>  include <interface)

I (config-if)> no include <interface»

AprymeHT Tvn OnucaHune

interface Ctpoka Wms nnn ncesgoHum
Ethernet-nHtepdeiica, kKOTopbIi 4OMKEH
ObITb BKIHOYEH B MOCT.

(config-if)> include WifiStation®
Interface acquired.

2.1.60 interface inherit

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CuHoncuc

Ykasatb Ethernet-uHtepdelic, kotopeiln 6yaeT gobasneH B NporpamMmmHbIi
MOCT B Ka4yecTBe nopta. B otnuune ot komaHabl include, komarnga inherit
nepegaeT MOCTY HEKOTOPbIE HACTPONKM [obaBNAeMoro nHTepderica, Takme
kak IP-agpec, macky u IP-ncesgoHumbl. [MNpu yoanenny nmbo camoro MocTa,
nnbo nHTepderica n3 MocTa, 3T HaCTPOWKK, AaXKe eCliv OHU BbINN U3MEHEHBI,
OyayT ckonupoBaHbl 0O6paTHO Ha 0CBOBOAMBLUNACS MHTEPXENAC.

KomaHnpa ¢ npecukcom no ygandet nHtepdenc n3 Mocra, Bo3Bpallaet
NMHTepdency HaCTPOKMKK, yHacreqoBaHHbIE paHee MOCTOM, 1 copacbiBaeT
3TN HACTPOKMKM Y MOCTa.

KomaHaa nossonsieT 0obasutb B MOCT UHTEPENC, Yepes KOToPbIN
OCYLLECTBSAETCS ynpaBneHne yCTpOMCTBOM, U He NOTEPSTb YrpaBreHue.

[a
Ja
Oa
Bridge

I (config-ify>  inherit <interfaces

I (config-if)> no inherit <interface,
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
Interface Nms MmMsa nnm nceBgoHUM
nHTepdgenca |Ethernet-nHtepderica, KoTopbii AoMKeEH
ObITb BKITHOYEH B MOCT.

(config-if)> inherit WifiStation®
Interface acquired.

2.1.61 interface ip access-group

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdenca

CuHoncuc

AprymeHTbI

Mpumep

MpurBsi3aTb UMEHOBaHHbLIN cnucok npaewn punsrpaumm (ACL, cM. access-list)
K uHTepdency. NapameTp in unm out ykasblBaeT HanpaeneHue Tpaduka ona
koToporo 6yaet npumeHaTbes ACL. K ogHoMy MHTEpdency MoxeT BbiTb

npuBsi3aHo Heckonbko ACL.

KomaHga ¢ npedmkcom no otknoyaeTr ACL ans ykasaHHOro uHrepgenca u
HanpasneHnsa Tpaduka.

Ja
Oa
Ja
P

| (config-if)>

ip access-group <acl) (in | out)

I (config-if)> no ip access-group <acl> (in | out)

AprymeHT Tvn OnucaHue
acl Ctpoka Cnucok npasun dounstpaumm,
npenBapuTernbHO CO34aHHbINA C MOMOLLbIO
KomMaHAabl access-list.
in KntoueBoe MpMeHUTb PUNLTPaLMIO K BXOASALWLMM
CnoBo naketam.
out KnioueBoe [MpuMeHNTb unNbTPaLUIo K UCXOAALLUM
CnoBo nakeTam.

(config-if)> ip access-group 111 in
Access group applied.

2.1.62 interface ip address

OnucaHue

Mpedukc no

U3meHnTb IP-agpec n macky ceteBoro nHtepderica. Ecnu Ha nHtepdeiice
3anyLieHa cnyxxba aBToMaTU4eCcKon HaCTPONKM agpeca, Hanpumep,
DHCP-knueHT (cm. interface ip dhcp), To Bpy4YHyt yCTaHOBMEHHBIN agpec
MOXeT ObITb Nepe3anucaH. Komanaa ¢ npedmkcom no cbpackiBaeT agpec Ha

0.0.0.0.

Oa
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MeHsieT HacTpouku

Ja

MHorokpaTtHbii BBog  Hert

Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

P

I (config-if)>  ip address address» tmask»

I (config-if)> no ip address

AprymeHT Tvn OnucaHune
address IP-agpec Agpec ceTeBoro nHtepdenca.
mask IP-macka Macka ceteBoro nHtepgenca. Ectb aBa

cnocoba BBOAA Macku: B KAHOHWYECKOM
Buae (Hanpumep, 255.255.255.0)n B
Buae 6Gutoeon AnuHbI Npednkca
(Hanpuwmep, /24).

OnHo U TO e 3HadYeHue agpeca ceTu, cocTosllero u3 IP-agpeca n macku,
MOXHO BBECTU ABYMSI criocobamu: ykazaTb Macky B KAHOHWYECKOM BUAE UIn
3afaTb GUTOBYIO ANVHY Npedukca.

(config)> interface Switch0/VLAN43

Created interface Switch0/VLAN43.

(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.

(config-if)> ip address 172.17.24.9/24

Network address saved.

(config-if)> [Ctrl]+[D]

(config)> show interface Switch0/VLAN43

mac: 00:23:f8:5b:d3:f4

index: 43
type: VLAN
description:
state: up
link: down

address: 172.17.24.9
mask: 255.255.255.0
mtu: 1500

global: no

(config)>

2.1.63 interface ip address dhcp

OnucaHue

Mpedukc no

MeHsieT HacTpouku

3anyck DHCP-knueHTa ans asToMaTtnyeckon HaCTPOVKM CETEBbIX MapaMeTPOB:
IP-agpeca n mackun nHTepderica, cepeepoB DNS u wino3a no ymonyaHuio.
KomaHga ¢ npedukcom no octaHaenmeaet cnyx6y DHCP-knueHTa, yaanser
AVHaAMUYECKN HACTPOEHHbIE NapamMeTpbl U Bo3BpaLLaeT npeabiayLine
HacTponku IP-agpeca n macku.

[a
Ja
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Het

Ethernet

I (config-if)>  ip address dhcp [ hostname <hostname> ]

I (config-if)> no ip address dhcp

AprymeHT Tun OnucaHue

hostname KnoueBoe KroueBoe crnoBo, Nocre KOTOporo
CrnoBo yKa3blBaeTCs MMsi XocTa.

hostname Mma xocta |Mma xocTa, KOTOpoe nepedaeTcs B none

12-o onumn DHCP. 3710 ums He
006513aTenNbHO AOMKHO BbITh TAaKUM Xe, Kak
MMs1 XOCTa, BBEOEHHOE B npoLecce
rnoGanbHOM HAaCTPONKN.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on Switch@/VLAN2.

2.1.64 interface ip alias

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTL AononHuTenbHbIN IP-agpec n Macky ceteBoro uHTepdeinica
(nceBAOHUM).

KomaHga ¢ npedmkcom no copackiBaeT ykazaHHbIV NCeBAOHNM Ha 0.0.0.0,
Tem cambIM yaanss ero. Ecnv BeinonHuTb KomaHay 6e3 aprymeHTa, To BeCb
CMMCOK NCEBAOHNMOB OyAET OUYULLIEH.

Ja
Ja
Oa
IP, Ethernet

I (config-ify>  ip alias (address» tmask»

I (config-if)> no ip alias [ <address» imask> ]

AprymeHT Tun OnucaHue

address IP-agpec [lononHuTenbHbIN agpec ceTeBoro
nHTepdenca.

mask IP-macka [lononHuTenbHasa macka CeTeBoro

nHTepdenca. Ectb aBa cnocoba BBoaa
Macku: B KAHOHWYECKOM BUAE (Hanpumep,
255.255.255.0) 1 B Buae GUToBOW ANVHbI
npecdwukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
IP alias saved.
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2.1.65 interface ip apn

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

HasHauntb nmsa touke gocrtyna 3G (APN, Access Point Name). KomaHga ¢
npedunkcom no yganset APN.

Oa
[a
Het

UsbModem

I (config-if)>  ip apn <name»

I (config-if)> no ip apn

AprymeHT Tvn OnucaHune

name Crtpoka APN.

(config-if)> ip apn 3G_modem
APN saved.

2.1.66 interface ip dhcp client debug

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BKMounTb 0TNago4uHbIM pexnM. B oTnagodHOM pexxmme B CUCTEMHbIN XXypHan
BbIBOAUTCA nogpobHas nHdopmauus o padbote DHCP-knneHTa. Komanga ¢
nNpedUKCOM no OTKNHYAET OTNIAA0YHbIN PEXUM.

Oa
Oa
Het

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.

2.1.67 interface ip dhcp client dns-routes

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

BkntounTb aBTOMaTMyeckoe gobasneHune xocT-mapLupyToB o DNS-cepeepos,
nony4yeHHbIx oT DHCP-cepepa. 1o ymon4aHuio BKIOYEH.

Ja
Da

Het
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Tun nHtepdpenca

CunHoncuc

Mpumep

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: Home DHCP client DNS host routes enabled.

2.1.68 interface ip dhcp client hosthame

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

HasHaunTb nms xocTa, kotTopoe oTnpasnsietcss B DHCP-3anpoce. KomaHga
€ NnpedUKCOM No BO3BpaLlaeT XOCTy UMSA MO YMOMYaHMIO.

Oa
[a
Het

Ethernet

I (config-if)>  ip dhcp client hostname <hostname»

I (config-if)> no ip dhcp client hostname

AprymeHT Tun OnucaHune

hostname Crtpoka Mmsa xocTa anga HasHavYeHus.

(config-if)> ip dhcp client hostname HostName
Dhcp::Client: Home DHCP client hostname is set to HostName.

2.1.69 interface ip dhcp client name-servers

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA
Tun nHtepdenca

CuHoncuc

Mpumep

Wcnonb3oBaTb agpeca cepsepoB DNS nonyyeHHble no DHCP. KomaHaa ¢
npecukcoM no 3anpeLaer ncnonb3oBaTe agpeca DNS-cepBepoB NoryyeHHble
no DHCP. o ymonyaHuio ata yHKUUA BKITHOYEHA.

Ja
Oa
Het

Ethernet

I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

(config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.
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2.1.70 interface ip dhcp client release

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

DHCP-knneHT ocBoboxaaeT apeHay |IP-agpeca n yxoguT B CNALWMIA PEXUM.
Ewle ogHo BbINoONHeHne 3Ton komaHabl neperognt DHCP-KNWeHT B pexxum

aBToMaTU4ecKoro nonyyeHus IP-agpeca.
Het

[a

Het

Ethernet

I (config-ify>  ip dhcp client release

I (config-if)> no ip dhcp client release

(config-if)> ip dhcp client release
Dhcp::Client: IP address released.

2.1.71 interface ip dhcp client renew

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdenca

CuHoncuc

Mpumep

DHCP-knneHT ocBoboxaaet apeHay IP-agpeca 1 nepexognT B pexum
nony4eHus1 HOBOTO.

Het
Ha
Het

Ethernet

I (config-if)>  ip dhcp client renew

I (config-if)> no ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

2.1.72 interface ip domain

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

HasHaunTb JOMEHHOE UMS MO YMOSYaHM0, KOTOPOE NCNOoNb3yeTca Ans

3aBepLUeHNs UMEH, rae AOMeH He ykasaH. KoMmaHaa ¢ npedukcom no ygansiet

UMS JoMeHa.

Oa
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CuHoncuc

AprymeHThl

Mpumep

I (config-if)>  ip domain <name,

I (config-if)> no ip domain

AprymeHT Tvn OnucaHune

name Ctpoka [omeHHoe nvs.

(config-if)> ip domain zydata
Domain name saved.

2.1.73 interface ip global

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTL 4118 MHTEepdhenca cBoncTBo «global» ¢ napameTpom. OTo CBOMCTBO
HeobXoAMMO ANs YCTaHOBKM MapLUpyTa Mo ymoryaHuio, paboThbl
DynDNS-knueHTta n NAT. MoxHo npeactaenath global-uHtepdencsl, kak
BegyLume B rnobanbHyo CETb (B UHTEPHET).

MapameTp ceoncTea «global» BNusieT Ha npuopuTeT UHTEpdenca B npase
YCTaHOBMTb MapLLpyT NO yMonyaHuio. Yem npuoputet bonblue, Tem
XenartenbHee Ans Nonb30BaTens BbIXOA B rnobanbHyo CeTb Yepes yka3aHHbIN
nHteppenc. C nomolbio npuoputeTa «global» peanusyerca dyHkums
pesepBupoBaHusa nogknodeHms B uHtepHet (WAN backup).

Ja
Ja
Het

P

I (config-ify>  ip global «(priority»

I (config-if)> no ip global

AprymeHT Tun OnucaHue

priority Llenoe uucno |lMproputeT nHTepderica npu ycraHoBKe
MapLupyTa fno yMOmnyaHuo.

(config-if)> ip global 10
Interface is set as global.

2.1.74 interface ip mru

OnucaHue

Mpedukc no

YctaHoBuTb 3HauYeHne MRU koTopoe OyaeT nepedaHo yaaneHHoMY y3ny npu
ycTaHoBrneHun coeguHenunsa PPP (IPCP). Mo ymonyaHuio ncnonb3yeTcs
3HayeHune 1460.

KomaHaa ¢ npedrKcom no oTMEHSAET AeNCTBUE KOMaHbI.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

Ja
Het

PPP

I (config-if)>  ip mru «value»

I (config-if)> no ip mru

AprymeHT Tvn OnucaHune

value Llenoe uucno |3HavyeHnne MRU.

(config-if)> ip mru 1400
MRU saved.

2.1.75 interface ip mtu

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

YcTaHoBuTb 3HavyeHne MTU Ha ceTeBoM nHTepdgence. KomaHaa ¢ npedumkcom
no cbpackiBaeT 3HavyeHne MTU Ha To, KOTOPOE ObINo A0 NEPBOro NPUMEHEHUS
KomaHgbl. [pn yctaHoBneHun coegnHeHus no npotokony PPP (IPCP),
yoaneHHomy y3ny 6yayT oTnpaBnaTbCcs NakeTbl ykasaHHoro pasamepa MTU
Jaxe ecnu 10T 3anpocun MTU MeHbLLero 3Ha4eHus.

Da
Oa
Het

P

I (config-ify>  ip mtu «value»

I (config-if)> no ip mtu

AprymeHT Tun OnucaHue

value Llenoe uucno|3HadyeHne MTU. Quana3oH 4onyCTUMbIX
3Ha4YeHnn — oT 64 go 65535.

(config-if)> ip mtu 5000
MTU saved.

2.1.76 interface ip remote

OnucaHue
Mpedukc no
MeHsieT HacTpoMKu

MHorokpaTHbI BBOA,

YCTaHOBUTL CTaTU4ECKUA agpec yaaneHHoro yana.
Oa
Ha

Het
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Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

PPP

|(conﬁg4ﬂ>

ip remote (address>

I (config-if)> no ip remote

AprymeHT

Tun

OnucaHue

address

IP-agpec

Anpec yaaneHHoro yana.

(config-if)> ip remote 192.168.2.19
Remote address saved.

2.1.77 interface ip tcp adjust-mss

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdpenca

CuHoncuc

AprymeHTbI

Mpumep

YcTaHaBUTb OrpaHnYeHne MakcumarnbHOro pasMmepa cermeHTa NCXOAALMX
ceccun TCP. Ecnn 3HaveHne MSS, koTopoe nepegaeTcs B nore 3arofioBka
SYN-nakeToB, NnpeBbIWAET 3agaHHoe, KomaHaa MeHseT ero. KomaHga
npuMeHseTcs K nHTepdency n gencTeyeT Ha Bece nexogsawme TCP SYN

NnakeThbl.

Komanpa c ﬂpe(bMKCOM NO OTMEHSIET AENCTBNE KOMaHAbI.

[a
Oa
Het

P

|(conﬁg4ﬂ>

ip tcp adjust-mss (pmtu | imss> )

I (config-if)> no ip tcp adjust-mss

AprymeHT Tun OnucaHue
pmtu KnoueBoe YCTaHOBUTL BEPXHIOK rpaHuuy MSS,
CNnoBo paBHyt0 MUHUManbsHomy MTU Ha nyTu K
yOoaneHHoMy y3ny
mss Llenoe uncno |BepxHsasa rpaHuua MSS.

(config-if)> ip tcp adjust-mss pmtu

TCP-MSS adjustment enabled.

2.1.78 interface ipcp default-route

OnucaHue

Mpedukc no

MeHsieT HacTpouku

Mcnonb3oBaTtb agpec yaaneHHOro yara Kak w03 no yMmo4aHuio. Komanga
Cc I'Ipe(*)l/IKCOM no 3anpelwaeTr nsMeHeHne Wwr3a no yMmos4yaHuio.

Ja
Oa
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

Mpumep

Het

PPP

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.

2.1.79 interface ipcp name-servers

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

WMcnonb3oBaTtb agpeca cepeepoB DNS nonyyeHHble no IPCP. KomaHaa ¢
npedrKCOM NO 3anpeLlaeT MeHATb HacTponkn DNS npu nogknioveHnmn K
yOaneHHoMy y3ny.

Oa
Ja
Het

PPP

I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
Using remote name servers.

2.1.80 interface ipv6 address

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Hactpoutb IPv6-agpec Ha uHTepdence. Ecnu ykasaH aprymeHT auto, agpec

HacCcTpanBaeTCA aBTOMaTU4YEeCKN. Beog agpeca Bpy4Hyto genaert ero
CTaTU4eCKnm.

Oa
[a
Ja

I (config-if)>  ipv6 address ( <address> | auto)

I (config-if)> no ipv6 address [ <address | auto]

AprymeHT Tvn OnucaHue

address IPv6-address |[Aagpec DNS-cepBepa.

auto KntoueBoe BkniounTb gnHammnyeckoe HasHadeHue
CNnoBo appeca.
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Mpumep

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.

2.1.81 interface ipv6 prefix

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

HacTtpouTb generaumio npedumkca. Ecnun ykasaH aprymeHT auto, npedukc
3anpawwBaetcd Yyepe3 DHCPv6-PD.

Ha
Ja

Het

I (config-if)>  ipv6 prefix ( (prefix; | auto)

I (config-if)> no ipv6 prefix [ (prefix> | auto]

AprymeHT Tun OnucaHune

auto KntoueBoe BkntounTb generauuio npedgukca.
CnoBo

prefix Mpedwmke YkasaTtb npeuKkc BpyyHyto.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

2.1.82 interface ipv6 name-servers

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHThl

Mpumep

HacTtpouTtb nonyveHue nHgpopmaumm ot DNS . Ecnu ykasaH apryMeHT auto,
Bkrtovatotcs DHCPv6 DNS-3anpocsil.

[a

Ja

Het

I (config-if)>  ipv6 name-servers (auto)

I (config-if)> no ipv6 name-servers [auto]

AprymeHT Tvn OnucaHune
auto KnioueBoe BkntounTb aBTOKOHUMrypauuo DNS.
CrnoBso

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.
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2.1.83 interface ipv6ecp

OnucaHue Bkntounte nogaepxky IPv6CP Ha aTane yctaHoBneHusi coeguHeHmnst. Komanga
¢ npedmkcom no otknodaet IPv6CP.

Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca PPP

CuHoncuc I (config-ify>  ipvécp

I (config-if)> no ipv6cp

Mpumep (config-if)> ipvécp
IPv6CP enabled.

2.1.84 interface Icp echo

OnucaHue 3apatb npaBuna TecTupoBaHusa coeauHerus PPP cpeactesamu LCP echo.
KomaHga ¢ npedmkcom no otkntoyaet LCP echo.

Mpedukc no Oa
MeHsieT HacTpouku [a
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca PPP

Cuuoncue I (config-if)>  lcp echo <intervals> <count>

I (config-if)> no 1cp echo

AprymeHTbl AprymeHT Tvn OnucaHue

interval Llenoe uucno |MHTepBan mexay otnpaskamu LCP echo,
B cekyHOax. Ecnu B TeyeHue ykasaHHOro
WHTepBarna BpeMeHu OT yaaneHHom
CTOPOHbI He 6bin nonyyeH LCP 3anpoc, e
OygoeT oTnpaBneH Takow 3anpoc ¢
oxuaaHmem oteeta LCP reply.

count Llenoe uucno|KonnyecTBo oTnpaBneHHbIX Nogpsaa
3anpocoB LCP echo Ha KoTopble He Obi
nony4deH oteeT LCP reply. Ecnu count
3anpocos LCP echo octanucek 6e3 oTBeTa,
coefviHeHune OyaeT pa3opBaHo.

Mpumep (config-if)> lcp echo 5 3
LCP echo parameters updated.
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2.1.85 interface mac access-list address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

[o6asntb MAC-agpec B cnncok npaeun unstpaumm nHtepdernca. Tun
cnncka gocTyna ycTaHaBnNMBaeTCcs KOMaHOoM mac access-list type.

KomaHpga ¢ npedukcom no ygansiet ykasaHHbin MAC-agpec ns ACL.
Oa
Oa
Oa

Access Point

I (config-if)> mac access-list address (address»

I (config-if)> no mac access-1list address (address»

AprymeHT Tun OnucaHue

address MAC-agpec |MAC-agpec, koTopbli He0bx0anMo
nobasutb B ACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added

2.1.86 interface mac access-list type

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

Mpumep

YCcTaHOBUTb TN CNMCKa npasun omneTpauumn nHtepdgenca. Mo ymonyaHuio

TIN He onpenenexH (I'IpI/ICBOBHO 3Ha4yeHune none).

Het

[a
Het

Access Point

I (config-if)> mac access-list type (none | permit | deny)

AprymeHT Tun OnucaHue

none KnoueBoe Tun cnucka npasun ouneTpauumn He
CrnoBo onpegeneH.

permit KritoueBoe B cnucok 6yayT 0o6aBnsiTbCsA TONMbKO
CnoBo paspelleHHble MAC-agpeca.

deny KnioueBoe B cnmcok 6yayT nobaBnaTbecs TONbKO
CnoBso 3anpelleHHble MAC-agpeca.

(config-if)> mac access-list type permit
set access-policy: permit
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2.1.87 interface mac address

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

HasHauntb MAC-agpec Ha ykasaHHbI ceTeBol MHTepdenc. Agpec 3agaercd
B LWWeCcTHaguaTepuyHom coopmate 00:00:00:00:00: 00. KomaHga nossonset
yCTaHOBUTbL NMtobor agpec, HO NpeaynpexaaeT nonb3oBaTensd, ecnv B HOBOM
agpece yctaHoBneH 6ut «multicast» unm cbpowieH 6ut «OUI enforced».

KomaHgaa ¢ npedmkcom no Bo3BpalLaeT niTepdericy ucxogHein MAC-aapec.
[a

Oa

Het

MAC

I (config-if)> mac address (address)

I (config-if)> no mac address

AprymeHT Tun OnucaHue

address MAC-agpec |Hobin MAC-agpec nHTepdelica

(config-if)> mac address 3C:1F:6E:2A:1C:BA
MAC address saved.

2.1.88 interface mac address factory

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

AprymeHThl

Mpumep

HasHauuTb 3aBoackon MAC-agpec Ha ykasaHHbIN CETEBON UHTepdENcC.
CyuwecTtsyeT aBa 3aBoackux MAC-agpeca - ycriosHo, "LAN" n "WAN". N oguH
N3 HUX MOXET ObITb Ha3Ha4YeH UHTepdency.

Het
Oa
Het

MAC

I (config-if)> mac address factory (lan | wan)

AprymeHT Tvn OnucaHune

lan KnioueBoe WuTepdency byaet npucsoeH "LAN"
CnoBo MAC-agpec.

wan KntoueBoe WuTepdericy byanet npucsoeH "WAN"
CNnoBo MAC-agpec.

(config-if)> mac address factory lan
Core::System: :UConfig: done.
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2.1.89 interface mac clone

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

MpuceounTb nHTEpdericy MAC-agpec ot MK onepaTtopa.
Het

Ja

Hert

MAC, IP
I (config-if)> mac clone

(config-if)> mac clone
MAC address saved.

2.1.90 interface modem connect

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Moakntounte USB-moaem. MNepen BbINONHEHMEM KOMaHAbI HEOBX0ANMO
WHULManNn3nposaTb MogeM KoMaHaon modem init.

KomaHga ¢ npedmkCom no npepbiBaeT COeaUHEHNE.
Oa

Oa

Het

UsbModem

I (config-if)>  modem connect ( dial «phone | «<string;)

I (config-if)> no modem connect

AprymeHT Tun OnucaHue

dial KnioueBoe KnioyeBoe cnoBo nocrne KoToporo
CnoBso yKasblBaeTcs TenedOHHbIN HoMep.

phone Llenoe uncno|TenedoHHbIn HoOMep Ansa 4O03BOHA.

string CTtpoka lMpounsBonbHasa koMaHaa.

(config-if)> modem connect dial *99#
Connect sequence saved.

2.1.91 interface modem init

OnucaHue

Mpedukc no

MeHsieT HacTpouku

[o6aBnTb CTPOKY MHMLMANM3aLMmM MOAEMA Ha YKa3aHHYH NMO3MLMIO CrMCKa
index.

[a
Da
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Het
UsbModem
I (config-if)>  modem init [ <index» ] «<string»

I (config-if)> no modem init [ <index> ]

AprymeHT Tun OnucaHue

index Llenoe uncno|lMo3nunsa, Homep CTPOKM Ha KOTOPYHO
BCTaBMSETCS YKa3aHHasi CTPOKa.

string CTtpoka CTpoka nHuymnanusauum mogema.

(config-if)> modem init 1 AT+CGDCONT=1,"IP","internet"
Initialization string inserted.

2.1.92 interface name

OnucaHue

Mpedoumkc no
MeHsieT HacTpOMnKu
MHorokpaTHbIl BBOA,

CuHoncuc

AprymeHTbI

Mpumep

HasHaunTb Nnpon3BorbHoOE MMSA ceTeBoMY MHTepdhency. K nHtepdency MoxHo
obpawatbcsi o HoBOMY MMeHM Kak no ID. KomaHaa ¢ npedmkcom no yganset
HaCTPOWKY.

Oa

Oa

Het

I (config-if)>  name (name»

I (config-if)> no name

AprymeHT Tun OnucaHue

name Crtpoka Hosoe nmsa nHtepdeica.

(config-if)> name Access_Point
Interface renamed.

2.1.93 interface peer

OnucaHue

Mpedukc no

MeHsieT HacTpouku

HasHaunTb ngeHTndukaTop yaaneHHoro yana Kk kotTopomy oyaet
ocyLLecTBRATLCA nogknoveHne PPP. bonee TOYHbIN CMbICNT HACTPOWKM
3aBUCUT OT TMNa uHTepdenca. Hanpumep, ana PPPoE komaHaa interface
peer 3afjaeT UMA KOHLUEeHTpaTopa goctyna, a onsa PPTP — umsa ynaneHHoro
xocTa unu ero |P-agpec.

KomaHaa ¢ npeduKCoM no OTMEHSET HACTPOWKY.
Ja
Oa
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

|(conﬁg4n>

Het

PPP

peer «id>

I (config-if)> no peer

AprymeHT Tun OnucaHue

id CTtpoka VaoeHTudukaTop yaaneHHom TOYKN

NoAKM4YeHnA.

(config-if)> peer 111
Core::Configurator: done.

2.1.94 interface port

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepcpenca
BxoxpaeHue B rpynny
Tun nHtepcpenca

CunHoncuc

AprymeHTbl

|(conﬁg4ﬂ>

JocTyn k rpynne komaHa Ans HAacTpoeK NopTa annapaTHOro KoMMyTaTopa.

Het

Het

Oa

Switch
(config-if-port)

Switch

port «port _name,

AprymeHT Tun OnucaHue

port _name Ctpoka HasBaHue nopta, Kak OHO yka3aHo Ha

3aHen naHenun ycTtpomncTea.

2.1.95 interface port access

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdenca

CuHoncuc

YcraHoBuTb ngeHTndukatop VLAN Ha nopTy Ans paboTbl B pexXume Joctyna.

Paspeluaet nepenady kagpos ykasaHHoro VLAN B NopT v BKNOYAET yaaneHue
mapkepa VLAN n3 nepeaasaemMbix kaapos. KomaHaa ¢ npedmkcomM no yaanset
HaCTPOWNKY.

Ja

Da
Het

Switch

I (config-if-port)>  access vlan «vid»
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AprymeHTbI

Mpumep

I (config-if-port)> no access vlan

AprymeHT

Tun

OnucaHue

vid

Llenoe uncno

Wnentndukatop VLAN goctyna. AnanasoH
O0NyCTUMbIX 3Ha4YeHnn — oT 1 no 4094.

(config-if-port)> access vlan 2
Access vlan identifier saved.

2.1.96 interface port duplex

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHThI

Mpumep

3agaer pexum aByHanpasrieHHoOM nepegayn: Aynekc Unm nonyaynnexc.
KomaHga ncnonbayeTcs B Tex cryyasix, Korga u3-3a HeCOBMeCTUMOCTM N
Moxoro KayecTsa kabensa He onpeaensaeTcs Hanuyme NoaKMoYEHUs Unn
HEeBEepHO onpeaenseTcs PeXUM Ha OOHOW 13 CTOPOH.

MpymeyvaHune:

Het
Oa
Het

Switch

I (config-if-port)>

B cuny annapaTHbIX OrpaHU4eHnn y KOMaH4bl UMeeTcs
0COBEHHOCTL: MPY YCTAHOBKE Ayniiekca BpyyHYyH nepectaet
paboTaTb aBTOONpeAeneHne Hanuuns nogknodeHus. axe
ecnu kabernb He NOJKIYeH, YCTPOMCTBO ByAeT nokasbiBaTbh
ero Hanu4ue. Takxe nepecraet paboTaTtb
aBToOMNpeeneHne CKopoCTH, NO3TOMY PEKOMEHAYETCS
1cnonb30BaTb KOMaHay CoBMeECTHO ¢ interface port speed.

duplex (half | full | auto)

AprymeHT Tun OnucaHue

half KnioyeBoe |YcTaHOBUTb NOMYAYNMEKCHBIN PEXUM
CNnoBo nepegaudu.

full KniouyeBoe YCTaHOBUTb MNONHOAYNNEKCHBIV PEXUM
CnoBo nepegaudun.

auto KnioueBoe YCTaHOBUTb aBTOMAaTUYECKUA PEXUM
CnoBo onpegeneHns gynnekca.

(config-if-port)> duplex half
Duplex setting saved.

2.1.97 interface port friend

OnucaHue

HacTtpoutb ogHoHanpasneHHbin VLAN ans rpynnosoro Tpadpduka B
pononHenue Kk VLAN goctyna. MNopT MoXeT ObiTb YacTbio ogHoro VLAN
goctyna. KomaHga BknoyaeT nepeagpecauuio ncxogsuwero tpadpduka c
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Mpedukc no

MeHsieT HacTpoukm
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

apyroro VLAN pocTtyna (HasbiBaemoro "friend"). MakeTsl "friend" nepepatotca
Ges Tera.

Ja
Oa
Het

Switch

| (config-if-port)>  friend vlan (fvid

I (config-if-port)> no friend vlan

AprymeHT Tun OnucaHue

fvid

Llenoe uncno |Mpentndukatop "friend" VLAN.

(config-if-port)> friend vlan 3
Friend vlan identifier saved.

2.1.98 interface port learning

OnucaHue

Mpedoumkc no

MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

Mpumep

BkntounTb pacnosHasaHne MAC-agpeca, korga coxpaHsietca MAC-agpec
NCTOYHMKA KaXKO0ro Nofy4yeHHoro naketa. Takum o6pasom B AarbHENLLEM,
nakeTbl, NpegHa3Ha4YeHHbIe A1 3TOro aApeca, MoryT ObITb NepecnaHbl TONbKO
Ha TOT MOCT, rAe HaxoauTcs 3ToT agpec. [NakeTbl, NpeAHas3HavYeHHble Ans
HEeono3HaHHOro agpeca, OTCbINalTCsl HA BCE MOCTbI.

KomaHga ¢ npedmkcom no oTknoyaeT pacno3HaBaHne MAC-agpeca.
Oa

[a

Het

Switch

I (config-if-port)>  learning

I (config-if-port)> no learning

(config-if-port)> learning
Mac learning enabled.

2.1.99 interface port mode access

OnucaHue

BkntounTb pexxum goctyna VLAN, To eCTb Takon pexum, Korga vyepes nopt
nepeaarTcs TONbKO HEMapPKMPOBaHHbIE Kaapbl. Ha BxoasLme kagpbl CTaBuTcs
mapkep PVID, yctaHoBneHHbIN KOMaHaon port access. [opT asngetca
BbIXogHbIM Tonbko Ansa VLAN c ngeHtudpmkatopom PVID. Npu nepepade
kagpos B nopt, mapkep VLAN ¢ HUX CHUMaETCS.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

I'Ipmmeanme: B cuny annapartHbIX OrpaHM‘-IeHI/IVI NOopT HE MOXET
OAHOBPEMEHHO HaxoaAUTbCA B pexnMme gocTtyna n
MYIbTUNIEKCUPOBaHNA. ToecTb o6pa60TKa TErmpoBaHHbIX
N HETErMpOBaHHbIX KapoB Ha O4HOM MNMOPTY HEBO3MOXHA.

Oa
Ja
Het

Switch

I (config-if-port)> mode access [g-in-q]

I (config-if-port)> no mode access

AprymeHTr Tun OnucaHue
g-in-q KnitoueBoe BkniounTb ABOMHOE TerMpoBaHue.
CnoBso

(config-if-port)> mode access
Access mode enabled.

2.1.100 interface port mode trunk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

BknounTs pexxum mynstunnekcuposaHusa VLAN korga vyepes nopT nepegaroTcd
Kagpsbl, npuHaanexaiume Heckonbknum VLAN. MNpu 9TOM Kaxabli Kagp NOMeYeH
Mapkepom. Cnuncok naeHtndpukaropos cetert VLAN B KOTOpble BXOAMWT MOPT,
yCcTaHaBnuBaeTcs KomaHgon port trunk.

MpumevaHwue: B cuny annapaTHbIX orpaHuyeHnin NopT He MOXET
OOHOBPEMEHHO HaxoaUTbCA B peXxnme gocTtyna u
MYFNBTUNIIEKCMPOBaHKS. To eCcTb 06paboTKa TermpoBaHHbIX
N HETErMPOBaHHbIX KaApPOB Ha OAHOM MOPTY HEBO3MOXHA.

Oa

Oa

Het

Switch

I (config-if-port)>  mode trunk

I (config-if-port)> no mode trunk

(config-if-port)> mode trunk
Trunk mode enabled.
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2.1.101 interface port priority

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb NPUOPUTET MO YMOSTHaAHWUIO OS5 BXOASILLUX NaKETOB.
Oa

Ja

Het

Switch

I (config-if-port)>  priotity number>

I (config-if-port)> no priority

AprymeHT Tvn OnucaHune

number Llenoe uucno |MprnoputeTt naketoB. MoXeT NpuHMMaTh
LlenoYmncrieHHble 3HayYeHns ot 1 oo 7.

(config-if-port)> priority 5
Ingress priority saved.

2.1.102 interface port speed

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdcpenca

CunHoncuc

AprymeHTbl

3agaeT ckopocTb noakntoyeHns B Mout/c. KomaHaa ncnonbayetcs B TexX
crnyyasix, korga us-3a HECOBMECTMMOCTU MW MNJI0XOro KayecTBa kabens He
onpenenseTca Hanuune NoaxiodYeHNs UnM HeBepHO oNpeaensaeTca PeXxum
Ha O[IHOW U3 CTOPOH.

MpumevaHwue: B cuny annapaTHbIX orpaHnYeHnin y KomaHabl MMeeTcs
0COBEHHOCTB: MPU YCTaHOBKE CKOPOCTU BPY4HYIO NepecTaeT
paboTtaTb aBTOOMNpPEAeneHe Hanmums nogkntoveHus. daxe
ecnv kabernb He NoAKIYeEH, YCTPONCTBO ByaeT nokasbiBaTbh
ero Hanu4mne. Takxke nepecrtaeT paboTtaTtb
aBToonpegeneHne gynnekca, NO3TOMy pekoMeHayeTcs
Mcnonb3oBaTb KOMaHAy COBMECTHO ¢ interface port
duplex.

Het

Da
Het

Switch

I (config-if-port)>  speed (10 | 100 | auto)

AprymeHT Tun OnucaHune
10 KnitoueBoe  |YctaHoBUTbL ckopocTb 10 Mout/c.
CnoBo
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Mpumep

AprymeHT Tun OnucaHue

100 KntoueBoe YcTtaHoBuTb ckopocTb 100 M6éuT/c.
CrnoBo

auto KnoueBoe BkrounTb aBTOMaTUYECKUIA PEXNM
CnoBo yrpaBIieHNsi CKOPOCTbIO.

(config-if-port)> speed 100
Speed setting saved.

2.1.103 interface port trunk

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

[o6asuTb nopt BO VLAN. Paspelwmntb npuemM n nepegady kaapos ykazaHHOro
VLAN B nopr, npnyem mapkep VLAN 13 nepegasaemMbix KagpoB He yaansercs.
B pexume trunk gonyckaetcs gobasneHne nopta B Heckonbko VLAN.

KomaHpa ¢ npecumkcom no yganset nopt u3 ykasaHHoro VLAN. Ecnin
ncnonb3oBaTb kKOMaHay 6e3 aprymeHToB, nopT 6yaeT yaaneH ua scex VLAN.

Oa
Ha
[a
Switch

I (config-if-port)>  trunk vlan «vid»

I (config-if-port)> no trunk vian [ vid]

AprymeHT Tun OnucaHune

vid Lenoe uncno |aeHtndgpukarop VLAN. JnanasoH
AONYCTUMbIX 3Ha4YeHun — ot 1 go 4094.

(config-if-port)> trunk vlian 100
Vlan added to trunk.

2.1.104 interface power

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIN BBOJ,

Tun nHtepdenca

3apaeT MOLHOCTL Nepefatyuka ansa paguno-uHtepdericos. MakcumaneHas
MOLLIHOCTb Nnepeaartynka orpaHudeHa ero annapatHbIMU BO3MOXHOCTSIMU U
rocyfapcTBeHHbIMU 3aKkOHaMu 0 paguocBesasn. [laHHas KomaHaa no3BonsieT
NULLIb YMEHbLLUTbL MOLLIHOCTb NepeaaroLlero yCTpomcTsa OTHOCUTENBbHO ero
MaKCUManbHON MOLLHOCTH, C LIeMNbH0 BO3MOXHOIO CHUKEHWSI NOMEX A1 APYTnX
YCTPOWCTB B 9TOM [ManasoHe.

Het
Oa
Het

Radio
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Cunoncuce I (config-if)>  power (<percentage,
AprymeHTbI AprymeHT Tvn OnucaHue
percentage Llenoe uncno|MoLwHoCTb NepeaaTymka B NpoLeHTax ot
MakcuMmansHomn MowHocTu (oT 1 go 100).
Mpumep (config-if)> power 90

Power level applied.

2.1.105 interface preamble-short

OnucaHue Vicnonb3oBaTb KOPOTKYIO ripeambyriy.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun nHtepcpenca Radio

CuHoncuc I (config-ify>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Short preamble enabled.

2.1.106 interface security-level

OnucaHue 3apaet ypoBeHb 6e30nacHOCTM AN AaHHOro UHTepdbenca. YpoBHH
Ge3onacHOCTU onpeaensoT Normky paboTbl MEXCETEBOIO 3KpaHa:

» PaspelueHo ycTaHaBNMBaTb COEQUHEHUS B HanpaBneHnm
private — public.

» 3anpeLleHo ycTaHaBnMBaTbh COEAMHEHUS, NPUXOAsLLIMe Ha MHTepdenc
public, T. e. B HanpaeneHum public — private n public — public.

+ Camo yCTpPONCTBO NMPUHUMAET CeTeBbIE NOAKINIOYEHUS (pa3peLuaeT
yrnpaeneHne) Tonbko ¢ MHTepdencoB private.

* [Nepenadva gaHHbIX MeXay nHTepdenicamm private MoxeT ObITb paspeLleHa
UK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rmobanbHOro napametpa
isolate-private.

MpymeyvaHue: Mo ymonyaHuio BCeM BHOBb CO3[j@aHHbIM MHTEpdencam
npuceauBaeTcsl ypoBeHb Ge3onacHocTh public.

Cnunckn goctyna access-list umetotr 6onee Bbicokui
NPUOPUTET, YEM YPOBHM 6€30MacHOCTH, MOSTOMY C
NMOMOLLIbKO HAX MOXXHO BBOAMWTb OOMOSHUTESNbHBIE NpaBuia
doumneTpaLmnmn NakeTos.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

Mpumep

Het

[a
Het

IP
I (config-if)> security-level (public | private)

HecmoTpsi Ha TO, YTO He CyLEeCTBYET (PYHKLIMM NMOSTHOMO OTKIOYEHNSI
MEXCETEBOIO 3KpaHa,MOXHO OTKIoYaTh €ro Ha OTAENbHbIX HaMpaBneHusIX.
[onyctum, TpebyeTcst NONHOCTBIO pa3peLLnTb Nepeaady AaHHbIX MeXay
«aomaluHen» cetblo Home u rmobanbHom ceTbio PPPoEO. [1na aToro obomnm
NHTepdencam Hy>kHO HazHa4YMTb ypoBEHbL 6E30NacHOCTM private n oTKMIUNTL
dyHKumto isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOEO security-level private
(config)> no isolate-private

MpymeyvaHune: MHorue He oToaloT cebe OTYET B TOM, UTO MEXCETEBON
3KpaH 1 TpaHCcnAUna aapecoB — OyHKLMK,
npegHasHavYeHHble AN peLleHnsa NPUHUMNUansHO pasHbIX
3agad. BknoveHne NAT mexay nHtepdericamm Home n
PPPOEO B KOH(pUrypaLmm, NokasaHHOW BbiLLIE, HE 3aKpblBaeT
AocTyn B ceTb Home co cTOpoHbI rmobanbHom ceTu. [axe
Npu BKIIOYEHHOW TpaHCNAUMM afpecoB KoMaHaon ip nat
Home naketbl 3 PPPOEG ByayT cBOGOAHO NPOXOANTL B CETh
Home.

2.1.107 interface service

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdenca

CunHoncuc

AprymeHTbI

Mpumep

HasHauutb cnyx6y PPPoE. Ecnn cnyx6a He onpeneneHa, To PPPoE-knueHT
Oynert noakroYeH K NpoM3BOSbHON criyxbe.

[a
[a
Het

PPPoE

I (config-if)>  service (name>

I (config-if)> no service

AprymeHT Tun OnucaHue

name Ctpoka HaszsaHue cnyx6bl PPPOE.

(config-if)> service test
Core::Configurator: done.
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2.1.108 interface ssid

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

3apaet umsa 6ecnposogHon cetn (SSID) ansa nHTepdericoB «becnpoBogHas
ctaHumsay («WifiStation») n "«Touka goctyna»” («AccessPoint»). B
3aBUCUMMOCTM OT TUNa uHTepderica 3HavyeHme SSID obpabaTbiBaeTcs
Mo-pasHoMmyY.

» [na Toukm poctyna SSID — Heobxoammasg HacTporka, 6e3 KoTopor oHa
He BygeT NpUHMMaTh NOAKIHOYEHNS.

» [nsa ctaHumm SSID onpepgensier, K kakow To4Ke JocTyna oHa byaet
nogkntoyatbes. bes 3agaHHoro SSID cTaHUMA MOXET NOAKMIYNTLCH K
nobon JocTynHonm 6ecnpoBOAHOM CETU MO CBOEMY YCMOTPEHUIO.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa

[a

Het

SSID

I (config-if)>  ssid (auto | <cname>)

| (config-if)> no ssid

AprymeHT Tvn OnwucaHune

name Ctpoka Nmsa 6ecnposogHou cetn (SSID)

auto KntovyeBoe SSID 6yget Ha3Ha4YeH aBTOMaTUYECKN.
CInoBo

(config-if)> ssid WIRELESS
SSID saved.

2.1.109 interface tsp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca
BxoxaeHue B rpynny

CuHoncuc

Bxoa B rpynny komaHg ans Hactpowkn TSP.
KomaHga ¢ npedukcom no otknoyaet TSP.
Ja

Oa

Het

TunnelSixInFour

(config-if-tsp)
I (config-if)>  tsp

I (config-if)> no tsp
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2.1.110 interface tsp password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

HasHaunTb naponb ans gocryna yepes TSP.
KomaHga ¢ npecdurkcom no ygansiet naporseb.
Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  password (password»

I (config-if-tsp)> no password

AprymeHT Tun OnucaHue

password Ctpoka Maponb TSP.

2.1.111 interface tsp prefix-length

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

YkasaTb HeoOXo4MMyo ANVHY npedukca.
KomaHnga ¢ npeunkcom no ygandeTt HaCTPONKY.
Oa

[a

Het

TunnelSixInFour

I (config-if-tsp)>  prefix-length (value»

I (config-if-tsp)> no prefix-length

AprymeHT Tvn OnucaHune

value Llenoe uucro |dnvHa npedukca. MoxeT npuHumaTh

3Ha4yeHna 48, 56 nnn 64.

2.1.112 interface tsp server

IPv4-agpec cepsepa, NonyvyeHHbI OT TYHHENBbHOro cepBuca.

KomaHga ¢ npedmkcom no ygansiet IP cepsepa.

OnucaHue
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbIi BBog  Hert
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Tun nHtepdpenca

CunHoncuc

AprymeHTbI

TunnelSixInFour

I (config-if-tsp)>  server «ip»

I (config-if-tsp)> no server

AprymeHT Tun OnucaHue

ip IPv4

IPv4-agpec cepsepa.

2.1.113 interface tsp user

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CHoncuc

AprymeHThl

HasHauuTb nmsa nonb3oBaTtens Ans goctyna yepes TSP.
KomaHga ¢ npecukcom no ygansaet um4.

Oa

[a

Het

TunnelSixInFour

I (config-if-tsp)>  user (login)

I (config-if-tsp)> no user

AprymeHT Tvn OnucaHune

login Crtpoka Wmsa nonb3osatensa ana TSP.

2.1.114 interface up

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

Mpumep

Bkntoyaet ceTeBoy nHTEPENC 1 3anMCbiBaeT B HACTPONKM COCTOSTHUE «Up».

KomaHaa ¢ nperKkCcoM no BbIKMNOYaET CETEBOM UHTEPdENC U yaanseT «up»
13 HacTpoek. Takke MOXeT ObITb UCMONb30oBaHa koMaHaa interface down.

Ja

Oa

Het

I (config-ify>  up

I (config-if)> no up

(config-if)> up
Interface enabled.
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2.1.115 interface usb device-id

OnucaHue [o6aBnTb nHdopmaumo o mogenu n npomssoagntene USB-mogema B
nHTepgenc. 3To HeobxoauMOo ANsi NPUBA3KN MOAEMa K MHTepdpelicy.

Ecnu ectb untepdenc UsbModem[N] ¢ coenagatowmm DevicelD, To npu
NoAaKIoYeHN Modema NPoOM3oNAET aBToOMaTUYECKas NpuUBA3Ka ero K
nHTepgency. Ecnu takoro nHTepcderica HeT, oH ByaeT co3aaH aBToMaTuyeckn
¢ DevicelD nogkntodyeHHoro mogema.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Mpedukc no Oa
MeHsieT HacTpoWnku Ja
MHorokpaTHbii BBog  Hert
Tun nHtepdpenca Usb

Cunoncue I (config-if)>  usb device-id «vendor> (nodel)

I (config-if)> no usb device-id

AprymeHThI AprymeHT Tvn OnucaHue
vendor CTtpoka WHpopmaLums o npomssoguTene Mogema.
model Ctpoka UHdopmaLma o mogenu mogema.
MNpumep (config-if)> usb device-id 12d1 1001

Device ID saved.

2.1.116 interface wmm

OnucaHue Bkntounts WMM Ha uHTepdence.
Mpedoumke no Oa
MeHsieT HacTpouKu Ha

MHorokpaTHbI BBog  Hert
Tun nntepcpenca Access Point

Cumoncuc I (config-if)>  wmm
I (config-if)> no wmm

Mpumep (config-if)> wmm
WMM extensions enabled.

2.1.117 interface wps

OnucaHue BkntounTb cpyHKUMoHansHocTs WPS .
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

Tun nHtepdpenca

CunHoncuc

Mpumep

Ja
[a
Het
WiFi

| (config-if)>

wps

I (config-if)> no wps

(config-if)> wps

WPS functionality enabled.

2.1.118 interface wps button

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Hauatb npouecc WPS ¢ ucnonb3oBaHneM KHomku. MNMpouecc aAnntest 2 MUHYTHI,

nnn MmeHblle, ecinm coegnHeHne yctaHoBJI1EHO.

Het
Het
Het

WiFi

I (config-if)>  wps button (send | receive)

AprymeHT Tun OnucaHue

send KntoueBoe OtnpaBuTb HacTporku WiFi.
CnoBo

receive KnitoueBoe MonyunTb HacTporku WiFi ot Keenetic.
CnoBo

(config-if)> wps button send
Sending WiFi configuration process started (software button »

mode) .

2.1.119 interface wps peer-pin

OnucaHue

Mpedukc no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

Tun nHTepcpenca

Havatb npouecc WPS ucnonb3ysi PIN yganeHHoro ysna. Npouecc gnutes 2
MWHYTbI, UTN MeHblle, eCclin coeanHeHne yCTaHOBIEHO.

Het
Het
Het

WiFi
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Cunoncuce I (config-if)>  wps peer-pin (send | receive) <peer-pin;
AprymeHTbI AprymeHT Tvn OnucaHue
send KnitoueBoe Otnpasutb HacTpounkn WiFi.
CnoBo
receive KnoueBoe Monyuntb HacTpoukn WiFi ot Keenetic.
CnoBo
peer-pin CTtpoka PIN yganeHHoro yana.
MNpumep (config-if)> wps peer-pin receive 99586683

Receiving WiFi configuration process started (peer PIN mode).

2.1.120 interface wps self-pin

OnucaHue Hauatb npouecc WPS ncnonbays PIN yctponcTaa. lNMpouecc AnnTcsa 2 MUHYTHI,
U1 MeHbLUE, ecrn COeJUHEHNE YCTaHOBIEHO.

Mpecduke no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert
Tun uHtepdeinca WiFi

CuHoncue I (config-if)>  wps self-pin (send | receive)

AprymeHTbI AprymeHT Tvn Onucanue
send KnitoueBoe OtnpaBuTb HacTporku WiFi.
CnoBo
receive KnitoueBoe MonyunTb HacTporku WiFi ot Keenetic.
CrnoBo
Mpumep (config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

2.1.121 interface wrr

OnucaHue Bkntounte WRR ovepegb.
Mpedukc no Oa
MeHsieT HacTpoOWKu Oa

MHorokpaTHbIi BBog  Hert
Tun nntepcpenca Switch

Cumoncuc I (config-if)>  wrr
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Mpumep

I (config-if)> no wrr

(config-if)> wrr
WRR enabled.

2.1.122 ip dhcp host

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

HactpouTb ctatnyeckyto npusasky IP-agpeca k MAC-agpecy xocta. Ecnn
XOCT C yKa3aHHbIM MMEHEM He HangeH, KoMaHAa NbiTaeTcs ero co3gatb. Ecnn
yKasaHHbI IP-agpec He BXoAUT B AWana3oH HXU OQHOro nyra, KomMaHga
COXpaHUTCS B HACTpoWikax, HO Ha paboty DHCP-cepBepa He NOBNUSET.

KomaHga nossonsiet nomeHAaTe MAC-agpec, 0OCTaBuB NpexHee 3HayYeHne
IP-agpeca, n HaobopoT — nomeHsTb IP-agpec, ocTaBuB NpexHee 3HadeHne
MAC-agpeca.

KomaHga c npedukcom no ygansieT XocT.
Ja
Oa
Ha

I (config)>  ip dhcp host (names [mac ][ ip]

I (config)> no ip dhcp host (name>

AprymeHT Tun OnucaHue

name Crtpoka [MponsBonbHOE UMS XOCTa, UCTONb3YeTCH
ansa naeHtndukauumn napsl MAC-IP B
HacTpomnkax

mac MAC-agpec |MAC-agpec xocTa onsi ctaTtu4yeckomn

npueasku IP-agpeca. Ecnn He yka3aH,
3HayeHue bepeTtcs U3 npeblayLlen
HaCTPOWIKN.

ip IP-agpec IP-agpec xocta. Ecnu He ykasaH, 3HayeHne
OepeTcsa 13 npeablayLlen HaCTPOMKMU.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

2.1.123 ip dhcp match vendor-class

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

HocTyn K rpynne KomaHa Ans HacTporiku knacca seHgopos DHCP (option 60).
Ecnu knacc BeHOOpOB He HarAeH, KoMaH4a MbITaeTcs ero co3aatb.

KomaHaa ¢ npedrKkcom no yaansieT ykasaHHbIN knacc BEHAOPOB.
Ja

Het
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MHorokpaTHbIN BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

Ja

(config-dhcp-vclass)

I (config)>  ip dhcp match vendor-class name»

I (config)> no ip dhcp match vendor-class name»

AprymeHT Tvn OnucaHune

name CTtpoka HasBaHune BeHgop-knacca.

(config)> ip dhcp match vendor-class VC
vendor class "VC" has been created.

2.1.124 ip dhcp match vendor-class dns-server

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHThI

Hactpoutb cneunanbHein DNS-cepBep BeHaopa (option 6).
Oa

[a

Het

I (config-dhcp-vclass)>  dns-server (address)

I (config-dhcp-vclass)> no dns-server

AprymeHT Tvn OnucaHue

address IP-agpec IP DNS-cepBepa.

2.1.125 ip dhcp match vendor-class ntp-server

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

HacTtpouTtb cneumansHbii NTP-cepBep BeHaopa (option 42).
[a

Oa

Het

I (config-dhcp-vclass)>  ntp-server (address

I (config-dhcp-vclass)> no ntp-server

AprymeHT Tun OnucaHue

address IP-agpec IP NTP-cepBepa.
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2.1.126 ip dhcp match vendor-class specific

OnucaHue BBecTu cneuyunanbHyo MHpopmaumio BeHgopa.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-dhcp-vclass)>  specific <info»
I (config-dhcp-vclass)> no specific
AprymeHThI AprymeHT Tvn OnucaHue

info CTtpoka WHdpopmaums o npomnssoguTene.

2.1.127 ip dhcp pool

OnucaHue Hoctyn k rpynne komaHg ans Hactponkn DHCP-nyna. Ecnv nyn He HangeH,
KOMaHAa nblTaeTcsi ero cos3aarb. [Ans nyna 3agaetcsa cnncok DNS-cepepos
(komaHga dns-server), W3 No ymonyaHuto (komaHga default-router) n
BpeMs apeHapbl (komaHaa lease), a Takke gnanasoH guHamudeckmx IP-agpecos
(komaHga range).

Mocne HacTponku nynoB Heobxoaumo BKNOUYNTL cryxby DHCP ¢ noMoLLblo
komaHabl service dhcp.

MoxHo co3faTb He 6onblie 32 nynos. MakcMManbHas anvHa UMeHu nyna -
64 cumBona.

KomaHga ¢ npecukcom no ygandert nyn.

MpumeyaHne: B TekyLuen Bepcun cncteMbl peanu3oBaHa nogaepxka He
Bonee ogHoro nyna Ha nHTepdenc. [Ina kKoppekTHON
pabotel DHCP-cepBepa Tpebyetcs, 4Tobbl AnanasoH
IP-agpecos, ycTaHOBMEHHbIN KOMaHAoM range,
npuHagnexan cetTn, HaCTPOEHHOW Ha OAHOM U3
Ethernet-nHtepdericos ycTponcraa.

Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbii BBog [a

BxoxpeHue B rpynny  (config-dhcp-pool)

CuHoncue I (config)>  ip dhcp pool name>
I (config)> no ip dhcp pool (name»
AprymeHThI AprymeHT Tvn OnucaHue

name CTtpoka Wwma nyna DHCP.
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Mpumep

(config)> ip dhcp pool test pool
pool "test pool" has been created.

2.1.128 ip dhcp pool bind

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

Mpumep

Mpuessatb Nyn K ykasaHHOMY MHTepdEeNncy.
Oa

[a

Hert

Ethernet

I (config-dhcp-pool)>  bind <interface»

I (config-dhcp-pool)> no bind <interfaces

AprymeHT Tun OnucaHune

interface Crtpoka Nmsa nHtepdenca.

(config-dhcp-pool)> bind Switch0/VLAN2
pool "test pool" bound to interface Switch@/VLAN2.

2.1.129 ip dhcp pool default-router

OnucaHue

Mpedukc no
MeHsieT HacTPOWKHM
MHorokpaTHbIW BBOA

CuHoncuc

AprymeHTbl

Mpumep

HacTtpouTb IP-agpec wnto3a no ymondanuio. Ecnn He ykasaH, To byaer
Ncnonb3oBaTbCs agpec, HacTPoeHHbIN Ha Ethernet-nHtepdeiice,
onpegeneHHoOM aBToMaTUyeckun Ans 3agaHHoOro avanasoHa range.

KomaHaa ¢ npednKcomM no OTMEHSIET HACTPOWIKY.
Oa
Oa

Het

I (config-dhcp-pool)>  default-router <address»

I (config-dhcp-pool)> no default-router

AprymeHT Tun OnucaHune

address IP-agpec Afpec wno3a no yMon4aHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
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2.1.130 ip dhcp pool dns-server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Hactpoutb IP-agpeca cepsepoB DNS. Ecnu He ykasaH, To Oyget
MCcnonb3oBaTbCH agpec, HacTpPoeHHbIN Ha Ethernet-nHtepdeiice,
onpegeneHHoM aBTOMaTU4eCKkun ans 3agaHHoro gmanasoHa range.

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.
Oa
[a

Het

I (config-dhcp-pool)>  dns-server <addressl, [ address2 ]

I (config-dhcp-pool)> no dns-server

AprymeHT Tvn OnucaHune
addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
address2 IP-agpec Appec BTopuyHoro DNS-cepeepa.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

2.1.131 ip dhcp pool enable

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

HauaTb ncnonb3oBatb nyn B cCUCTeme. KomaHpa c ﬂpe(*)I/IKCOM NO OTKNK4YaeT
ncnonb3oBaHMe nyna.

Ja
Oa
Het
I(config-dhcp-pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

2.1.132 ip dhcp pool lease

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA

HacTtpoutb Bpemsi apeHabl IP-agpecos nyna DHCP. KomaHga ¢ npedgwukcom
no ycTaHaBNMBaeT 3Ha4YeHne no ymornyaHuio, pasHoe 86400 cekyHn.

Oa
[a

Het
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CuHoncuc

AprymeHThl

Mpumep

I (config-dhcp-pool)>  lease (time»

I (config-dhcp-pool)> no lease

AprymeHT Tvn OnucaHune

time Llenoe uucno |Bpems apeHapbl B cekyHaax.

(config-dhcp-pool)> lease 100500
pool "test pool" lease has been changed.

2.1.133 ip dhcp pool range

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

HacTtpoutb guanas3oH AMHaMn4ecknx agpecos, BobiaaBaembix DHCP-knneHTam
HekoTopou nogceTu. [inanasoH 3agaeTcsa HavanbHbIM U KOHEYHbIM IP-agpecom,
nnbo HayanbHbIM agpecom n pasmepom. CeTeBon MHTEPdENC, K KOTOPOMY
OyayT NpUMEHeHbl HaCcTPOWKK, BbIBMpaeTca aBTomatnyeckn. Agpec
BbIBpaHHOrO MHTEphenca Ncnonb3yeTcs B Ka4ecTBe LUM3a No YMONYaHuo
n DNS-cepBepa, ecnu He 3agaHbl apyrne agpeca komaHgamu ip dhep pool
default-router u ip dhcp pool dns-server.

KomaHga ¢ npedmkcom no yganseTt ananasoH.
Ja
Ja

Het

I (config-dhcp-pool)>  range <begin ( <end> | <size>)

I (config-dhcp-pool)> no range

AprymeHT Tvn OnucaHune

begin IP-agpec HavanbHbIn agpec nyna.
end IP-agpec KoHeuHbIVt agpec nyna.
size Llenoe uucno|Pa3mep nyna.

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

2.1.134 ip dhcp relay lan

OnucaHue

YkasbIBaeT, Ha Kakom ceTeBOM UHTepdence petpaHcnsaTop DHCP 6yaer
obpabaTbiBaTh 3aNpoChl KNMEHTOB. MOXHO yKa3aTb HECKONbKO UHTEPXEeNCcoB
«lan», ona aToro Hy>KHO BBECTU KOMaHAy HECKOMNbKO pas3, ykasas Bce
HeobxoanMble NHTePENChI N0 OAHOMY.

KomaHga ¢ npedmkcom no otknoyaet petpaHcnsatop DHCP Ha ykazaHHOM
nHtepdpence. Ecnu ncnonssoBatb koMaHay 6€3 aprymMeHTOB, pETPAHCISATOP
DHCP 0OygeTt oTknto4eH Ha Bcex MHTepdercax.
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Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpatHbii BBOg [a

Cunoncuce I (config)>  ip dhcp relay lan <interface,
I (config)> no ip dhcp relay lan [ interface]
AprymeHTbI AprymeHT Tun Onucanue
interface Ctpoka lMonHoe nms Ny nceBgoHUM MHTepderica
Ethernet, Ha koTopom peTpaHcnstop DHCP
OygeT npvHMMaThL 3anpochl KIMEHTOB.
Mpumep (config)> ip dhcp relay lan Home

added LAN interface Home.

2.1.135 ip dhcp relay server

OnucaHue Ykasatb |IP-agpec DHCP-cepBepa, Ha KOTOpbI peTpaHcnaTop byaet
nepeHanpasnATb 3anpoChkl KNMEHTOB N3 NOKaNbHOW CETU.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbii BBog  Hert

Cunoncuce I (config)>  ip dhcp relay server <address

I (config)> no ip dhcp relay server [ address ]
AprymeHTbI AprymeHT Tvn Onucanue

address IP-agpec IP-agpec DHCP-cepBepa.
Mpumep (config)> ip dhcp relay server 192.168.1.11

using DHCP server 192.168.1.11.

2.1.136 ip dhcp relay wan

OnucaHue YkasaTb, Yepes Kakon ceTeBov nHTepdenic petpaHcnatop DHCP 6yaer
obpawaTtbces K BoiwecToswemy cepsepy DHCP. B cucteme moxet 6biTb
TOSbKO OAMH UHTepherc Takoro TMna. Ecnmn ToYHbIN agpec cepBepa He yKkasaH
(cm. ip dhcp relay server), 3anpocbl OyayT nepegasartbcs
LUMpoKoBeLLaTenbHo. PekoMeHayeTcs ykasbiBaTb agpec cepsepa.

KomaHga ¢ npeduKkcom no yaansieT HaCTPORKY.

Mpedukc no Oa

Keenetic CnpaBoYHUK kKOMaHA 85




asa 2 OnucaHne KomaHg,

MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config)>  ip dhcp relay wan <interface»
I (config)> no ip dhcp relay wan [ interface]
AprymeHThI AprymeHT Tun OnucaHue
interface CTtpoka lMonHoe ums nnu nceBAoHNM MHTEpPdENca
Ethernet, Ha koTopbIN OyayT
HanpaBnATbLCS 3anpockl OT
DHCP-knneHTOB.
Mpumep (config)> ip dhcp relay wan Switch@/VLAN2

using WAN interface Switch@/VLAN2.

2.1.137 ip host

OnucaHue Ho6aBnTb JOMeHHOe uMsA 1 agpec B Tabnmuy DNS.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog [a

Cunoncuc I (config)>  ip host <domains <address)

I (config)> no ip host [ <domains caddress) ]
AprymeHTbI AprymeHT Tun Onucanue

domain Ctpoka [lomeHHOEe nms xocTa.

address IP-agpec IP-agpec xocTa.
Mpumep (config)> ip host zydata 192.168.1.22

added record zydata, address 192.168.1.22.

2.1.138 ip name-server

OnucaHue Hactpoutb IP-agpeca cepepoB DNS. CoxpaHeHHble Taknum obpa3oM agpeca
Ha3bIBalOTCA CTATUYECKNMM, B MPOTMBOMONOXHOCTb AMHAMUYECKUM -
3aperucTpupoBaHHbIM cnyxo6amu PPP vnn DHCP .

AKTUBHBIMW, TO €CTb UCMOMb3yeMbIMW B AaHHbIVi MOMEHT agpecamMu, ABMsoTCA
Te, KoTopble ObiNy 3aperncTpupoBaHbl NOke ocTanbHbIX. OBbIYHO cucTema
ncnonb3yeT agpeca, NonyyYeHHbIe HECKONbKUMU MOCAEOHNMN YCMELLHO
noaknoumnswnmMmucs cnyxdamm PPP vunn DHCP . Ecnun H1 ogHa u3 criyx6 He
pernctpupyet agpeca DNS akTuBHbIMM OyayT cTaTU4YeCcKne HaCTPOMKM.
OpHako, ecnu nocne perucTpaunn AMHaMu4ecknx agpecos Monb3oBaTenem
ObINMN U3MEHEHBI CTaTUYECKNE HACTPOMKN, OHW CTAHOBSITCH aKTUBHbBIMM, MOKa
He OyOyT 3aperMcTpvMpoBaHbl HOBbIE AMHAMUYECKNe agpeca.
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Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.139 ip nat

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

KomaHay ip name-server MOXHO BBOAMTb MHOTOKpaTHO, eCiin TpebyeTcs
HacTpouTb Heckornbko agpecoB DNS-cepeepoB. Kpome Toro, kaxkgomy
BBEEHHOMY aJpecy MOXHO CONOCTaBUTb OAHO UM HECKOJbKO LOMEHHbIX
MMeH Anst paboTbl CO cneunUYeckMMmn 30HaMm, Hanpumep, okanbHbIMU
MMeHaMW B KOPNopaTUBHON CETU.

KomaHga ¢ npedmkcom no ygansiet ykasaHHble agpec cepsepa DNS n3
CTaTMYEeCKOro M akTMBHOMO CrMcKa, eCcrnv KomaHaa 4aeTcs C apryMmeHTamu,
nnbo oumMLLIaeT CMMCOK CTaTUYECKNX agpecoB, ecnv KomaHaa gaetcs 6e3
aprymeHToB. Ecnv BeInonHMTL KOMaHay 6e3 aprymeHTa, TO BeCb CMNCOK

cTaTU4Yecknx aapecos OyAeT OYNLLEH.

Oa
Ja
[a

| (config)>

ip name-server address> [ domain ]

I (config)> no ip name-server [ <address; [ domain]]

AprymeHT Tun OnucaHue
address IP-agpec Afopec cepsepa UMEH.
domain Ctpoka HdomeH, ona kotoporo 6yaoet

ucnone3oBaTtbcs cepsep. DNS-npokecum npu
paspeLleHnn NMeHn B NepBYIo odepeab
BbIOMpaEeT agpec cepBepa ¢ Hanbonee
6nu3kmm K 3anpocy gfomeHoM. Ecnu fomeH
He ykasblBaTb, cepBep byaeT
MCnonb30BaTbCs AN1S1 BCEX 3arnpocoB.

(config)> ip name-server 192.168.1.33

added name server 192.168.1.33, domain (default).

BknounTb TpaHCNSALUMIO «NOKanbHbIX» afpecoB ceTu network unmn cetu 3a

nHTepgencom interface. Hanpumep, komanga ip nat Home o3Havaer, uTo
0115 BCeX NakeToB 13 ceTn Home, NpOXoasLLmMX Yepe3 MapLupytusartop, 6yaet
BbINOSTHEHA NOAMEHA aApeCOB NUCTOYHMKA.

Oa
Oa
[a
P

I (config)>

I (config)> no ip nat («interface) | caddress» mask>)

ip nat («interface) | <address» mask>)
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
interface Nms Nms nHTepdpenca nctodHmka (nonHoe nms
uHTepdpenca |nHTepdenca nnm NCEBLOHUM).

address IP-agpec BmecTe ¢ mackon mask 3agaeTt gmanasoH
IP-agpecoB UcTovHMKa, NOAMNEXaLL X
TpaHcnsaumm.

mask IP-macka Macka gnanasoHa TpaHcnauun. Ecte aBa
cnocoba BBoAa Macku: B KAHOHUYECKOM
Buae (Hanpumep, 255.255.255.0)u B
Buae 6GutoBon AnMHbI Npedukca
(Hanpumep, /24).

(config)> ip nat PPTPO

NAT rule added.

2.1.140 ip route

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
Tun nHTepdenca

CuHoncuc

AprymeHThl

[lo6aBuTb B TaGNULLY MapLUPyTM3aLMN CTaTUYECKUN MapLLPYT, KOTOpbI 3aaaeT
npaewuno nepefaqn IP-nakeToB Yepes onpeaeneHHbIin W3 U CETEBON

NUHTepdenc.

B kadecTBe ceTn Ha3Ha4yeHMss MOXHO yKa3saTb kntoveBoe cnoso default. B
3TOM criyyqae BygeT co3gaH MapLUpyT N0 YMONYaHuIo.

Komanpa c ﬂpe(bMKCOM no yaandetr MapwpyT C YKa3aHHbIMU NMapamMeTpamMi.

Ja
Oa
[a
IP

(config)>

ip route ( c<address) tmask> | chost» | default) ( (gateway»
[interface]|«interface) )[auto] [metric]

(config)> no ip route ( c<address» tmask> | chost> | default) [ (gateway>
| cinterface»][metric]

AprymeHT Tvn OnucaHune

address IP-agpec IP-agpec cet Ha3Ha4eHus.

mask IP-macka Macka ceTtn Ha3Ha4yeHus. EcTb aBa
crnocoba BBOgA Macku: B KAHOHWYECKOM
Buae (Hanpumep, 255.255.255.0)n B
Buae 6Gutoeon AnuHbI Npednkca
(Hanpuwmep, /24).

host IP-agpec IP-agpec y3na HasHayeHus.

default KnioyeBoe |Wcnonb3yeTtcsa ans 3agaHvs mapLupyToB

CnoBso no yMOM4aHuio.
interface Ctpoka MonHoe nvsa nHtepdgenca nnm NCeEBAOHNUM.

YKasblBaeTCs B Ka4ecTBe HanpaBneHunA

88

Keenetic CnpaBoYHMK KOMaHA




Masa 2 OnucaHne KkomaHg,

Mpumep

AprymeHT Tun OnucaHue

nepenayun NakeToB, ecnv K uHTepdeicy
MOAKIOYEH KaHan ToYka-To4ka, He
TpeOyIoLLMIA OMNONHUTENBHOW agpecaumn
BHYTPW KaHana.

Ecnu Ha uHTepdence ycTaHOBNEH
npuoputeT interface ip global, mapwpyT
nobaBnsieTcst B CMCTEMHYIO Tabnuuy
TOMNBKO B TOM CIlydae, eCriv He CyLLecTByeT
APYroro MapLupyTa ¢ TeM e agpecomM
Ha3Ha4YeHNa 1 6ONLLIMM NPUOPUTETOM.

gateway IP-agpec IP-agpec maplupyTtusatopa B
HEernocpeacTBEHHO MOAKMOYEHHON CETH.
MoxeT ObITb 3a4aH BMECTE C UMEHEM
nUHTepdenca, ecnu Tpebyetca ykasaTb
npuoputer interface ip global. Ecnin
MHTepdenc He ykasaH, OH onpegenseTcs
CUCTEMO aBTOMAaTUYECKM U3 TEKYLLMX

HacTpoex IP.
auto KnitoueBoe [Mo3BoNSAET NPUMEHUTL MapLUPYT Toraa,
CnoBo Korga CTaHeT JOCTYNEH yKa3aHHbI B HEM
LUMH03.
metric Llenoe uncno|MeTpuka mapupyTa. B Tekywen

peanusauumM UrHopUpyeTcs.

(config)> ip route default Home
static route added.

2.1.141 ip static

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Twun nHtepcpenca

CospgaTb cTaTuyeckyto NpuBs3ky nokanbHbix IP-agpecos k rmobanbHeiM. Ecnu
interface unn network cooTBeTCTBYeT NHTEPGENCY C YPOBHEM
6esonacHocTu public, To OyAeT BbINONHATLCA TPAHCHALMA agpeca UCTOYHMKA
(DNAT). Ecnu to-address cooTBeTCTBYET MHTEpP(ENCY C YPOBHEM
6esonacHocTh public, To 6yaeT BbINONHATLCS TPAHCNALUA agpeca
Ha3HaveHus (SNAT). Homep nopta TCP/UDP Bcerga paccmartpuBaeTcs Kak
NopT Ha3Ha4YeHUs.

Ecnu network cooTBeTCTByeT OOHOMY afpecy, U 3TOT agpec paBeH
to-address, To0 Takoe npasuno BygeT 3anpeLuaTs TPAHCASALUMIO yKa3aHHOro
agpeca, kotopast Morna 6bl 6bITb BbIMONHEHA UCXOAS U3 3a[aHHbLIX NPaBun
ip nat.

MpaBuna ip static metoT Gonee BLICOKUI MPUOPUTET MO CPABHEHMIO C
npasunamu ip nat.

Oa
[a
[a
P

Keenetic CnpaBoYHUK kKOMaHA 89




asa 2 OnucaHne KomaHg,

CuHoncuc

AprymeHThl

Mpumep

(config)>

ip static [tcp | udp] («interfaces | ( «address» mask»)) (
(«port> through <end-port, <to-address») | («ports <to-address»
[(to-port)]) | <to-address) )

(config)> no ip static [[tcp | udp] («interfaces | («address> (nasks) )
((«port» through cend-port> <to-addressy) | («ports <to-address
[«to-port)]) | ¢to-address) )]

AprymeHT Tvn OnucaHune
tcp KnitoueBoe TCP npotokon.
CnoBo
udp KntoueBoe UDP npotokon.
CNnoBo
interface Nms Nms BxogHoro uHtepdpenca (nonHoe nms
uHTepdpenca |nHTepdenca nnm NCEBLOHNM).
address IP-agpec BmecTe ¢ mackon mask 3agaeTt gmanasoH
IP-agpecoB HazHaveHus, noanexarimx
TpaHcnsAunn.
mask IP-macka Macka gnanasoHa TpaHcnsauun. Ectb aBa
crnocoba BBOAA Macku: B KAHOHWYECKOM
Buae (Hanpumep, 255.255.255.0)n B
Buae 6GutoBon AnnHbI Npedukca
(Hanpumep, /24).
port Llenoe uncno |Homep nopta TCP/UDP, Ha koTopbIN
NpUXoauT 3anpoc, Noanexalinn
TpaHcnsuun. Ecnuv He ykasaH, TpaHcnaums
OyoeT BbINOMHATLCA A1 BCEX BXOOALLMX
3anpocos.
end-port Llenoe uncno|OkoH4YaHue ananasoHa NopToB.
to-address IP-agpec Anpec HazHa4yeHus nocne TpaHCAaunn.
to-port Llenoe uncno |Homep nopta TCP/UDP nocne

TpaHcnsumu. Ecnu He yka3saH, nopt
Ha3Ha4YeHNs1 OCTaeTCs NPEXHNUM.

MycTb meeTcs MapLUpyTU3aToOp MeXay «roKanbHon» ceTbto 172.16.1.0/24
(ypoBeHb Be3onacHocTu private) n «rmobanbHon» ceTbto 10.0.0.0/16
(ypoBeHb 6e3onacHocTu public). Tpebyetcs, 4TobbI BCE 3anpochl,
npuxogdime Ha «rnobanbHbINy MHTepdENC 3TOr0 MapLUpyTu3aTopa Ha nopT
80, TpaHCnMpoBanMch Ha «JloKanbHbIN» cepBep ¢ agpecom 172.16.1.33.
MocnenoBaTenbHOCTL KOMaHA, PeanumayoLmnX Takyto CXeMY, MOXET BbIrMsaeTb

Tak:

interface Home

ip address 172.16.1.1/24

interface Internet
ip address 10.0.0.1/16

ip global 1

ip nat Home

ip static tcp Internet 80 172.16.1.33 80
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2.1.142 ipv6 local-prefix

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO,

CunHoncuc

AprymeHThl

Mpumep

Hactpoutb nokanbHbin npedukc (ULA). ApryMeHT MOXeET ObiTb OYKBEHHbLIM
npedmnkcom unu knoyesbiM cnosom default, koTopoe aBToMaTnyeckm
reHepupyeT NOCTOSAHHbLINA YHUKamNbHbIA NpeduKe.

[a
[a

Het

I (config)>  ipv6 local-prefix (default | prefix;)

I (config)> no ipv6 local-prefix [default | qprefix; ]

AprymeHT Tvn OnucaHune

default KnioueBoe leHepupoBaTb NOCTOSAHHbIN YHUKAIbHbIN
CnoBo npecdwmkc.

prefix Mpedukc JlokaneHbIn npedmkc (ULA). omkHo ObiTb

KOppeKTHoe 3HayeHne npedumkca B 6roke
fd00: : /8 c anuHon npedmkca He Bonee
48.

(config)> ipvé local-prefix fd0l:db8:43::/48
ULA prefix saved.

2.1.143 ipv6 name-server

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Hactpoutb IPv6-agpeca cepsepoB DNS. CoxpaHeHHble Takum 06pasom
afjpeca HasblBaloTCA CTaTUY4ECKMMU, B MPOTMBOMNOSOXKHOCTL AMHAMUYECKNM
- 3aperncTpmpoBaHHbiM cnyxbamn PPP nnn DHCP .

KomaHay ipvé name-server MOXHO BBOOUTL MHOFOKPaTHO, ecrnin TpebyeTcs
HacTpouTb Heckonbko aapecoB DNS-cepBepos.

KomaHga ¢ npedukcom no ygansieT ykasaHHble agpec cepepa DNS n3
CTaTMYECKOro M akTMBHOMO CMMCKa, eCl KOMaH4a AaeTcs C apryMeHTamu,
nnbo oumMLLIaeT CMMCOK CTaTUYECKNX adpecoB, ecinv KomaHaa gaetcs 6e3
aprymeHTOB.

Oa
Oa
Ja

I (config)>  ipv6 name-server address

I (config)> no ipv6 name-server [ <address> |

AprymeHT Tun OnucaHue

address IPv6-address |Agpec cepepa NMEH.
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Mpumep

(config)> ipv6 name-server 2001:db8::2
added name server 2001:db8::2, domain (default).

2.1.144 ipv6 route

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIl BBOA,

CuHoncuc

AprymeHTbI

Mpumep

[ob6aenTb B TabNMLy MapLUpyTU3aLmMn CTaTUYECKUIA MapLLPYT, KOTOPbIA 3a4aeT
npasuno nepefayn IPv6-nakeToB Yyepes onpeneneHHbIn W3 Uin ceTeBomn
NUHTepdenc.

B kauyecTBe ceTu Ha3Ha4YeHs MOXHO yka3aTb kntoveBoe cnoeo default. B
3TOM criyyae OygeT co3gaH MapLUpyT MO YMOSYaHWIO.

KomaHga ¢ npedmkcom no yganseT MapLipyT C YKkadaHHbIMWU NapaMeTpamu.
Oa
Ha
Ja

I (config)>  ipv6 route («prefix» | default) cinterface,

I (config)> no ipv6 route ( «prefix» | default) cinterface,

AprymeHT Tun OnucaHue

prefix Mpedukc Mpedukc IPV6.

default KnioyeBoe |Wcnonb3yeTcsa npedurkec No yMonyaHuio.
CnoBso

interface Uma MonHoe nvs nHTepdgenca nnn NCEBOOHUM.
UHTepdenca

(config)> ipv6 route
added name server 2001:db8::2, domain (default).

2.1.145 ipv6 subnet

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

AprymeHTbI

[ocTtyn Kk rpynne komaHA onst HACTPOWKN cermeHTa nokanbHou cetn IPV6.
Ecnn cermeHT He HangeH, koMmaHaa nbiTaeTca ero co3aaTb.

Oa
[a
Ja

(config-subnet)

I (config)>  ipv6 subnet (name»

I (config)> no ipv6 subnet [ <name> ]

AprymeHT Tun OnucaHue

name CTpOKa Mmsa unyn nceBAOHUM MOACETU.
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2.1.146 ipv6 subnet bind

OnucaHue MNpuessaTtb noaceTb K MHTEpdency.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-subnet)>  bind <interface;

I (config-subnet)> no bind [ <interface; ]
AprymeHThI AprymeHT Tun OnucaHue

interface CTtpoka MonHoe nva nHtTepdgenca nnm NCEBAOHNUM.
Mpumep (config-subnet)> bind WifiMaster0/AccessPointl

Interface bound.

2.1.147 ipv6 subnet mode

OnucaHue BbiOpaTb pexxMm HacCTPONKM agpecoB Anst XOCTOB B NoaceTu. [JocTynHbI ABa
BapuaHTa - dhcp u slaac. [epsbivi BkNtovaeT nokansHbin DHCPV6-cepaep
C LIeNnbto NPUCBOEHNS agpecoB, BTopor BkntovaeT SLAAC (aBTokoHGUrypaumo

agpecos).
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncuc I (config-subnet)>  mode (slaac | dhcp)
I (config-subnet)> no mode (slaac | dhcp)
AprymeHThI AprymeHT Tun OnucaHue
slaac KnioueBoe |Bkntounte SLAAC (aBTOKOHGUIYpaLmio
CIioBO agpecos).
dhcp KritoveBoe Bkntounts DHCPV6-cepBep.
CnoBo
Mpumep (config-subnet)> mode slaac

Mode changed.

2.1.148 ipv6 subnet number

OnucaHue MprcBOMTL NOACETU MOEHTUGMKATOP, KOTOPLIN ByaeT onpeaensTb Ny6nMYHbIi
npeduKc cermeHTa. MiaeHTudukaTop AormkeH 6blTb YHUKaNbHLIM cpeau

noacerten.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Ja
[a

Het

I (config-subnet)>  number )

I (config-subnet)> no number [ > ]

AprymeHT Tuvn

OnucaHue

n Llenoe uucno

YHUKanbHbIV OAEHTUdUKATOP NOACETH.

(config-subnet)> number 3
Number changed.

2.1.149 isolate-private

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,

CuHoncuc

Mpumep

2.1.150 known

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

3anpeTnTb Nepedayy AaHHbIX MeXay NobbiMyU MHTepdecamm ¢ ypoBHEM

GesonacHocTu private.

KomaHaa ¢ npedrKcom no OTMEHSIET AeNCTBME KOMaHbl, pa3peLuas
nepenasaTtbh JaHHble Mexay uHTepdencamu private.

Oa

Ha

Hert

I (config)> isolate-private

I (config)> no isolate-private

(config)> isolate-private
Applied.

host

[106aBUTb N3BECTHBIN XOCT.
Oa

[a

Da

I (config)>  known host (name» <mac»

I (config)> no known host [ mac ]

AprymeHT Tun

OnucaHue

name CTtpoka

|_|p0I/ISBOJ'IbHOG nM4A XOCTa.
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Mpumep

21151 Is

OnucaHue
Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHTbI

Mpumep

AprymeHT Tun

OnucaHue

mac MAC

MAC-agpec xocTa.

(config)> known host 123 4C:0F:6E:4B:3C:BA

Core: :KnownHosts: new host

"123" has been created.

BbiBeCTM Ha akpaH cnncok bannoB B yka3aHHON OMPEKTOPUM.

Het

Het

Het

I(conﬁg)> ls[directory]

AprymeHT Tvn OnucaHue

directory Ctpoka MyTb k nanke. MNyTb gOMmKeH cogepxaTb

MMs hannoBon CUCTEMbI U
HenocpeaCTBEHHbIN MyTb K Nanke B
cnepywowem dopmare <file
system>:<path>. Npumepbl annosbix
cuctem - flash, temp, proc, usb, etc.

(config)> 1s temp:
rel: temp:

entry, type =
name:
size: 107
entry, type =
name: db
entry, type =
name: dhc
entry, type =
name: TZ
size: 6
entry, type =
name: pas
size: 128
entry, type =
name: dns
entry, type =
name: mnt
entry, type =
name: tmp
entry, type =
name: ppp
entry, type =
name: lib

R:
resolv.conf

D:

D:

p6c

R:

R:
swd

D:
cache
D:
D:
D:

D:
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2.1.152 more

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.153 ntp

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

entry, type = D:
name: run

BblBECTM Ha 3KpaH cogepXnMmMoe TEKCTOBOro dhanra noCTPoOYHO.
Het
Het

Het

I (config)>  more «filename»

AprymeHT Tvn OnucaHune

filename File name MonHoe ums darna nnm NCeBAOHNM.

(config)> more temp:resolv.conf
nameserver 82.138.7.15

nameserver 82.138.7.251

nameserver 82.138.7.130

options timeout:1 attempts:3 rotate

Hoctyn k HacTponke NTP-knueHTa.

Komanga ¢ npecmkcom no cbpacbkiBaeT HacTporkm N TP-KNMeHTa B HACTPOWKN
MO YMOM4YaHuIo.

Oa
Het

Het

I (config)>  ntp

I (config)> no ntp

2.1.154 ntp server

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

HobaBuTb B cnuncok Hoebi NTP-cepep. MoxHo fobaButs He 6onee 8
NTP-cepBepoB.

KomaHga ¢ npedukcom no yaanaet NTP-cepsep 13 cnvcka. Ecnm BbINONHUTL
KomaHpy 6e3 aprymeHTa, To BeCb cnncok NTP-cepBepoB OyAET O4YULLEH.

Ja
Oa
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

Oa
I (config)>  ntp server <host»

I (config)> no ntp server [ host ]

AprymeHT Tun OnucaHue

host

Ctpoka Anpec NTP-cepsepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.

2.1.155 ntp sync-period

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

2.1.156 ppe

OnucaHue

Mpedoumkc no

MeHsieT HacTPOMKHU
MHorokpaTHbIli BBOA,

CuHoncuc

HasHaunTb nepuog CUHXpPOHM3aLMM BpeMeHU. 1o yMonyaHuio ncnonb3yerca
3HavyeHue 1 Hepens.

Komanpa c I'Ipe(bVIKCOM Nno yCTtaHaBliMBaeT BpeMA CUHXPOHU3aunn no
YMOJ1HaHUHKO.

Ja
Oa

Het

I (config)>  ntp sync-period (time»

I (config)> no ntp sync-period

AprymeHT Tun OnucaHue

time Llenoe uucno |Bpemsa cuHxpoHusaumm, B MuHyTax. Moxet
npuHUMaTh 3HadeHne ot 60 MUHYT Ao 1

mecdua.

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

BkntounTtb Bnok O6pabotku MNMaketos (PPE).
Oa
Oa

Het

I (config)>  ppe

I (config)> no ppe
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Mpumep

(config)> ppe
PPE enabled

2.1.157 pppoe pass

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

Mpumep

2.1.158 printer

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
BxoxnaeHue B rpynny

CuHoncuc

AprymeHThl

BKNOYMTb PYHKLMIO CKBO3HOIO nNponyckaHus. MoxxHo BBecTh Ao 10 nokanbHbIX
ceTeBbIX y3noB. KomaHga ¢ nperkcoMm no oTKovaeT yHKLMIO.

Oa
[a
Het

Ethernet

I (config)>

pppoe pass through «from «to»

I (config)> no pppoe pass through

AprymeHT Tvn OnucaHune

from Nms HayanbHbIN MHTEpdEeNncC.
MHTepgenca

to Nms KoHeuHbI nHTEepdeic.
uHTepdenca

(config)> pppoe pass through Home ISP

PPPoE pass-through enabled.

Bxog B rpynny KoMaHa AN HACTPOWKKM BbiIGpaHHOro npuHTepa. Ecnv npuHtep
He HaiigeH, komaHaa nbiTaeTcs ero cosgatb. KomaHaa ¢ npedgukcom no
yOansieT NpUHTep U3 CUCTEMBI.

Oa
Oa
Ja

(config-printer)

I (config)>

printer <id>

I (config)> no printer <id»

AprymeHT

Tvn

OnucaHue

id

Ctpoka

WaoeHTndukaTop npuHTepa.
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2.1.159 printer name

OnucaHue HasHaunTb NpuHTEPY NPOU3BOMBHOE UMSI.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-printer)>  name (name»
I (config-printer)> no name
AprymeHThI AprymeHT Tvn OnucaHue
name Ctpoka Mpown3sonbHOE NMA NpuHTepa.
Mpumep (config-printer)> name Canon
Name changed.
2.1.160 printer port
OnucaHue YcTaHoBUTb NOPT NPUHTEPA, ecnu Tin npuHTepa direct.
Mpedoumkec no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-printer)>  port (port,

AprymeHThI AprymeHT Tun Onucanue
port Llenoe uucno|MopT npuHTepa.

Mpumep (config-printer)> port 2012

Port changed.

2.1.161 printer type

OnucaHue YCcTaHOBUTb TUM NpUHTEpPA.
Mpecduke no Het
MeHsieT HacTpouku Oa

MHorokpaTHbii BBog  Hert

CuHoncuc I (config-printer)>

type [cifs | direct]
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

cifs KntoueBoe MpuHeTp noakntoveH yepes CIFS.
CrnoBo

direct KnoueBoe MpuHTEP NOAKNIOYEH HEMNOCPEOCTBEHHO K
CInoBo YCTPOWCTBY.

(config-printer)> type direct

Type changed.

2.1.162 service cifs

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Bkniountb CIFS-cepaep.
[a
[a

Het

I (config)> service cifs

I (config)> no service cifs

(config)> service cifs
CIFS server enabled.

2.1.163 service dhcp

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

Bkntounte DHCP-cepBep. Ecnu ans 3anycka cny»6bl He4OCTaTO4HO HAaCTPOeEK
(cm. ip dhcp pool), cnyx6a He Bynet oTBeyaTb No ceTu. Kak Tonbko HacTpoek
CTaHeT JOCTaTOYHO, Cny>x6a BKIMHOUYNTCA aBTOMaTUYECKU.

KomaHaa ¢ npedunkcom no ocTaHaBnMBaET CryXoy.

Ha
Ja

Het

I (config)>  service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.

2.1.164 service dhcp-relay

OnucaHue

BkntounTb petpaHcnaTop-DHCP. Ecniv gnst 3anycka cnyx0bl HEAOCTaTOYHO
HacTpoek (cM. ip dhep relay lan, ip dhcp relay server, ip dhcp relay wan),
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Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

cny>|<6a He 6y,EI,ET oTBevatb no cetu. Kak Tonbko HaCTpOEK CTaHEeT A0CTaTO4HO,
cny>K6a BKITIOYNTCA aBTOMaTUYECKN.

KomaHga ¢ npedmkComM no OCTaHaBIMBAET CryXOy.
Oa
Oa

Het

I (config)>  service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

2.1.165 service dns-proxy

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

Bkntounts DNS-npokeu cepsep. KomaHga ¢ npedurkcoM no octaHaBnmeaeT
cnyxoy.

[a
[a

Het

I (config)>  service dns-proxy

I (config)> no service dns-proxy

(config)> service dns-proxy
DNS proxy enabled.

2.1.166 service ftp

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

BkniounTtb FTP-cepBep ans obecnevyeHns nonb3oBaTenen OCTYyNoM K
nogkntoyeHHslM USB-HocuTenam, HacTpoeyHbIM hanam u arinam c
0BHOBNEHNsAMM MUKponporpammesl. KomaHaa ¢ npeukcom no ocTaHaBnmnesaeT
cnyxoy.

Ja
Ja

Het

I (config)>  service ftp

I (config)> no service ftp

(config)> service ftp
FTP server enabled.
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2.1.167 service http

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Bkntounts HT TP-cepBep, KOTOpbI NpeaocTaBnaeT nosb3oBaTtesito
Web-unHTepdenc gns HacTponkn yctponctaa. KomaHga ¢ npecumkcom no
OCTaHaBNMBAET CNyX0y.

Oa
[a
Hert
I (config)>  service http

I (config)> no service http

(config)> service http
HTTP server enabled.

2.1.168 service igmp-proxy

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

Bkntountb IGMP-npokeun. [Ansa paboTtbl cnyx6bl HE06X04MMO HanNM4yMe OLHOro
nHTepgenca upstream n xotst bl ogHoro uHTepdgenca downstream. Ecnm
ONs 3anycka cnyobl He4OCTaTOMHO HACTPOEK, OHa He byaeT paboTtaTk. Kak
TONbKO HAaCTPOEK CTaHET AOCTATOYHO, CNy0a BKIIOYNTCS aBTOMATUYECKMN.

KomaHga ¢ npedukcom no octaHaBnMBaeT cryxoy.
Oa
Oa

Het

I (config)>  service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy
IGMP proxy enabled.

2.1.169 service ntp-client

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA,

CuHoncuc

Bkntountb NTP-knneHT. KomaHnga ¢ npedmkcom no ocTaHaBnmnBaeT Criyxoy.
Oa

Oa

Het

I (config)>  service ntp-client

I (config)> no service ntp-client

102

Keenetic CnpaBoYHMK KOMaHA



Masa 2 OnucaHne KkomaHg,

Mpumep

(config)> service ntp-client
NTP client enabled.

2.1.170 service telnet

OnucaHue

Mpedukc no
MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,

CuHoncuc

Mpumep

Komanpa 3anycka cepepa telnet, KoTopbIi NpegocTaBnaAeT Nofb3oBaTesto
UHTepdeNnc KOMaHOHOW CTPOKN AN1s1 HACTPOWKK ycTponcTea. KomaHaa ¢
npedrKCOM NO OCTaHABMMBAET CNyOy.

Oa
[a

Het

I (config)>  service telnet

I (config)> no service telnet

(config)> service tel
Telnet server enabled.

2.1.171 service torrent

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BkntounTb BitTorrent-knneHT ans obecneyeHns nonb3oBatenen obLum
AocTynom K 6onbLunm darnam (dunbsmam, TB-Lwoy) nocpencTBOM NMUPUHIOBOIO
ceteBoro npotokona. KomaHga ¢ npednKcom no ocTaHaBnmBaeT Criyxoy.

Oa
[a

Het

I (config)>  service torrent

I (config)> no service torrent

(config)> service torrent
server enabled.

2.1.172 service upnp

OnucaHue

Mpedukc no

MeHsieT HacCTPOWKHM
MHorokpaTHbIW BBOA

CuHoncuc

BkntounTb cnyx6y UPnP. KomaHaa ¢ nperkcom no oCTaHaBNMBaET Cryxo0y.
Oa
[a

Het

I (config)>  service upnp
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2.1.173 show

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
BxoxaeHue B rpynny

CuHoncuc

I (config)> no service upnp

HocTtyn k rpynne komaHng Ansg npocmoTpa AnarHocTuyeckon uHdopmaumm o
cucteme. Bce komaHabl 9TOW rpynnbl HE U3MEHSIOT CUCTEMHbBIE HACTPONKM.

Het
Het
Het

(show)

I (config)>  show

2.1.174 show access

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

MokasaTb Nonb3oBaTenbCKMI JOCTYN K nanke Ha USB-ycTpolicTBe.
Het
Het

Het

I (show)> access «directory»

AprymeHT Tun OnucaHue

directory CTtpoka MyTb k nanke Ha USB-ycTponcTee.

(show)> access PENDRIVE:doc

user:
name: admin
assigned: write
effective: write
exists: yes
user:
name: test
assigned: read
effective: read
exists: yes

2.1.175 show associations

OnucaHue

Mpedukc no

MokaszaTb cnMcok 6ecnpoBoAHbIX CTAHLUMI, CBSI3aHHbIX C TOYKOM AoCTyna.
Ecnu BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO BECb CMMCOK 6eCcrnpoBoAHbIX
CTaHUM GyaeT BbiBeAeH Ha 3KpaH.

Het
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HAO

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Het
Het

Access Point

I (show)> associations [ <name> ]

AprymeHT Tvn OnucaHue

name Ctpoka HasBaHue Touku goctyna. Cnncok
OOCTYMHbIX ANsA BblOOpa Tovek goctyna
MOXHO YBUOETb BBEAS KOMaHAY
associations ?.

(show)> associations GuestWiFi

station:
mac: 10:0b:a9:2f:d7:d0
ap: 1
authenticated: 1
txrate: 54
station:
mac: a0:88:b4:40:9c:98
ap: 1
authenticated: 1
txrate: 54

2.1.176 show channels

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbl

Mpumep

lNokasaTb CIMCOK JOCTYMNHbIX KaHanoB Ha pagno-uHTepdence. JocTynHble
KaHanbl onpenensaiTcda 3HadeHnem country - code gns gaHHoOro uHTepdenica.

Het
Het
Het

Radio

I (show)>  channels cinterface,

AprymeHT Tun OnucaHue

interface Nms HasBaHue paguo-uHtepdeinca. Cnmcok
uHTepdpenca |JocTynHbIX Ans Beibopa
pagno-nHTepencoB MOXHO YBUOETb
BBeas komaHay channels ?.

(show)> channels WifiStation0

channels:
channel: 1
channel: 2
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channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:

O oo~NOoOU bW

10
11
12
13

Core::Configurator: done.

2.1.177 show cifs

OnucaHue Mokasatb ctatyc CIFS-cepeepa.
Mpecduke no Het
MeHsieT HacTpOMnKu Het

MHorokpaTHbii BBog  Hert

Cunoncuc I(shom0> cifs
Mpumep (show)> cifs
enabled: yes
master: no

automount: yes

permissive: yes

share:
mount: 9430B54530B52EDC:
label: 9430B54530B52EDC
description:
active: no

2.1.178 show clock date
OnucaHue lMokasaTb Tekyllee CUCTEMHOE BpeMS.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

CuHoncuc I(Sh0“0> clock date
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Mpumep (show)> clock date
date:
weekday: 4
day: 24
month: 5
year: 2012
hour: 23
min: 50
sec: 6
msec: 275
dst: inactive

tz:

locality: Moscow
stdoffset: 14400
dstoffset: -1

2.1.179 show clock timezone-list

OnucaHue lMokasaTb CNMCOK OCTYMHbIX YACOBbIX MOSICOB.
Mpecduke no Het
MeHsieT HacTpOMnKu Het
MHorokpaTHbii BBog  Hert
CuHoncue I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
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2.1.180 show dot1x

MokasaTtb cocTosiHue knuneHta 802.1x Ha nHTepdence. [1ns BO3MOXHOCTH
ynpaenenunsa coctosHmem knmeHTa 802.1x Ha nHTepderice gormkHa ObiTb
HacTpoeHa aBTopu3auus Npu nomoLym rpynnel komaHg interface
authentication

OnucaHue

Mpedoumke no

MeHsieT HacTPOMKHM
Tun nHtepdpenca
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Het

Het

Ethernet

Het

I (show)> dotlx|[interface]

AprymeHT Twn OnucaHue

interface Nms HasBaHue nHTepdeiica Ethernet. Cnuncok

WHTepderca |JocTynHbIX A Bbibopa uHTepdencos

MOXHO yBUAeTb BBeas komaHay dotix ?.

(config)> show dotlx ISP

dotlx:

id: SwitchO/VLAN2
state: CONNECTING

Core::Configurator: done.

2.1.181 show drivers

OnucaHue

Mpedukc no

MeHsieT HacTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

MokasaTb CNMCOK 3arpyXeHHbIX ApaiBepoB sapa.

Het
Het

Het

I (show)>

drivers

(show)> drivers

module:

name: rt2860v2 sta
size: 546736

used: 0
subs: -
module:

name: rt2860v2 ap
size: 554192

used: 2
subs: -
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module:
name:
size:
used:
subs:

module:
name:
size:
used:
subs:

module:
name:
size:
used:
subs:

2.1.182 show ftp

MokasaTb gomallHWe KaTanoru nonb3oBaTenei, uMmetoLLmx Ter ftp.

OnucaHue
Mpedukc no

MeHsieT HacTpOMnKu
MHorokpaTHbIi BBOA,

CuHoncuc

Mpumep

Het
Het

Het
I (show)>  ftp
(show)> ftp

enabled:
permissive:

yes
yes

user:
name:
root:
path:

user:
name:
root:
path:

rndis host
5024
0

dwc_otg
68416

lm

1344

1

dwc_otg, [permanent]

admin
ELY/
/tmp/mnt/E//

torrent

Core::Configurator: done.

2.1.183 show interface

MokasaTb faHHble ykazaHHOro uHTepderica. Ecnu BeinonHUTL KomaHay 6e3
aprymMeHTa, To BeCb CMNCOK CeTEBbIX MHTepencoB ByaeT BbiIBEAEH Ha 3KPaH.

OnucaHue

Mpedukc no

Het
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MeHsieT HacTpouku

Het

MHorokpaTtHbii BBog  Hert

Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

IP

I(shom0> interface name»

AprymeHT Tvn OnucaHue

name Ctpoka MonHoe nvsa nnu nceBgoHNM MHTepdenca,
WHopMaLmo 0 KOTOpoM TpebyeTcs
oTobpasnThb.

Mpumep 2.1. MpocMOTp COCTOSIHUA NOPTOB KOMMYyTaTopa

KomaHga show interface BbiBoguT pasnuyHyo nHOpMaLmio B 3aBUCUMOCTH
OT Tuna nHTepdenca. B yactHocTu, and kommyTtatopa Switch® oHa nomumo
0o6LLMX cBeAEeHUI NoKa3biBaeT TeKyLlee COCTOsIHME PU3NYECKMX NOPTOB,

CKOPOCTb W AynrekKc.

config)> show interface Switch®

index: 0
type: Switch
description:

state: up

link: up

port, index = 1:
link: up
speed: 106M

duplex: full

port, index = 2:

link: down
speed:
duplex:
port, index = 3:
link: down
speed:
duplex:
port, index = 4:
link: down
speed:
duplex:
port, index = 5:
link: up
speed: 106M

duplex: full

2.1.184 show interface mac

OnucaHue

Mpedukc no

MeHsieT HacTpourku

Oto6paxaet Tabnuuy MAC-agpecoB kommyTartopa.

Het

Het
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MHorokpaTHbii BBog  Hert
Tun nHtepdpenca Switch

Cunoncue I (show)>  interface (names mac

AprymeHTbI AprymeHT Tvn Onucanue
name Ctpoka lMonHoe nvs nnu ncesaoHUM MHTEpdenca,
MHopMaLno 0 KOTopom TpebyeTca
oTo6pasnThb.
Mpumep (show)> interface Switch® mac
Port MAC Aging
1 20:6a:8a:1a:58:€9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00: fc 7

2.1.185 show interface stat

OnucaHue lMokasaTb CTAaTUCTUKY NO UHTEpPeENCy.
Mpedukc no Het
MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncue I(shom0> interface (name) stat
AprymeHThI AprymeHT Tun OnucaHue
name CTtpoka MonHoe nva nHtTepdgenca nnm NCEBAOHNUM.
Mpumep (show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
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2.1.186 show interface wps pin

OnucaHue Mokasate WPS PIN Toukn goctyna.
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Tun nntepcpenca WiFi
Cunoncuc I (show)>  interface <name> wps pin
AprymeHTbI AprymeHT Tvn OnucaHue
name Ctpoka MonHoe nvs nHTepdgenca nnn NCEBOOHUM.
Mpumep (show)> interface AccessPoint wps pin

pin: 60180360

2.1.187 show interface wps status

OnucaHue MokasaTtb ctatyc WPS Touku goctyna.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

Tun nHtepcpenca WiFi
CuHoncuc I (show)>  interface <name; wps status
AprymeHThI AprymeHT Tun OnucaHue
name CTtpoka MonHoe nva nHtTepdenca nnm NCEBAOHNUM.
Mpumep (show)> interface AccessPoint wps status
wps:
configured:
status: active
direction: send

mode: pbc

left: 113
2.1.188 show ip arp
OnucaHue OtoGpaxaeT cogepxnmoe kewa ARP.

Mpedukc no Het
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Het

Het
I (show)>  iparp

(show)> ip arp

IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc  Home
10.10.30.34 20:88:b4:40:9c:98 GuestWiFi
192.168.75.203 7c:61:93:ee:88:67 Home
192.168.75.211 00:26:c7:4a:€0:16  Home
82.138.72.163 34:51:¢9:¢6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP

2.1.189 show ip dhcp bindings

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

MokaszaTb ctatyc DHCP-cepBepa. Ecnu BbINONHMTL KOMaHAy 6e3 apryMeHTa,
TO BEeCb CMMCOK BblAeneHHbIx IP ans Bcex nynos 6yaeT BbiBe4eH Ha 9KpaH.

Hert

Het

Het

I(show0> ip dhcp bindings [ (poo D> ]
AprymeHT Tun OnucaHue
pool Crtpoka Wwma nyna.

(show)> ip dhcp bindings _WEBADMIN

lease:

ip:

mac:
expires:
hostname:

lease:

ip:

mac:
expires:
hostname:

192.168.15.211

00:26:c7:4a:e0:16

289

lenovo

192.168.15.208

00:19:d2:48:d6:dc

258
evo
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2.1.190 show ip dhcp pool

OnucaHue MokasaTtb nHpopmaumo 06 onpegeneHHom nyne. Ecnu BbINONHWUTL KOMaHay
6e3 aprymeHTa, To nHcopmaumsi 060 Bcex nynax cuctemMbl Oyaert BbiBefeHa
Ha 3KpaH.

Mpedoumke no Het

MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuc I(shomo> ip dhcp pool [ <poo > ]
AprymeHTbI AprymeHT Tvn Onucanue

pool Ctpoka Nmsa nyna.
Mpumep (show)> ip dhcp pool 123

pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0

router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no
2.1.191 show ip name-server
OnucaHue OTo6pa3nTb cnucok Tekywmx agpecoB DNS-cepBepoB B nopsake yobiBaHMS
npvopwurera.
Mpedukec no Het
MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
CuHoncue I(shom0> ip name-server
Mpumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:

address: 82.132.76.130
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2.1.192 show ip nat

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

domain: zydata.ru

global: yes

MokasaTb Tabnuuy TpaHCNALUMKN CeTeBbIX apecoB.

2.1.193 show ip route

OnucaHue
Mpedukc no
MeHsieT HacTpOMKM

MHorokpaTHbIN BBOJ,

Het

Het

Het

I(show)> ip nat [tcp]

AprymeHT Tvn OnucaHune

tcp KntoueBoe  |Tonbko 3anuvcu ¢ Tunom TCP 6yayT

CnoBo BblBEAEHbl Ha 3KPaH.

(show)> ip nat

Type | In | Source Port Destination Port =

Packets

| Out |

udp 10.1.30.34 6482 111.221.77.159 460005 1
111.221.77.159 40005 82.138.7.164 6482 1

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1

tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16

tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0

udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

OTobpaxaeT TekyLlyto Tabnuuy MapLupyTusauum.

Het

Het

Het
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CuHoncuc

AprymeHTbl

Mpumep

(show)>

ip route [ sort (interface | gateway | destination)
(ascending | descending) ]

AprymeHT Tun OnucaHue

sort KntoueBoe  |3anucu Tabnuubl MapLipyTusauum npm
CnoBo BbIBOZE Ha 3KpaH OyayT ynopsgoyeHsl.

ascending KnioyeBoe |3anucu Tabnuubl MapLupytusaumm byayt
cnoBo ynopsiAo4eHbl N0 BO3pacTaHumio.

descending KnioueBoe  |3anucu Tabnuusl MapLipytusauum 6yayTt
CnoBo ynopsiiodeHbl N0 yObIBaHUIO.

interface KnoueBoe CopTtupoBka 3anvcew OygeTt ocyLlecTBneHa
CInoBo no UMeHn nHtepdenca.

gateway KrnitoueBoe CopTtupoBka 3anucen OygeT ocyLlecTBreHa
CnoBo no agpecy Lnto3a.

destination KnioyeBoe |CopTupoBka 3anuncen byoeT ocyLlecTerneHa
CnoBo no agpecy HasHa4eHwus.

(show)> ip route sort destination ascending

Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0

2.1.194 show ipv6 addresses

OnucaHue lMokasaTb cnncok Tekywux IPv6-agpecos.
Mpeduke no Het
MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(show)> ipv6 addresses
Mpumep (show)> ipvé addresses
address:
address: 2001:db8::1

interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
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valid-lifetime:
address:
address:
interface:
valid-lifetime:
address:
address:
interface:
valid-lifetime:

2.1.195 show ipv6 prefixes

infinite

fd3c:4268:1559:0:cebd:4eff:fedf:aab2
Home
infinite

fd01l:db8:43:0:ce5d:4eff:fedf:aab2
Home
infinite

OnucaHue NokasaTb cnncok Tekywux IPv6-npedukcos.
Mpecduke no Het
MeHsieT HacTpOWnKu Het
MHorokpaTHbii BBog  Hert
CuHoncue I(shom0> ipv6 prefixes
Mpumep (show)> ipv6 prefixes
prefix:
prefix: 2001:db8::/64
interface: ISP
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd3c:4268:1559::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd0l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite

2.1.196 show ipv6 routes

OnucaHue MokasaTb cnncok Tekywmux IPv6-mapLupyTos.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

CuHoncuc

I(shom0> ipv6 routes

MNpumep (show)> ipv6 routes

route :
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destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01l:db8:43::/64
gateway: ::
interface: Home

2.1.197 show last-change

OnucaHue
Mpedumkec no

MeHsieT HacTpOWnKu

[NokasaTb KTO U Korga BHOCUI M3MEHEHUS B HACTPOKMKK NocnegHui pas.
Het

Het

MHorokpaTHbii BBog  Hert

CuHoncuc

Mpumep

I(shom0> last-change

(show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT

agent: cli

2.1.198 show log

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ

CuHoncuc

Mpumep

MokasaTb coAepPXMMOE CUCTEMHOIO XXypHana (3anncu, KoTopble COXpaHUITUCh
B LMKNnyeckom bydepe), a Takke HOBbIE 3anvcy NO Mepe UX NOCTYMEHUS.
KomaHga pabotaeT B hOHOBOM pexumMe, TO eCTb 40 NPUHYAUTENBHOMN
OCTaHOBKM nonb3oBatenem no Haxatuio [Ctri]+[C].

Het
Het
Het

I(shom0> log

(show)> log

Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config »
file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1)

occurred MIC different in key handshaking.
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I [Jul 12 12:08:40] radvd[228]: attempting to reread config »
file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)
occurred MIC different in key handshaking.

I [Jul 12 12:08:41] radvd[228]: attempting to reread config »
file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1) had

deauthenticated.

2.1.199 show netftfilter

OnucaHue

Mpedukc no
MeHsieT HacTpOMnKu
MHorokpaTHbIi BBOA,

CuHoncuc

MokasaTb MHopmauuio o0 paboTe ceTeBoro skpaHa. Heobxogmumo ans
obecrneyeHunst yaaneHHoM Texnoaaepku

Het
Het

Het

I(shom0> netfilter

2.1.200 show ntp status

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

lNokasaTb cuctemMHble HacTponkn NTP .
Het
Het

Het
I(shom0> ntp status

(show)> ntp status

status:
elapsed: 168141
server: 2.pool.ntp.org
synchronized: yes

2.1.201 show printers

OnucaHue

Mpedukc no

MNokasaTb cnMcok NPUHTEPOB B CUCTEME.

Het
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Het

Het
I(shomo> printers

(show)> printers

printers:
printer: Canon MF8300C Series

2.1.202 show running-config

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

lMokasaTb TekyLMe HaCTPOMKN, KOTOPbIE COAEPXUT dhann
system:running-config, TOYHO TakK e, Kak 3TO AenaeT KomaHaa more.

Het
Het

Het
I(shom0> running-config

(show)> running-config
I $$$ Model: ZyXEL Keenetic
I $$$ Version: 2.0
I $$$ Agent:
I $$$ Last change: Fri, 13 Jul 2012 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set »
net.ipv4.netfilter.ip conntrack tcp timeout established 1200
set net.ipv4.netfilter.ip conntrack udp_ timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
clock timezone Moscow
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|
access-list WEBADMIN ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
|
isolate-private
dyndns profile ABCD
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dyndns profile WEBADMIN

type dyndns

interface Switch0

port 1
mode access
access vlan 3
|
port 2
mode access
access vlan 1

wrr
up

interface Bridge0

name Home

description "Home network"

inherit Switch0/VLAN1

include AccessPoint

security-level private

ip address 192.168.15.43 255.255.255.0

up

interface WiMax0

description Yota
security-level public
ip address auto

ip global 400

up

interface PPTPO

description "Office VPN"

peer crypton.zydata.ru

lcp echo 30 3

ipcp default-route

ipcp name-servers

ccp

security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe

ip tcp adjust-mss pmtu

connect via ISP

up

ip route 82.138.7.141 ISP auto
ip route 82.138.7.132 ISP auto
ip route 82.138.7.27 PPTPO auto
ip dhcp pool WEBADMIN

range 192.168.15.200 192.168.15.219
bind Home

ip dhcp pool WEBADMIN GUEST AP

range 10.1.30.33 10.1.30.52
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bind GuestWiFi
|

ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:

ip nat Home
ip nat GuestWiFi
ipv6 subnet Default
bind Home
number 0
mode slaac
|
ipv6 local-prefix default
no ppe
upnp lan Home
torrent
rpc-port 8090
peer-port 51413
|

user admin

1.1.1.
1.1.1.

1
2

password md5 2320924ba6e5clfec3957e587a21535b

tag cli
tag cifs
tag http
tag ftp
!
user test

password md5 baadfb946f5d516379cfd75e31e409d9

tag readonly
|
service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp
cifs

share 9430B54530B52EDC 9430B54530B52EDC:

automount
permissive

2.1.203 show self-test

OnucaHue

Mpedukc no
MeHsieT HacTpoOMnKu

MHorokpaTHbIli BBOA,

MokasaTb COBOKYMHYHO MHCPOPMALIMIO O CUCTEMHOWM akKTUBHOCTU. Heobxoamnmo

ans obecrneyvyeHns yaaneHHoW TexnoaaepxKu.

Het
Het

Het
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CuHoncuc I (show)> self-test

2.1.204 show site-survey

OnucaHue MokasaTb gocTynHble 6ecnpoBOgHbIE CETU.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbIi BBog  Hert

Tun nHTepcpenca Radio
Cunoncuce I (show)>  site-survey (name»
AprymeHThI AprymeHT Tun OnucaHue
name Crtpoka MonHoe nva nHtepdgenca nnm NCEBAOHNUM.
Cnimcok gocTynHbIX Ans Bbibopa
WHTEP(ENCOB MOXHO YBUAETE BBEAS
KomaHay site-survey ?.
Mpumep (show)> site-survey WifiStation0
ESSID MAC Ch Rate >
Q
ZyXEL Keenetic 00:23:f8:5b:d3:f5 11 300Mbit/s »
100
NDM Systems, Inc. 00:23:f8:5b:d3:f4 11 300Mbit/s »
100
NATS 40:4a:03:b4:5d:18 4 54Mbit/s »
34

2.1.205 show skydns profiles

OnucaHue BbiBecTu cnucok npocpunen SkyDNS.
Mpedoukec no Het
MeHsieT HacTpouKu Het

MHorokpaTHbI BBog  Hert

CuHoncuc I (show)>  skydns profiles

Mpumep (show)> skydns profiles
profile:
name: Main
token: 821766297

profile:
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name: Kids

token: 840106815

SkyDns::Client: Profile list is loaded.

2.1.206 show skydns userinfo

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

MHdopmaumsa nonb3oatens SkyDNS.
Het
Het

Het
I (show)>  skydns userinfo

(config)> skydns userinfo

plan:
name: Premium
code: PREMIUM

SkyDns::Client: SkyDNS info is loaded.

2.1.207 show system

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIli BBOA

CuHoncuc

Mpumep

[NokasaTb obLlee COCTOSAHNE CUCTEMBI.

OCHOBHbIe cBeeHUSA O COCTOSIHUU CUCTEMbI

® 3arpyska LeHTpanbHOro npoleccopa, B NpoLeHTax.
® VHdopmauna 0 3aHATON M UMEIOLLENCS B HAaNMYUM NamaTu, B

KunobanTax.

© VHdopmauusa 06 ucnonb3osaHuu anna nogkadku, B kunobantax.
® Bpewms paboTbl CUCTEMbI C MOMEHTA 3anycka, B CeKyHAax.

Het
Het

Het
I (show)>  system

(config)> show system

hostname: Undefined
domainname: WORKGROUP
cpuload: 0 ©

memory: 13984/28976 ©

swap: 0/0 ©
uptime: 153787 ©
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2.1.208 show tags

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

lNokasaTb 4OCTYMHbIE NOSIb30BaTENLCKNE METKM.

Het
Het

Het

I (show)>

tags

(show)> tags

tag:
tag:
tag:
tag:
tag:
tag:
tag:

2.1.209 show upnp redirect

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

cli
readonly
printers
cifs
http

ftp
torrent

Mokasate UPNnP npaBuna TpaHcnsauumn noptos. Ecnu BeINONHUTL KOMaHay
6e3 aprymeHTa, TO BECb CMIUCOK NpaBui TpaHcnsauum OyaeT BolBEAEH Ha 3KPaH.

Het
Het
Het
IP
I (show)>  upnp redirect [( (tcp | udp) cinterfaces (porty)| <index> ]
AprymeHT Tun OnucaHune
tcp KrnitoueBoe Mpaeuna TCP npoTokona 6yayT BbIBEAEHDI
CnoBo Ha 3KpaH.
udp KnitoueBoe Mpaeuna UDP npotokona 6ygyT
CnoBo BblBEAEHbl Ha 3KpaH.
interface Ctpoka [MpaBuna ¢ ykaszaHHbIM UMEHEM
uHTepderica byayT BbiBe4eHbl Ha 3KpaH.
port Llenoe uucno|lMNpaBuna c ykazaHHbIM NopTom OyayT
BbIBEAEHbI HA 3KPaH.
index Llenoe uncno|lMpasnno ¢ ykazaHHbIM NOPSAKOBbLIM

HOMepoM Oy[eT BbiBeAEHO Ha 3KpaH.

(show)> upnp redirect udp ISP 11175

entry:

index: 1
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interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
packets: 0
bytes: 0

2.1.210 show usb

OnucaHue MokasaTtb crnvcok USB-ycTponcTs.
Mpecduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc

I(shom0> ush

Mpumep (show)> ush

device:

name:
label:
subsystem:

device:

name:
label:
subsystem:

device:

name:
label:
subsystem:

device:

name:
label:
subsystem:

2.1.211 show version

12F6-312F:
PENDRIVE
storage

6912894d-56al1-4632-9521-dbdc8ab5c53d:
EXT3
storage

4FCC-A585:
FAT32
storage

226F114C088FC43D:
NTFS
storage

OnucaHue MokasaTb BEPCUIO MUKPOMPOrpaMmbi.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

CuHoncuc

I(shom0> version

Mpumep (show)> version

release: v2.00(BFW.3)B7
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date:

arch:
manufacturer:
vendor:
series:
model:
hw_revision:
device:
class:

2.1.212 skydns assign

OnucaHue
Mpedukc no Oa
MeHsieT HacTpOWnKu Oa

MHorokpaTtHbii BBog [a

20 Jun 2012

mips

ZyXEL Communications Corp.
ZyXEL

Keenetic series

Keenetic

A

Keenetic

Internet Center

HasHaunTb TokeH gnsa xocta (MAC-agpeca).

CuHoncue I(conﬁg)> skydns assign ( (mac» (tokens | ctoken»)
I(conﬁg)> no skydns assign [ tnac ]
AprymeHTbI AprymeHT Tun OnucaHue
mac MAC-agpec |MAC-agpec, KOTOPOMY Ha3Ha4YaEeTCHA TOKEH.
token Llenoe uucno | oeHTudnkaLMoHHbIn HoMep Ans
dunsTpyoLLero npoduns.

2.1.213 skydns enable

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Bkntountb cryx6y SkyDNS.
Oa
Ja

Het

I(conﬁg)> skydns enable

I(conﬁg)> no skydns enable

(config)> skydns enable
SkyDns::Client: SkyDNS is enabled.

2.1.214 skydns login

OnucaHue

Mpedukc no

HasHaunTb norvH ansa ydetHom 3anucu SkyDNS. TNpeduke no copacbiBaet
BCE HACTPOWKM y4ETHOM 3anucu.

Oa
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MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config)>  skydns login (logins [ (passworad ]
I (config)> no skydns login
AprymeHThI AprymeHT Tun OnucaHue
login CTtpoka JlorvH yyeTtHom 3anncu SkyDNS.
password Ctpoka Maponb y4yeTHoM 3anucn SkyDNS.
Mpumep (config)> skydns login test_user 1234

2.1.215 skydns password

OnucaHue HasHaunTb naponb Ang yyetHow 3anucu SkyDNS.
Mpedouke no Oa
MeHsieT HacTpouKu Oa

MHorokpaTHbI BBog  Hert

Cunoncue I (config)>  skydns password (password»

I (config)> no skydns password
AprymeHThI AprymeHT Tvn OnucaHue

password Crtpoka Maponb y4yeTHom 3anucn SkyDns.
Mpumep (config)> skydns password 7654

2.1.216 system

OnucaHue HocTyn k rpynne koMang 4ns HacTPOWKK rnobanbHbIX NapameTpoB.
Mpeduke no Het
MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert
BxoxaeHune B rpynny  (system)

Cunoncuce I (config)> system

2.1.217 system clock date

Onucanue YcTaHOBUTb CUCTEMHbIE AaTy U BpeMS.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Het

[a

Het

I (system)> clock date (date-and-time)

AprymeHT

Tun

OnucaHue

date-and-time

Ctpoka

Tekywue parta n Bpems B popmate DD MM

YYYY HH:MM:SS.

(system)> clock date 18 07 2012 09:52:33
System date and time has been changed.

2.1.218 system clock timezone

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

YcTaHOoBUTbL YacoBon nosic cuctembl. KomaHaa ¢ npedunkcom no
yCTaHaBnMBAET YacoBoOW Nosic No ymonyanuo (GMT).

Ja
Oa

Het

I (system)>  clock timezone (locality,

I (system)> no clock timezone <locality,

AprymeHT

Tun

OnucaHue

locality

Ctpoka

HassaHue ropoga, o6o3HavatroLero
yacoBoW Nnosc.

(system)> clock timezone Dublin
the system timezone is set to "Dublin".

2.1.219 system config-save

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

CoxpaHnTb CUCTEMHbIE HACTPOWIKN.

Het

Ha

Het

I (system)>  config-save

(system)> config-save
Saving configuration.
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2.1.220 system domainname

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

IMpuceouTb cucteme gomeHHoe umsa. KomaHga ¢ npedmkcom no yganser
OOMEHHOE MMS.

Oa
Oa
Het
I (system)>  domainname <domain»

I (system)> no domainname

AprymeHT Tvn OnucaHue

domain CTtpoka [lomeHHoe nms.

(system)> domainname zydata
Domainname saved.

2.1.221 system hostname

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTL CUCTEMHOE UM XocTa. KomaHaa ¢ I'IperI/IKCOM Nno yCTaHaBnmBaeT
3Ha4yeHune no ymosn4yaHui, 3aBucqdllee OT Ha3BaHUAa MoOesnn.

MMs xocTa ncnonb3yeTcs Anst uoeHTUgMKaLmMm yana B ceTn. ITo Heobxoanmo
ans obecneyeHns paboTbl HEKOTOPbIX BCTPOEHHbIX Cryx0, Takmnx kak CIFS.

Oa
Oa
Het
I (system)>  hostname chostname»

I (system)> no hostname

AprymeHT Tun OnucaHue

hostname Ctpoka Nms xocTa cuctemsl.

(system)> hostname zyxel
Hostname saved.

2.1.222 system mount

OnucaHue

Mpedukc no

Moakntounte USB-ycTponcteo. KomaHaa ¢ npedukcomM no oTkoyaeT
YyCTPONCTBO. [Ans oToOparkeHNst NOAKINIOYEHHbIX YCTPOWCTB NCMONb3YynTe
komaHay show usb.

Da
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Het

Het

I (system)>  mount (filesystem

I (system)> no mount (filesystem

AprymeHT Tun OnucaHue

filesystem CTtpoka HasaHune caiinoBon cuctemnl ons
NOAKITHOYEHNS/OTKITHOHEHWSI.

(system)> mount 9430B54530B52EDC:
Filesystem mounted

2.1.223 system reboot

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

BbinonHuTb nepesarpysky cuctembl. Ecnu ykasaH napametp, nepesarpyska
BbIMONTHNTCA 3aniaHnpoBaHO Yepes 3a,EI,aHHbII7I MHTEepBal B CeKyHOax. KomaH,ua
C NpedMKCOM nO OTMEHSIET 3anfaHMPOBaHHYI0 nepesarpysky. Vicnonb3osaHve
KOMaHZAbl Mpu yXe YCTaHOBIEHHOM TaiMepe 3aMeHSIET CTapoe 3Ha4YeHne
TanmMepa HOBbIM.

Mcnonb3oBaHue 3aI'IﬂaHVIpOBaHHOIZ nepes3arpys3kum y,EI,O6HO B TOM Cliy4ae,
Korga oCyLwecCTBrAeTCA yaaneHHoe ynpasrneHue yCTpOVICTBOM, n
nonb3oBaTesto Hen3BeCTeEH Sd)(beKT OT NPUMEHEHUA Kakunx-nmbo komang. N3
onaceHunA NoTepATb KOHTPOJ1b Ha yCTpOIZCTBOM nonb3oBaTeslb MOXET
BKITIOUUTbL 3aniiaHMpOBaHHYKO Nnepesarpy3ky, Kotopad cpa60TaeT yepes
3aaHHbIN MHTEpBal BpeMEHMN. Cuctema BEPHETCA B NepBoHa4alibHOE
COCTOAHME, B KOTOPOM OHa CHOBa 6yp,eT OOCTyrnHa no ceTu.

Ja
Het

Het

I (system)>  reboot[interval ]

I (system)> no reboot

AprymeHT Tun OnucaHue

interval Llenoe uucno |VIHTepBan, Yepes3 KOTOpbIi BbIMNOMHUTCA
3annaHnpoBaHHas nepesarpyska. Ecnv He
yKasaH, nepesarpyska BbINOMHUTCS
HemMe[IeHHO.

(system)> reboot 20
Rebooting in 20 seconds.
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2.1.224 system set

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTb 3Ha4YE€HUE yKa3aHHOIO CUCTEMHOIO NapameTpa N COXpaHuTb
N3MeHeHNs B TEKYLLMX HacTporkax. Komanga ¢ npedukcom no BosspaLlaeT
napameTpy 3Ha4eHne, KOTopoe BbINo YCTAHOBIIEHO MO YMOMNYaHmWio, 40 NEPBOrO
N3MEHEHMUS.

Oa
[a
[a

I (system)>  set cname> <value>

I (system)> no set <name>

AprymeHT Tun OnucaHue
name Ctpoka NaeHTudmnkaTop cuctemHoro napameTpa
value Crpoka HoBoe 3Ha4eHne cuctemHoro napameTpa

(config)> system
(system)> set net.ipv4.ip_forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set »
net.ipv4.netfilter.ip conntrack tcp timeout established 1200
set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
!

(config)>

2.1.225 system swap

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbI BBOA

Ykasatb thann nogkadkn. Ecnu cann He HavaeH, KOMaHga NbiTaeTcs ero
cosaatb.

KomaHga ¢ npedumkcom no yganset dpann nogkadku.
Oa
Oa

Het
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CuHoncuc

AprymeHThl

Mpumep

2.1.226 tools

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

I (system)>  swap area) <sizes

I (system)> no swap

AprymeHT Tvn OnucaHune
area Crtpoka MyTb K dparny nogkayku.
size Llenoe uncno |Pasmep carna nogkadkm, B knnobamrtax.

(system)> swap 9430B54530B52EDC: swaparea 200
swap is being initialized in background.
enabled swap area 9430B54530B52EDC:swaparea.

HocTtyn k rpynne koMang Ans TeCTUPOBaHUSA CUCTEMHOW Cpeabl.
Het
Het
Het

(tools)

I (config)>  tools

2.1.227 tools arping

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

[encTtBne koMaHAbl aHaNorM4yHo Komange tools ping, HO B OTNMYME OT HEé
paboTtaeTt Ha BTopoM ypoBHe mogenu OSI u ncnonbsyet npotokon ARP.

Het
Het

Het

(tools)>  arping <address> source-interface (source-interface |
count <count> ] [wait-time wait-time; ]

AprymeHT Tun OnucaHue
address IP-agpec Onpawwusaembin IP-agpec.
source-interface|Knto4eBoe KroueBoe crnoBo, Nocre KOTOporo
CnoBo yKa3sblBaeTCa UMS MHTepgenca-ucTouHnKa
3anpocos.
source-interface|ms Nms nHTepenca-mcTouHmnka 3anpocos.
uHTepdenca
count KnioyeBoe |KntoyeBoe cnoBo, NOCne KOTOpOro
CnoBo yKa3bIBaeTCH KONMYeCTBO 3anpoCcoB.

Keenetic CnpaBoYHUK kKOMaHA 1 33




asa 2 OnucaHne KomaHg,

Example

AprymeHT Tun OnucaHue

count Llenoe uncno |Konnyectso 3anpocoBs. Ecnu He ykazaHo,
KoMmaHga byaet paboTtaTtb 40 NpepblBaHWSA
nonb3oBarenem.

wait-time KnoueBoe KrtoueBoe crnoBo, NOCe KOTOPoro

CrnoBo yKa3blBaeTCsi MakCMMarnbHOe Bpemsi

OXMAaHusa oTBeTa.

wait-time Llenoe uucno|MakcumansHoe Bpems OxugaHus oTBeTa,
yKasblBaeTCs B MUNNNCEKYHAAX.

(tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000

Starting the ARP ping to "192.168.15.51"...

ARPING 192.168.15.51 from 192.168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.

Process terminated.

2.1.228 tools ping

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

OTtnpaBuTb 3anpockl Echo-Request npotokona ICMP ykasaHHOMy y3ny ceTu
1 3adoukcmpoBaTb nocTynarowue oteeTbl Echo-Reply. Bpemsa mexay otnpaskomn
3anpoca v nonyyenvem oteeta Round Trip Time (RTT) no3sonsieT onpenenstb
ABYCTOPOHHME 3a[epXXKun N0 MapLUpPyTy M YacTOTy NOTEepM NakeToB, TO eCTb
KOCBEHHO onpeaensiTe 3arpy>KeHHOCTb Ha KaHanax nepegayv AaHHbIX 1
NMPOMEXYTOYHbIX YCTPOWCTBAX.

MonHoe otcyTtcTBre ICMP-0TBETOB MOXET Takke 03Ha4yaTh, YTO YAANEHHbIN
y3ern (Mnun Kakor-nmbo 13 NPOMEXYTOUHbIX MapLLPYTM3aTOPOB) OrokupyeT
ICMP Echo-Reply unu urHopmpyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping chost [ count ccount» ][ size (packetsize» ]

AprymeHT Tvn OnucaHune
host Ctpoka HomeHHoe nvsa nnu IP-agpec xocTa.
count KntoueBoe KritoueBoe croBo, nocne KOToporo
CIoBO ykasblBaeTcs Konm4ecTtBo 3anpocos ICMP
Echo.
count Llenoe uncno |Konu4yectso 3anpocos ICMP Echo. Ecnn

He yka3aHo, komaHaa b6yget paboTatb oo
npepbiBaHNs Nonb3oBaTeNeM.

size KnioueBoe KnioyeBoe cnoso, Nocne KoToporo
CnoBso yKasblBaeTcs pasmep nons gaHHbix ICMP

Echo-Request.
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Mpumep

AprymeHT Tun OnucaHue

packetsize Llenoe uncno |Paamep nonsa gaHHbix ICMP Echo-Request
B 6antax. o ymonyaHuto — 56, 4to
BMecTe ¢ 8-6aiTOBbLIM 3arofioBKOM 3adaeT
pasmep ICMP-naketa — 64 Gawnrta.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1l, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

2.1.229 tools ping6

OnucaHue

Mpedukc no
MeHsieT HacTpoWKu
MHorokpaTHbI BBO

CuHoncuc

AprymeHThI

OtnpaeuTb 3anpockl Echo-Request npotokona ICMPV6 ykazaHHOMy yany
ceTu 1 3acmkenpoBathb noctynatoLwmne oreeTbl Echo-Reply. Bpems mexay
oTnpaBkon 3anpoca u nonyyeHnem oreeta Round Trip Time (RTT) no3sonser
onpefensTb ABYCTOPOHHME 3a4epPXKKU MO MapLUPYTy U YacToTy notepu
nakeToB, TO €CTb KOCBEHHO OMPEAENsTh 3arpy>KeHHOCTb Ha KaHanax nepegadv
OaHHbIX Y NPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcyTcTBME ICMPV6-0TBETOB MOXET TakKe 03Ha4aTb, YTO yAanNEHHbIN
y3en (UnNu Kakon-nmbo 13 NPOMEXYTOYHbLIX MapLLPyTU3aToOpOB) BNOKMpyeT
ICMP Echo-Reply unu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping6 chost> [ count «count» ][ size (packetsize) ]

AprymeHT Tun OnucaHue
host Ctpoka [omeHHoe nva nnn IPv6-agpec xocTa.
count KnioueBoe KnioueBoe cnoso, Nocne KoToporo
CNnoBo yKa3blBaeTCS KONMMYECTBO 3anpocoB
ICMPv6 Echo.
count Llenoe uucno |Konnuectso 3anpocos ICMPv6 Echo. Ecnn

He yKa3aHO, KOMaHaa 6y/:|,eT p860TaTb 0o
npepbiBaHUA Nornb3oBartenem.

size KntoueBoe KnoueBoe crnoBo, Nocrne KoToporo
CIioBO yKasbIlBaeTCs pa3mep Nonsi JaHHbIX
ICMPv6 Echo-Request.
packetsize Llenoe uncno |Pasmep nons gaHHbix ICMPV6E

Echo-Request B 6ariTax. Mo ymonyaHuio —
56, 4YTO BMecTe ¢ 8-6aNTOBbLIM 3arofiloBKOM
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AprymeHT Tun OnucaHue
3apgaet pasmep ICMPv6-naketa — 64
bavita.
Mpumep (tools)> ping6 fd4b:f12b:5d59:0:1108:4407:b772:20cd count 3 »

size 100

Sending ICMPv6 ECHO request to »
fd4b:f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) : icmp reg=1l, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) : icmp reg=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

2.1.230 torrent

OnucaHue HocTyn Kk rpynne KomaHg, 4nst HacTponkn napametpos BitTorrent.
Mpedukc no Het

MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert
BxoxaeHue B rpynny (config-torrent)

Cunoncue I (config)>  torrent

2.1.231 torrent directory

OnucaHue YKasatb nanky ans sarpyxaembix arnnos. Ecnv nanka He HangeHa, komaHaa
nblTaeTcsa ee co3aaTtb.

KomaHga ¢ npedukcom no yoanset HaCTPONKY.
Mpedukc no Oa
MeHsieT HacTpouKu [a
MHorokpaTHbI BBog  Hert

Cunoncuc I (config-torrent)>  directory «directory»
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AprymeHTbI

Mpumep

I (config-torrent)> no directory

AprymeHT Tun OnucaHue

directory Ctpoka MyTb K Nanke ¢ ykasaHnem parinoson
cuctembl. Pannosble CUCTEMBI - temp:,
system:, flash:, sys:, proc:, ush:.

(config-torrent)> directory TEST_FAT:transmission
Core::Configurator: done.

2.1.232 torrent peer-port

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

YKkasaTtb NopT ANs yaaneHHoro yana. 3HadeHue no ymonyaHuio - 51413,
Het

[a

Het

I (config-torrent)>  peer-port port>

AprymeHT Tvn OnucaHune

port Llenoe uucno|Bxogawmn TCP nopT NnpocnyLnMBaHUS.
3HaveHne AomKHO OblTb B NPOMEXYTKE
(1024;65535).

(config-torrent)> peer-port 1122
Core::Configurator: done.

2.1.233 torrent rpc-port

OnucaHue

Mpedukc no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

HasHauntb RPC nopt. 3Ha4yeHne no ymon4yaHuio - 8090.
Het

Ja

Het

I (config-torrent)> rpc-port ports [public]

AprymeHT Tun OnucaHue
port Llenoe uucno|Webadmin listen port. 3HaueHvne gonmxHO
ObITb B NnpomexyTke (1024;65535).
public KnoueBoe Hoctyn k ynpasneHuto BitTorrent-knneHTom
CInoBo nocpeacTBoM NyoGNnYHbIX MHTEPKENCOB.
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Mpumep (config-torrent)> rpc-port 1133
Core::Configurator: done.

2.1.234 upnp forward

OnucaHue [o6asnTtb UPnP nepeHanpaensaowee npasuno. KomaHaa ¢ npedukcoMm no
yoansieT npaBuo U3 cnmcka.

Mpedoumkec no Ha
MeHsieT HacTpoMnKu Ha
MHorokpaTHbii BBog [a
Tun uHTepdeinca P

Cunoncuc I (config)>  upnp forward (tcp | udp)[ interface]address> (port,

I (config)> no upnp forward [ <index | ((tcp | udp) <address» (port>)]

AprymeHThI AprymeHT Tun OnucaHue
tcp KntoueBoe  |[oGaBuTb/yganuTb NpaBumo ans
CNnoBo npomokona TCP .
udp KnioyeBoe [ob6aBuTb/yganute Nnpasumio ans
CIioBO npomokorna UDP .
interface Ctpoka Bynet nobasneHo npasuno ans

yKasaHHOro nHTepdelrica.

address IP-agpec Bynet nobasneHo/yganeHo npasumio s
ykasaHHoro |IP-agpeca.

port Llenoe uncno |byget nobaeneHo/yaaneHo npaBuso ans
yKa3aHHOro rnopra.

index Llenoe uucno|byget yganeHo npasuno ¢ ykazaHHbIM
nopsiaKOBbLIM HOMEPOM.

2.1.235 upnp lan

OnucaHue YkasaTtb LAN-nHTepderic Ha koTopom 3anyLieHa cryxba UPnP.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun nntepcpenca IP

Cunoncuc I (config)>  upnp lan <interface»

I (config)> no upnp lan
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AprymeHTbI

Mpumep

AprymeHT

Tun

OnucaHue

Interface

CTtpoka

MonHoe nvsa nHtTepdgenca nnm NCEBAOHNUM.
Cnimcok gocTynHbIX Ans Bbibopa
WHTEP(ENCOB MOXHO YBUAETL BBEAS
KomaHay upnp lan ?.

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

2.1.236 upnp redirect

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIli BBOA

Tun nHTepcpenca

CuHoncuc

AprymeHTbI

[o6aBnTb npasuno TpaHcnauum UPnP nopta. KomaHga ¢ npedukcoMm no
yoansieT npaBuno U3 cnucka. Ecnuv BeinonHnTe kOMaHay 6e3 aprymeHTa, To
BECb CMMCOK Npaswn OygeT o4YmnLLEH.

Oa
[a
[a
IP

(config)>
[to-port]

1l

upnp redirect (tcp|udp)interfacesportto-address,

(config)> no upnp redirect[and forward |[(«index>|((tcp|udp)ports)

AprymeHT Tun OnucaHue
tcp KnioyeBoe |[dobaBuTb/yganuTb NnpaBuno ans
CIioBO npotokona TCP.
udp KntoueBoe HobaBuTb/yganuTb Npasuno ans
CInoBo npotokona UDP.
interface CTtpoka Bbynet nobaeneHo npaBuso ans
yKasaHHOro uHTepdenca.
port Llenoe uucno|bynet gobasneHo/yganeHo npasuno ang
yKasaHHOro nopta.
to-address IP-agpec Bynet nobasneHo/yganeHo npasumio s
yKa3aHHOro agpeca HasHavyeHusl.
to-port Llenoe uucno|bynet gobaeneHo/yganeHo npasuno ang

YKa3aHHOro noprta HadHa4yeHus.

and forward

KntoueBoe
CrnoBO

Cnuckn npaBun NEPECHINKA 1
nepeHanpasneHus 6yayT yaaneHsoi.

index

Llenoe uncno

Eyﬂ,eT yoaneHo npaeBuino C ykasaHHbIM
nopAagKkoBbiIM HOMEPOM.
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2.1.237 user

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpeHue B rpynny

CuHoncuc

AprymeHTbl

[ocTtyn Kk rpynne KomaHa ons HACTPOWKM NapamMeTpoB YY4ETHOM 3anncu
nonb3oBaTens. Ecnu yyeTHasa 3annce He HangeHa, KOMaHaa NblTaeTcs ee
co3gartb.

KomaHga ¢ npedMkcom no yaansier y4eTHyo 3anuch.

MpumevaHwue: YyeTHas 3annchb ¢ 3ape3epBUPOBaHHbIM UMeHeM admin
He MoxeT ObITb yaaneHa. Kpome Toro, y nonb3oBarens
admin Henb3sa yaanuTb NpaBo AOCTYNa K KOMaHOHOW
CTpOKe.

Ja
Oa
[a

(config-user)

I (config)>  user (name»

I (config)> no user (name>

AprymeHT Tvn OnucaHune

name Ctpoka Mma nonb3osarens.

2.1.238 user password

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Ykasatb napornb nonb3osatens. [aponb xpaHutcs B suge MD5-xewwa,
BbIYMCIIEHHOIO U3 CTPOKU «NOJSIb30BaTENb : Ndm: Naposiby.

KomaHaa npuHMMaeT apryMeHT B BUAE OTKPbITON CTPOKM UMK 3HAYEHUs!
xeLw-pyHKUMM. CoxpaHeHHbI Naposib UCNonb3yeTcs Ans ayTeHTUdMKaLum
norb3oBaTens.

KomaHga ¢ npedukcom no cbpacbiBaeT 3Ha4eHne napons Takum obpasom,
YTO MOnb30BaTeNb TEPSET 4OCTYN K YCTPOUCTBRY. [nst nonb3oBaTtensa admin
npedukc no copacbiBaeT 3Ha4eHVe Naponsi Ha 3aBOACKME HAaCTPONkn — 1234,

Oa

Oa

Het

I (config-user)>  password ( md5 chash» | (password> )

I (config-user)> no password

AprymeHT Tun OnucaHue
md5 KntoueBoe KntoueBoe crnoBo, Nocne KoToporo
CIoBO yKa3blBaeTCs 3Ha4YeHMe XaL-hyHKLUN.
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AprymeHT Tun OnucaHue

hash Ctpoka 3HadeHne MD5-xewwa.

password Ctpoka 3HaveHune naporns B OTKPbLITOM BUAE, U3
KOTOPOro aBToOMaTUYEeCKN BblYUCMSETCS
3HayeHue xeLua.

Mpumep (config-user)> password 1111
event, class = Event::User, raise time = »
690.903618:

action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »

6b749d1384a736c29e48e0be225876e3

password, type = nt: »

€84d037613721532e6b6d84d215854b6

(config-user)>

tag: cli
tag: http

password set has been changed for user "test".

2.1.239 user tag

OnucaHue [Mp1CBOUTL YYETHOW 3anmcy cneynanbHyo METKY, Hanu4mMe KOTOpon
NpPOBEPSIETCA B MOMEHT aBTOPM3aLIMKN NOMb30BaTENS U BbIMONIHEHUN UM JTHOObIX
OencTBui B cucteme. Habop JonyCTUMbIX 3HaYEHUIN METKU 3aBUCUT OT
byHKLMOHamNbHBIX BO3MOXHOCTEN CUCTEMBI. [MOMNHBIN CNMCOK NPUBELEH B

Tabnuue Huxe.

OpnHoW y4eTHOM 3anncy MOXKHO Ha3Ha4YMTb HECKOMbKO PasHbIX METOK, BBOAS
KOMaHAy MHorokpaTHo. Kaxkayto MeTKy MOXXHO paccmaTpuBaTh Kak
npeaocTaBrieHne U orpaHUYeHne onpeaerieHHbIX npas.

Beog komaHabl ¢ I'Ipeq.)I/IKCOM no yaanaet 3agaHHY METKY.

Tabnuua 2.1. Cnucok MeToK nNpaB gocTyna

MeTtka

OnucaHue

cli

[ocTtyn K uHTEepdency KomaHaHOM CTPOKM.

http

Hoctyn k Web-untepdency.

ftp

MogkntodeHune k BcTpoeHHomy FTP-cepBepy.

cifs

MopgkntoyeHme k cnyxbe darnos u npuHTepos Windows.

torrent

Bxopg B HTepderic ynpaBneHus KNmeHTomM
dannoobmeHHbIx ceten BitTorrent.

readonly

3anpeT BbIlMOJIHEHNE KOMaHd, MEHAKOLLNX HaCTpOVIKM.

MNpumevaHwue:

Mpedoumkc no Oa

YyeTHOM 3anucy admin HeMb3a NocTaBUTbL METKY readonly

W yaanutb MeTky cli.
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asa 2 OnucaHne KomaHg,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Ja
[a

I(conﬁg-use0>

tag (tag»

I(conﬁg-use0> no tag (tag»

AprymeHT

Tun

OnucaHue

tag

MeTka

MeTka, Hanm4mne KoTopow HeobxoamMmo Ans
BbIMNOSHEHNS NONb30BaTENEM
onpeaeneHHbIX 4eNCTBUN.

(config-user)> tag http
user "test" tagged with "http".

(config-user)>

567.225033:

event,

action:
name:
realm:
password,

class = Event::User, raise time = »

changed

test

ZyXEL Keenetic 4G
type = md5: »

6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6

tag: cli

tag: http

2.1.240 yandexdns

OnucaHue
Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
BxoxaeHue B rpynny

CuHoncuc

2.1.241 yandexdns assign

OnucaHue

Mpedukc no

MeHsieT HacTpourku

| (config)>

Het
Het
Het

(yandexdns)

yandexdns

[ocTyn B rpynny koMaHa ansa HacTtpoviku npocdunen Yandex.DNS.

HasHaunTb TMnbl 4nsa xoctos. o YMOJTHaHUIO A5nA BCeX XOCTOB UCMNOJb3yeTCA

MHorokpaTtHbii BBog [a

Tmn safe. Tun default moxeT BbiTb HA3HAYEH TONBKO OJHOMY XOCTY.
Oa
Oa
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Cunoncuc I (yandexdns)>  assign [ host» ] (default | safe | family)
I (yandexdns)> no assign [ <host> ]
AprymeHTbI AprymeHT Tun Onucanue
host MAC-agpec |XOCT, K KOTOPOMY NMPUMEHHAETCH TUN
dunstpaumn. Ecnun He ykasaH, Tvn
NPUMEHSIETCH KO BCEM XOCTaM.
default KnioyeBoe |®unbTpaumsa He UCMONb3YETCS.
CnoBso
safe KnioyeBoe  |3awumTa OT BPEAOHOCHbLIX U
CnoBo MOLLEHHNYECKUX CaNTOB.
family KnoueBoe [ocTyn 3akpbIT K Bpe4OHOCHbBIM U
CrnoBso MOLLEHHNYECKUM CarTaM, a TaKkke K
pecypcam Ansi B3pOCHbIX.

2.1.242 yandexdns enable

OnucaHue 3anyctutb cnyx0y Yandex.DNS.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog  Hert

CuHoncuc I (yandexdns)>  enable
I (yandexdns)> no enable
Mpumep (yandexdns)> enable

YandexDns: :Client: Yandex DNS is enabled.
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Moccapuin

Access Control List

Address Resolution Protocol

Challenge-Handshake
Authentication Protocol

Command Line Interface

Common Internet File System

moccapum

CMMCOK KOHTPOIS OOCTYra, KOTOPbI ONpeaensieT, KTo UIN YTO MOXET
nornyyaTb AOCTYM K KOHKPETHOMY OObEKTY, U Kakue MMEHHO onepauum
paspeLLEeHO UK 3anpeLLeHo aTOMY CyGbeKTy NpoBoANTb Hal OOBLEKTOM.
B ceTtsix ACL npeacTaBnsieT cnncok npasusl, onpeaensowmx nopTbl
CNy>6 UN1 UMeHa JOMEHOB, AOCTYMHbIX Ha y3re unv apyrom
ycTpoiicTBe TpeTbero ypoBHs OSI, kaxablii CO CNCKOM Y3r0B u/vnm
ceTel, KOTopbIM pa3peLleH gocTyn k cepsucy. CeteBble ACL moryT
ObITb HACTPOEHBI Kak Ha 0ObIYHOM cepBepe, Tak U Ha MapLupyTh3aTope
M MOTYT YNPaBMsATb Kak BXOOSLLMM, TaK U UCXOASALLMM TpaduKoMm, B
KayecTBe MeXCETEeBOro aKpaHa.

NPOTOKON onpeaeneH1s agpeca, NPOTOKON KaHanbHOrO YPOBHS,
npeaHasHa4veHHbl ans onpegenexds MAC-agpeca no n3BecTHoMy
IP-agpecy. HambonbLuee pacnpocTpaHeHne STOT MPOTOKOI NOMyYnn
bnarogaps noBcemMecTHoCTH ceTen IP, nocTpoeHHbIx noBepx Ethernet,
nockonbky npaktnyecku B 100 % crniyqyaes npy TakoM coveTaHum
ncnonb3yetcsa ARP. NMpeobpasoBaHne agpecoB BhINOSHSAETCSA NyTEM
nomcka B Tabnuue, Tak HasbiBaeMmon ARP-tabnuue. OHa cogepxuT
CTPOKM AN Kaxgoro yana cetu. B gByx ctonbuax cogepxarcs IP- n
Ethernet-agpeca. Ecnu Tpebyetcsi npeobpasosath IP-agpec B
Ethernet-agpec, To nweTcs 3anuck ¢ cooTBETCTBYOWMUM IP-agpecom.

LLUMPOKO pacnpoCTPaHEHHbIN anropuTM NPOBEPKN NOAMUHHOCTMH,
npegycMmaTpuBaloLLnin nepefavy He camoro napons nonb3oBaTtens, a
KOCBEHHbIX cBeaeHun o0 HEM. pu ncnonb3osaHum CHAP cepeep
yaanéHHoro AocTyna oTnpaBnsieT KNMeHTY CTPOKY 3anpoca. Ha ocHose
3TOWN CTPOKM U NApOrs NoNb30BaTeNs KNMMEHT BbluncnsaeT xeww-kogq MD5
n nepenaét ero cepsepy. CepBep, KOTOPOMY AOCTYNEH Naposb
nonb3oBaTens, BbIMOMHAET Te Xe caMble BbIYUCNIEHNSA U CpaBHUBAET
pes3yneraTt C Xel-KoAoM, NOoMyYeHHbIM OT KnneHTa. B cnyyae
COBMafeHns YY4ETHbIE JaHHbIE KNWeHTa yaanéHHoro 4OCTyna CYMTaloTes
noanmMHHbIMN. Hanbonee BakHOM 0COBEHHOCTLIO anropuTma
CHAP-ayTeHTUhrkaLmm aBnsieTcsa 10, YTO Naponb HUKOrAa He
nepecbinaeTcs No kaHany.

MHTepd)eVIC KOMaHOHOWN CTPOKW, Ppa3HOBMAOHOCTb TEKCTOBOIO
MHTepcbe'?lca Mexay 4enoBekoM U KOMMbKTEPOM, B KOTOPOM
MHCTPYKUMN KOMMNbKOTEPY AAa0TCA B OCHOBHOM I'IyTéM BBOAa C
KnaBnaTypbl TEKCTOBbIX CTPOK (KOMaH,CI,). Takke n3BecTeH nog
Ha3BaHMEM KOHCOJ1b.

3TO MPOTOKON, KOTOPbIN NO3BONAET NPOrpaMmMam BbIMOMHATL 3anpochl
K dharinam n cepsmcam Ha yganeHHbIX KomnbloTepax B cetu HTepHeT.
CIFS ncnonb3yeTt Mmogenb nporpaMmmM1MpoBaHus
knueHT/cepBep.KnneHTckas nporpamMmma nocbIfnaer 3anpoc K
nporpamMmMHOMy cepBepy (Kak NpaBuio, Ha ApyroM KoMnbioTepe) ans
4oCTyna K danny unu oTnpaensieT coobLueHne B nporpammy, Kotopas
paboTtaet Ha cepBepe. CepBep BbINOMHAET 3anpallnsaemoe AencTeme
1 OTNpaBnsieT OTBET.

Keenetic CnpaBoYHUK kKOMaHA

145




Moccapui

Compression Control
Protocol

DHCP

Domain Name System

Internet Control Message
Protocol

Internet Group Management
Protocol

Internet Protocol Control
Protocol

Link Control Protocol

WCMorb3yeTcs A YCTaHOBKM M HACTPOWKM anropuTMOB CXaTus JaHHbIX
Ha PPP.

NPOTOKOM AMHaMUYECKON KOHUrypauum y3na, 3To CETEBOWN NPOTOKON,
NO3BOMNSAOLLMIA KOMMNBbIOTEPAM aBTOMaTU4eCKn nony4vatb IP-agpec u
apyrve napameTpbl, Heobxoammele ons pabotbl B cetn TCP/IP. JaHHbIn
npoTokon paboTaet no Moaenu «KNneHT-cepeep». [ins aBToMaTnyeckomn
KOHUrypauum KOMMnbOTEP-KITMEHT Ha aTane KoHdurypauum ceTeBoro
yCTponcTBa obpallaeTcs K Tak HasbiBaemomy cepepy DHCP, n
nornyyaeT OT Hero HyXHble napameTpbl. CeTeBon agMmMHUCTPaTop
MOXeT 3aaTb AMana3oH afpecoB, pacnpenensieMbix CepBepoM cpeam
KOMMbIOTEPOB. JTO NO3BONSET M3beXaTb py4YHON HACTPOWNKM
KOMMbIOTEPOB CETU N YMEHbLLAET KONMYeCcTBO owmnbok. MNpoTokon
DHCP ucnonbsyetcs B 6onblumHcTBe cetert TCP/IP.

cucTema JOMEHHbIX UMEH, KOMMbIOTEPHanA pacnpenenéHHas cucrema
ANA nony4vyeHns HgopmMaumm o JoMeHax. Yalle Bcero Ucrnonb3yercs
Ansa nony4vexus IP-agpeca no MMeHn xocta (KomnbloTepa Unm
yCTpOKCTBa), MoNyyYeHns MHOopMaLUM O MapLLpyTM3aLUum NoYThl,
06CnyX1BaloLLMX y3nax Ans NpoTOKONoB B JOMEHE.

MPOTOKON MEXCETEBBIX YNPaBNALLNX COOBLLEHWI, CETEBOWN NPOTOKON,
Bxoasawmi B ctek npotokonoB TCP/IP. B ocHoBHom ICMP ncnonbayetcs
ONnsa nepegaym coobLieHni 06 owmnbKax 1 Apyrmx UCKNIOYNTENBHbBIX
CUTyaumsix, BO3HUKLINX Mpu nNepeaade AaHHbIX, Hanpumep,
3anpaluvBaemMas ycriyra HegocTymnHa, UK XOCT, U MapLupyTM3aTop
He oTBevatoT. Takke Ha ICMP BoanaralTcsi HEKOTOpble CEPBUCHbLIE

dyHKUNN.

3TO MHTEPHET-NPOTOKOI, KOTOPbIM 06ecnevyMBaeT BO3MOXHOCTb
KOMMbIOTEPY COOBLLMTL O CBOEW NPUHAAMEXHOCTU K FpyNne pacchifku
Ha cocefHue mMmapwpyTum3aTtopsbl. [pynnoBas paccblnika no3Bonser
OOHOMY KOMMbIOTEPY MO MHTEPHETY pacchbinaTtb KOHTEHT OPYTrnM
KOMMNblOTEPaM, 3aMHTEPECOBaHHBIM B NOIyYeHNM pacchinkuy. [pynnosas
paccblfka MOXET BbITb MCMOMNb30BaHa B TaKMX Cry4vasix, Kak
OBHOBMEHWE aApEeCHbIX KHUT Nornb3oBaTenet MobubHbIX KOMMLIOTEPOB,
pacchbinika MHPOPMaLMOHHbIX BronneTeHen No kKoMnaHuu, n "adupHoe
BeLLaHue" LIMPOKOMOMOCHbIX NPOrpamMm NoTOKOBOIO MyfnsTUMeana Ans
ayanTopum, Kotopasa "HacTpounack” Ha nonyveHne rpynnoBomn
pacchbInku.

B pamkax ncnonws3oBanunsa mogenv Baanmogenicteusa OTKpbITbIX CUcTeM
(OSI), IGMP saBnseTcsa YacTblo CETEBOIO YPOBHS.

NPOTOKON YNpPaBneHnsi CETEBbIM YPOBHEM [1151 YCTAHOBKMN, HACTPOWKM
n paspbiBa IP nogknioveHust noeepx PPP coeguHeHus. IPCP
NCMonb3yeT TOT e MexaHu3m obmeHa naketamu, 4yTo u LCP. ObmeH
naketamu IPCP He npouncxoauT go Tex nop, noka PPP He HauyHET a3y
cornacoBaHusi NPOTOKONa CETEBOrO YpoBHS. JTlobble naketkbl IPCP,
nornyyeHHble 4O TOro, Kak Ha4yHETCs aTa hasa, LOSKHbI ObiTb
OTOPOLLEHbI.

NpoTOKON ynpaeneHns coeguHennem, LCP sensieTcs YacTbio npoTokona
Point-to-Point Protocol. INpu yctaHoBneHun coegnHeHus PPP
nepegatroLiee u NpUHMMatoLLee ycTpormcTBO 06MeHMBalOTCS NakeTamm
LCP ansa yTouHeHus cneumduyeckon nHdopmauumn, Kotopas
notpebyeTtcs Npy nepegaye AaHHbIX.
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Moccapuin

Maximum Receive Unit

Maximum segment size

Maximum transmission unit

Microsoft Point-to-Point
Encryption

Network Time Protocol

Point-to-Point Protocol

Remote Procedure Call

Service Set |dentifier

onpegenseT MakcMMarnbHbIv pa3Mep (B 6anTax) 6rioka, KOTOpbI MOXET
ObITb NPUHST HA KAHaNbHOM YPOBHE KOMMYHMKALMOHHOMO NpOTOKoNa.

sBnsAeTca napameTpom npoTtokona TCP n onpeagenset makcumarbHbI
pa3mep 6rnoka gaHHbix B 6antax ansa TCP nakerta (cermeHTa). Taknm
o0pa3om 3TOT NapamMeTp He y4uTbIBaeT AnnHy 3arorokoB TCP u IP.
[nsa yctaHoBneHus koppekTHon TCP-ceccum ¢ yganéHHbIM XOCTOM
OOIMKHO cobntogartbes cregytowee ycnosume: MSS + 3aronosok TCP
+ 3arnosok IP = MTU. Takum 06pa3om, MaKCUManbHbIA pa3Mep
MSS = MTU — pa3mep 3arosioeka IPv4 — pa3Mep 3arosioBka
TCP.

MakcumarnbHbI pa3Mep brioka (B 6anTax), KOTOpbI MOXET ObITb
nepegaH Ha kaHanbHoOM ypoBHe ceTeBoi mogenu OSI. 3HaveHne MTU
MOXeT ObITb onpeaeneHo ctangapTom (Hanpumep ans Ethernet), nu6o
MOXET BblIOMpaTbCs B MOMEHT YCTAaHOBKU COeAMHEHMUS (OObIYHO B
crnyyae npsAMbIX NOAKITIOYEHNI TOYKa-TouKa). YeM Bbille 3Ha4YeHne
MTU, Tem MeHbLLEe 3arofioBKOB NepefaéTtcs Mo CETU — a 3HaYUT, Bbllle
NponycKHas CrnocoOHOCTb.

NPOTOKON WM POBaHUSA AaHHbIX, UCNOMNb3yeMbI NOBEPX COEANHEHUN
PPP. MPPE nogaepxuBaet 40-, 56- n 128-6MTHbIE KItoun, KOTOpbIe
MEHSIIOTCH B TE4YEHNE CeCccun.

CeTeBOW NPOTOKOM ANS CUHXPOHU3ALIUN BHYTPEHHUX YacoB KOMMNbIOTEPa
C MCNomMb30BaHMEM CeTen C nepemMeHHON nateHTHocTbo. NTP
ncnonb3yeTt ans csoen pabotel npotokon UDP. Hanbonee wupokoe
npumeHeHne npotokon NTP Haxogut ans peannsaumm cepeepoB
TOYHOIO BPEMEHM.

OBYXTOYEYHBIN NPOTOKON KaHanbHoro ypoBHs (Data Link) ceteBon
mogenu OSI. O6bIYHO MCNONb3YETCs ANst YCTAHOBIIEHUSA MPAMON CBA3M
Mexay OBYMs y3ramu CeTU, MPUYEM OH MOXET 00ecneunTb
ayTeHTUdMKaLMIO COeanHEHMS], LUINGOPOBaHUE U CXXaThe AaHHbIX. YacTo
BCTpevatoTca noasmabl npotokona PPP Takune, kak Point-to-Point
Protocol over Ethernet (PPPoE), ncnonbayemebiin 4ns nogkno4eHnsi no
Ethernet, u nHorga 4epes DSL; n Point-to-Point Protocol over ATM
(PPPoA), koTopbIvi ucnornb3ayeTcs Anst nogkntodeHns no ATM Adaptation
Layer 5 (AAL5), KoTopbIl SIBNSIETCS OCHOBHOW anstepHaTneon PPPoE
ans DSL. PPP npencrtaenseT cobon uenoe ceMencTso NpoOTOKONOB:
NpOTOKON ynpaeneHus nuHunen cesasm (LCP), npoTtokon ynpasneHust
cetbto (NCP), npotokonbl ayTeHTudukauumn (PAP, CHAP),
MHOrokaHarnbHbI npotokon PPP (MLPPP).

BbI30B yAan€HHbIX NpoLeayp, KNnacc TEXHOMOIMMI, NO3BOMSOLLNX
KOMMbIOTEPHBLIM MPOrpaMMam Bbi3biBaTb (PYHKLMUM UK Npoueaypbl B
OpYyrom agpecHOM NPOCTPaHCTBe (Kak NpaBuiio, Ha yoanéHHbIX
KomnbtoTepax). O6bivHO, peanu3auma RPC TexHonornm BKIto4aeT B
cebs nBa KOMMOHEHTA: CETEBOM NPOTOKON 41151 OOMEHa B pexume
KNMEHT-CEPBEP U SA3bIK Cepuanmaaumnm o6beKkToB (MNn CTPYKTYP, ANg
HeobbekTHbIX RPC). Ha TpaHcnopTHom ypoBHe RPC ncnonb3aytoT B
ocHoBHoM npoTokonbl TCP n UDP, ogHako, HEKOTOpbIe MOCTPOEHbI Ha
ocHoBe HTTP (4to HapywaeT apxutektypy ISO/OSI, Tak kak HTTP
N3Ha4varnbHO He TPaHCMOPTHLIV NPOTOKOI).

npegcrtasnseT cobor nocnegoBaTenbHOCTb CUMBOSOB, KOTOpas
0OHO3Ha4YyHO MMeHyeT becnpoBogHyto nokansHyto cetb (WLAN). SSID
MHOrga HasblBaloT "ceTeBbIM MMEHeM". 3TO UMS NO3BONSAET paboynm
CTaHUMAM NOAKNIYATLCH K HY>KHOW CEeTU, Korga HECKOMNbKO
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Moccapui

SkyDNS

Transmission Control
Protocol

Tunnel Setup Protocol

User Datagram Protocol

Universal Plug and Play

Virtual LAN

Weighted round robin

He3aBUCUMbIX 6ECNPOBOAHLIX CETEN paboTaloT OAHOBPEMEHHO B O4HON
dusnyeckor obnacTu.

cnyx6a, obecneumparoLLas BO3MOXHOCTb ounbTpaLmm 1 01oKMpoBaHUs
OMacHbIX UK HeXenaTenbHbIX CanToB.

NPOTOKON ynpasneHus nepegayvyen, oanH N3 OCHOBHbIX CETEBbIX
npoTokonoB NHTepHeTa, npegHa3HadYeHHbIN AN ynpaBneHus
nepepadven aaHHbIX B cetax n nogcetax TCP/IP. BeinonHseT dyHKuum
npoToKona TpaHcnopTHoro ypoBHs mogenu OSI. TCP — ato
TPaHCNOPTHbLIA MEXaHM3M, NPEAOCTaBNSAIOLNN NOTOK AAHHbIX, C
npeaBapuTenbHON YCTaHOBKOW COEAUHEHNS, 3@ CHET 3TOro AaloLnii
YBEPEHHOCTb B JOCTOBEPHOCTM NOMNyYaeMblX AaHHbIX, OCYLLEeCTBRSeT
MOBTOPHbIN 3anpocC AaHHbIX B Criyvae notepu AaHHbIX U yCTpaHAeT
aybnupoBaHue npu NonyyYeHnn AByX KONUIM OAHOro naketa (CM. Takke
T/TCP). B otnunume ot UDP rapaHTUpyeT LLenoCTHOCTb NepeaBaeMbiX
OaHHbIX 1 yBeOOMMeHWEe OTNpaBUTeEnNs o pesyrnsratax nepegayn.

NPOTOKOJ1 HaCTDOIZKVI TYHHEeIn4d, 3TOT ceTeBoNn NPOTOKON ynpasleHnd
Ncnonb3yeTca An4d corfnacoBaHna napamMmeTpoB HaCTpOVIKM IP TYHHEenA
Mexay KInmeHTCKMM XOCTOM TyHHeJ'IeI?I n cepBepoM cepBuca TYHHeﬂeVI.

MPOTOKOM MOMb30BaTENbLCKMNX AaTarpamm, 3TO TPAHCMNOPTHbINA NPOTOKOS
Ansi nepegayn AaHHbIx B cetsax IP 6e3 yctaHoBneHns coeguHeHust. OH
ABNSIETCS OAHMM U3 CaMbIX MPOCTbIX MPOTOKONOB TPAHCMNOPTHOTO YPOBHS
mogenun OSI. B otnnumne ot TCP, UDP He noaTtBepxpgaet AocTaBKy
OaHHbIX, He 3a60TUTCA O KOPPEKTHOM MOPSIAKE AOCTaBKU U HE AenaeT
noBTopoB. [Moatomy abbpesnatypy UDP uHorga paclumngpoBbiBaoT
kak Unreliable Datagram Protocol (npoTokon HeHaaéXHbIX gatarpamm).
3aTo OTCYyTCTBME COEAMHEHUSI, AONOMHUTENBHOMO Tpaduka 1
BO3MOXHOCTb LLUMPOKOBELLATENbHbIX PACCHINOK AenatoT ero yaAo6HbIM
Anst TPUMEHEHWI, rAe Manbl NOTEPU, B MacCOBbIX Pacchlfikax
riokanbHOM NoAceTH, B MeananpoTokonax v T.n.

3TO apXUTEKTypa MHOTOPAHroBbIX COEAMHEHNIA MeXAY NePCOHaNbHbIMU
KOMMbOTEPAMU N UHTENNEKTYanbHbIMU YCTPOUCTBAMMU,
yCTaHOBMNEHHbIMK, Hanpumep, goma. UPnP ctpoutcsa Ha ocHoBe
CTaHOapTOB N TEXHONOIrM NHTEpHeTA, Taknx kak TCP/IP, HTTP n XML,
n obecneynBaeT aBToMaTU4ECKOE NoaKNIYeHUe NoAo6HbIX YCTPONCTB
OPYr K OpYry 1 UX COBMECTHYI0 paboTy B ceTeBon cpeae, B pesynsraTe
yero ceTb (Hanpumep, AOMALLHSAS) CTAHOBUTCS NErKOW Anst HACTPOWKM
BonbLuemMy yncny nonb3osaTtenem.

noruyeckas ("BMpTyanbHas") nokanbHasi KOMMNbIOTEPHAs! CEThb,
npencraenseT cobow rpynny XocToB ¢ 06LWmMm Habopom TpeboBaHui,
KOTOpble B3aMMOLENCTBYHOT Tak, Kak ecnv 6bl OHU BbInv NOAKMIOYEHbI
K LUMPOKOBELLaTENbHOMY AOMEHY, HE3aBMCMMO OT MX (hN3MNYECKOrO
MecToHaxoxaeHunsa. VLAN nMeeT Te e CBOMCTBa, YTO 1 hmsmnyeckas
nokaribHas CeTb, HO NMO3BONSAET KOHEYHBIM CTaHLMSAM rpynnMpoBaThbCs
BMECTe, aXXe eCriv OHU He HaxoZsATCst B OOHOW (OU3NYECKON CETU.
Takasi peopraHm3aums MOXeT ObITb cenaHa Ha OCHOBE NPOrpamMmmMHOro
obecnevyeHnss BMECTO PU3NYECKOTO NepeMELLEHMS YCTPONCTB.

3TO NOPAJOK YCTAHOBNEHUS o4epeaHOCTU. Kaxxablii NOTOK MAKeTOB MIu
CcoefIMHEHNE UMEET CBOK COOCTBEHHYO NAKETHYO ovepeab B
NMHTEpgence ceTeBon KapTbl. ATO CaMOe NPOCToe NPUbImKeHne
O6uwero Pacnpegenenus lNpoueccopa (GPS). B To Bpems kak GPS
obcnyxmBaet 6eCckoHEYHO Marble 06 beMbl JaHHbLIX U3 KaXKOOW HENMYyCTON
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Wi-Fi Multimedia

Wi-Fi Protected Access

Wi-Fi Protected Setup

Wired Equivalent Privacy

Yandex.DNS

MaemMnoTeHTHOCTb

Mpeambyna

ovepean, WRR obcnyxumBaeT psg NakeToB OIS KaX40W HENYCTOW
odepeam.

sensietca ceptudmkaumen Wi-Fi Alliance, 6asupytollencs Ha ctTaHgapTe
IEEE 802.11e. OH obecne4mBaeT OCHOBHbIE BO3MOXHOCTU QOS (quality
of service) ansa ceten IEEE 802.11. Otaaeas npuoputet VolP-Tpadmky
Haj npoueccamn, MeHee YyBCTBUTENBbHBIMW K CKOPOCTU Nepeaaydun
OaHHbIX, MOXXHO 40BUTLCH YMeHbLUEHMS DnyKTyaunm MHTEPBarnos
Mexay naketamm npv ux NpoxoxaeHun no cetu. Vicnonb3osaHne QoS
ABMSETCA NPOCTbIM Y HEAOPOIMM pELUEHNEM AN CEPbE3HOro
ynyJdweHunsa kadyectsa VolP-3BOHKOB.

npeacraenset cobor 0OHOBNEHHYO NporpaMmmy cepTudumkaLmm
ycTporcTs BecnpoBogHom ces3u. TexHonorusa WPA npuwina Ha 3ameHy
TexHonorun 3awmTel 6ecnposogHbix ceten WEP. Nnocamn WPA
ABNAOTCS ycuneHHas 6€30nacHOCTb AaHHbIX U Y>KECTOUEHHbIN KOHTPOsb
Joctyna k 6ecnpoBogHbIM ceTsiM. HeManoBaXKHOW XapakTepUCTUKOWN
SBNAETCA COBMECTMMOCTb MEXAY MHOXECTBOM 6eCnpoBOAHbIX
YCTPOWCTB KaK Ha annapaTtHOM YpOBHe, Tak U Ha nporpaMmmHom. Ha
AaHHbin MomeHT WPA n WPA2 paspabaTtbiBatoTcst U NpoaBUratloTcs
opraHmsaumen Wi-Fi Alliance.

cTaHgapT (M OQHOUMEHHBIM NPOTOKOIT) MONyaBTOMAaTUYECKOro Co3aaHust
6ecnpooaHon cetn Wi-Fi, cozaaHHbin Wi-Fi Alliance. Llenbto
npotokona WPS saBnsieTcs ynpoLleHne npolecca HacTporKu
GecnpoBogHON CeTU, NOITOMY M3HAYanbHO OH HasbiBanca Wi-Fi Simple
Config. MNpoTokon npu3BaH oka3aTb MOMOLLb NONb30BaTENSAM, KOTOPbIE
He obnagatloT WMPOKMMK 3HaHUsAMK 0 6esonacHoCcT B 6ecnpoBOAHbIX
CEeTSIX, U KaK CrieiCTBME, NMEIOT CITIOXXHOCTM NMPU OCYLLECTBIIEHWN
HacTpoek. WPS aBToMaTnyeckn 0603Ha4yaeT umMs CETU 1 3agaeT
WwmncppoBaHue, AN 3aLMTbl OT HECAHKLMOHNPOBAHHOTO AOCTYNa B CETh,
npu 9TOM HET HeobXooMMOCTH BPYYHYHO 3adaBaTb BCe NapameTpbl.

anroputm ans obecnedeHms 6esonacHocTn ceten Wi-Fi. cnonbayetcst
ansa obecnevyeHns KOHPUOEHUMaNbLHOCTM U 3aLUNThLl NepeaaBaeMblX
OaHHbIX aBTOPU3MPOBaHHbIX Nonb3oBaTtenen 6ecnpoBogHOM CeTU OT
npocnywunBaHus. Cywiectyet ase pasHougHoctn WEP: WEP-40 n
WEP-104, pasnnyaroLwimecs TonbKO ANMHONM Krtoda. B HacTosiwee
BpeMs AaHHasA TEXHONOMNA SABMSETCA yCTapeBLUEen, Tak Kak ee B3Nom
MOXET BbITb OCYLLECTBINEH BCErO 38 HECKOMNBbKO MUHYT. Tem He MeHee,
OHa MPOoAdOITKAET LUMPOKO MCNOMb30BaThCS.

cepBUC KoMNaHnn AHAeKc ang 3awmTbl goMaluHen cetn. ObecnevmBaet
Tpy pexunma omnsTpaunn:

+ 6e3 unbTpaLumM - pecypcbl He GrokMpyLoTCS

» 6e30MnacHbIN PEXMM - BITOKMPYHOTCS BPEAOHOCHbBIE Y MOLLEHHUYECKME
canTbl

* CeMelHbI PeXnm - BroKUPYIOTCA BPeOOHOCHbIE U MOLLEHHUYECKUE
caiiTbl, @ Takke pecypchl AN B3POCIbIX
CBOWCTBO MaTeMaTn4ecKoro oGbeKTa, KOTOpoe MPOSIBISIETCS B TOM,

YTO MOBTOpHOE AelCTBME Ha OOGBbEKTOM He U3MEHSIET ero.

3TO Nepsas YacTb Bnoka gaHHbIX npoTokona (PDU) dmanyeckoro
ypoBHs koHBepreHumun (PLCP). 3aronoBkom AABNSETCA OCTaBLUASACS
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Moccapui

4yacTb NaKeToB AaHHbIX, KOTopas CoaepXUT bonblie HdopMaLUmM O
cxeme mMogynsLumn, CKOpoCTU Nepeaayn, 1 o NPOMEXYTKE BPEMEHH,
TpebyloLemecs Ansa nepegayn Bcex AaHHbIX kagpa.

[nvHHasa npeambyna:

* PLCP c gnuHHon npeambynon nepegaetcs Ha ckopoctn 1 Méut/c
He3aBUCMMO OT CKOPOCTU Nepefayn AaHHbIX kagpa

» OOLee BpeMs nepegaqm AnNvHHOM Npeambyrbl SIBMSETCH KOHCTAHTON
- 192 MukpocekyHAbl

» CoBmecTuMoO ¢ ycTapeBumnmm cuctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 Méut/c

KopoTtkas npeambyna:

* [Npeambyna nepenaetca Ha ckopoctu 1 MGuT/c, a 3aronoBok - Ha 2
M6wuT/c

+ OOLLee BpeMs nepegaym KOpoTKOM nNpeamoOyribl ABNSETCS KOHCTAHTON
- 96 MMKpPOCEKYHbI

* He coBmectnmo ¢ yctapesLummu cuctemamu IEEE* 802.11
paboTtatowmmum Ha 1 n 2 Méut/c
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